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Trade Secrets

® Business, financial, and technical information that generally meets the following
criteria:

® Not generally known or readily ascertainable outside of the owner’s organization and
control;

® Derives independent economic value or business advantage from the information not being
generally known; and

® Owner makes reasonable efforts to preserve secrecy

® “"Reasonable efforts” are fact and circumstance dependent
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Defend Trade Secrets Act of 2016 (*"DTSA")

Created a federal cause of action for misappropriation claims
Emergency right to pursue ex parte seizure orders

Authorizes courts to issue injunctions to prevent any actual or threatened
misappropriation

Reaches extraterritorial conduct
Powerful damages remedies including unjust enrichment and actual damages

Exemplary damages and attorneys’ fees available for “willful and malicious”
misappropriation




Jurisdiction

“Reasonable
Measures”

Remedies

Statute of
Limitations

Preemption

Standing
N N

“Trade Secret”
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DTSA vs. UTSA

Defend Trade Secrets Act (DTSA) Uniform Trade Secrets Act (UTSA)

Provides a federal cause of action for
misappropriation

Limited to financial, business, scientific,
technical, economic, or engineering
information

Focuses on owner’s “reasonable measures” to
protect trade secrets, which can vary by
industry

Civil remedies, including injunctions, and ex
parte seizures

3 years from discovery (or by exercise of
reasonable diligence should have discovered). Variable. Many states have 3 years
Only for misappropriation occurring on or from discovery, but some longer
after 5/11/2016

State law adopted by all U.S. states
except NY

Has a broader definition that includes
any information that derives value from
not being generally known

Requires “reasonable efforts under the
circumstances” to maintain secrecy

Civil remedies, including injunctions

Many versions explicitly or implicitly
displace conflicting state law claims,
like common law torts, related to the
same misappropriation

Must be legal owner of trade secret to bring  Allows lawful trade secret possessors to
claim bring claims

Supplements but does not preempt state law
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Remedies Available

Actual losses suffered by the plaintiff due to the alleged
infringement or misappropriation of intellectual

property (i.e., profits that the owner of the intellectual X
property would have made but for the infringer's

misconduct)

Actual Damages
(e.g., Lost Profits)

Amounts that would have been paid, or projected to be X
Reasonable Royalty  paid, by the infringer to license the intellectual property (some
for an agreed upon term exceptions)

Amount of any benefit or gain realized by the

wrongdoer from the wrongful act X

Unjust Enrichment

Enjoin defendant from continuing to benefit from the

Injunction : ) ) L
J fruits of its misappropriation
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® Insulet was founded in 2000

® Omnipod was the world’s first “patch
pump” for diabetes management

® Pump market still predominantly “tubed”
pumps, but patch pumps at verge of overtaking

® Size of insulin pump market ~$6B

® Market leader is Medtronic (largest
medical device company in the world -
~$32B in annual revenues)




Insulet v. EOFlow

® Insulet spent over 20 years of continuous R&D
and over $1 billion in developing current version
of Omnipod

® No true U.S. competitor to Omnipod

® EOFlow’s misappropriation of Omnipod:

® Employed former Insulet engineers

® Substantially similar product design to Omnipod
® Engineered around Insulet “pain points”

® Product development time: 18 months

Total Investment: $10M - $15M

Tw
280 g,
$ °
IS
3
: NYIPLA
The New York Intellectual Property Law Association®

()
W




d TWEr;
\\
8@ %%

Y NYIPLA

The New York Intellectual Property Law Association®

()
W

Insulet v. EOFlow

® At trial:

® Jury found six defendants liable for trade secret misappropriation under the DTSA,

awarding Insulet $452M ($170M for unjust enrichment and $282M in exemplary
damages)

® Courtinitially upheld the jury’s damages verdict, but...

® Reduced Insulet’s damages award to $59.4M when Insulet elected to pursue a
permanent injunction in lieu of a larger damages award

® Status:

® Appeal pending at Federal Circuit (fully briefed)
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Insulet Practice Pointer No. 1: Allocate damages or
unjust enrichment by asserted trade secret

7

Blueprints Component Design Design Features Software Design and
Specifications & for Algorithms Manufacturing
Technical Drawings Manufacturing Improved Performance Documentation

Processes
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Insulet Practice Pointer No. 2: To preserve
the ability to elect remedies after trial,
produce evidence that enables the court to
determine forward-looking versus backward-
looking monetary harms
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Insulet Practice Pointer No.2 *,

Damages Only Damages + Permanent Injunction
- ' $25.8 million

(Compensatory Damages)

$170 million -
$33.6 million
(Compensatory Damages) (Exemplary Damages)
.
+ OR Worldwide sa+les injunction

Assignment of certain patents to Insulet
$282 million +

(Exemplary Damages) Medtronic breakup fee

+
Destruction of all Insulet trade secrets
+
Mandatory forensic inspection
+
Audit right
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Notable Trade Secrets Cases and Damages
Pointers for Appeal

®  The New York Intellectual Property Law Association®
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Zunum Aero Inc. v. Boeing Co., No. 24-5212,
2025 WL 2364602 (9" Cir. Aug. 14, 2025)

Background:

® Zunum strove to be the “Tesla of commercial aviation”

® In connection with its fundraising efforts, Zunum and Boeing entered into a
proprietary information agreement under which Zunum shared its
proprietary information for “limited purposes”

® Zunum sued Boeing under Washington’s UTSA

® Zunum alleges that Boeing stole its technology and disclosed it to Boeing's partners to
accelerate Boeing's own roadmaps by two decades, all with the intention of hobbling
Zunum's business
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Zunum Aero Inc. v. Boeing Co.

Trial:

® Jury found that Boeing willfully misappropriated 11 of 19 alleged trade
secrets

® Awarded Zunum $67M for misappropriation and $14M for unjust enrichment

® District court granted Boeing’s motion for JMOL on trade secret
misappropriation claims:

® Zunum failed to (1) identify its trade secrets with necessary precision and (2)
present sufficient evidence that its trade secrets derived value from not being
generally known or readily ascertainable by others
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Zunum Aero Inc. v. Boeing Co.

Appeal:

® Zunum sufficiently identified its trade secrets

® District Court wrongly rejected Zunum'’s attempts to introduce comprehensive trade
secret definitions

® Zunum's technical experts testified specifically to value derived by secrecy

® District court overlooked relevant evidence at trial

® Zunum presented substantial evidence at trial to support a misappropriation
finding

® Indications of Boeing's improper use of Zunum's trade secrets were supported by
testimony and documentary evidence
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Zunum Aero Inc. v. Boeing Co.

Practice Pointers:

® You can’t land your misappropriation
case without identifying your trade
secrets with sufficient detail

® Strong evidence of misappropriation
is critical
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Motorola Sols. Inc. v. Hytera Commc’ns Corp.
Ltd., 108 F.4th 458 (7th Cir. 2024)

Background:

Hytera hired three Motorola engineers in Malaysia, promising high pay for
access to Motorola’s software code and trade secrets

Before leaving Motorola, the engineers—at Hytera’s direction—downloaded
over 10,000 confidential documents and source code

Hytera used stolen information to develop and launch a line of professional-tier
digital mobile radios that were functionally indistinguishable from Motorola’s

Motorola sued Hytera for copyright infringement and trade secret
misappropriation under the DTSA
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Motorola Sols. Inc. v. Hytera Commc’ns Corp. Ltd.

Trial:

® Jury awarded $209M in compensatory damages ($74M for Hytera’s avoided
R&D costs and $136M for lost profits) and $419M in exemplary damages

® District court reduced Motorola’s award on DTSA claims to $407M ($136M
compensatory & $272M exemplary)

® Compensatory — Awarding avoided costs and lost profits constitutes impermissible double
recovery

® Exemplary — Reduction in award necessary to meet DTSA's 2-to-1 ratio limitation
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Appeal:

® Motorola was entitled to the greater of:
® Hytera's total profits as unjust enrichment (subject to apportionment); or

® Sum of Motorola's actual losses and any additional amount of unjust enrichment
not accounted in those actual losses

® 7th Circuit affirmed DTSA awards, despite various “missteps and course
corrections” by the District Court
® If properly followed, the District Court should have awarded Motorola $160M

(Motorola’s lost profits and Hytera’s avoided R&D costs) rather than $136M
(unjust enrichment)
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Motorola Sols. Inc. v. Hytera Commc’ns Corp. Ltd.

Practice Pointer:

® Preserve multiple damages models at
trial, even if conflicting, to allow for
largest recovery possible
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Pegasystems Inc. v. Appian Corp., 904 S.E.2d
247 (Va. App. 2024)

Background:

® Appian and Pegasystems compete in the business process management industry,

offering software that enable businesses to generate programs and automate
internal processes

Pegasystems hired a consultant with access and knowledge to Appian’s platform to
"spy” on Appian’s software and used this information to copy Appian’s software

Pegasystem employees used aliases to access software via free trials

Appian sued Pegasystems under Virginia's UTSA (VUTSA), alleging
misappropriation of trade secrets and unjust enrichment
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Pegasystems Inc. v. Appian Corp.

Trial:

® Jury awarded Appian over $2B in damages, finding that Pegasystems used
improper means to misappropriate Appian’s trade secrets
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Pegasystems Inc. v. Appian Corp

Appeal:

® VA Court of Appeals reversed and remanded for a new trial on the basis
that the trial court:

® Erredin granting a jury instruction that didn’t require Appian to prove proximate
causation

® Wrongly excluded Pegasystems’ damages evidence

® In contrast to other UTSA jurisdictions, the VUTSA makes it clear that
plaintiff must prove unjust enrichment

Status:

® Appeal pending at Supreme Court of VA (oral argument held on 10/28/25)



Practice Pointer:

®* When seeking damages for actual
loss or unjust enrichment, provide
affirmative evidence at trial that
misappropriation caused the
damages sought (including unjust
enrichment)

6 (\d TWEI';%

NYIPLA

The New York Intellectual Property Law Association®

" HU”%

é\Q

Pegasystems Inc. v. Appian Corp.

THE FILES AII IN THE COMPUTER?
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Relevant DTSA Statutes
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Damages Remedies —18 USC§ 1836(b)(3)

"In a civil action brought under this subsection with respect to the misappropriation of a trade
secret, a court may--

... (B) award-
(i)(I) damages for actual loss caused by the misappropriation of the trade secret; and

() damages for any unjust enrichment caused by the misappropriation of the trade secret that is
not addressed in computing damages for actual loss; or

(ii) in lieu of damages measured by any other methods, the damages caused by the
misappropriation measured by imposition of liability for a reasonable royalty for the
misappropriator’s unauthorized disclosure or use of the trade secret”

26
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Exemplary Damages & Attorneys’ Fees —18
USC §1839(3)

"In a civil action brought under this subsection with respect to the misappropriation of a trade
secret, a court may--

\(\e}’een HU”%

(C) if the trade secret is willfully and maliciously misappropriated, award exemplary damages in an
amount not more than 2 times the amount of the damages awarded under subparagraph (B); and

(D) if a claim of the misappropriation is made in bad faith, which may be established by
circumstantial evidence, a motion to terminate an injunction is made or opposed in bad faith, or the
trade secret was willfully and maliciously misappropriated, award reasonable attorney’s fees to the
prevailing party.”

27
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"In a civil action brought under this subsection with respect to the misappropriation of a trade secret, a court may--
(A) grant an injunction--

(i) to prevent any actual or threatened misappropriation described in paragraph (1) on such terms as the court deems
reasonable, provided the order does not--

() prevent a person from entering into an employment relationship, and that conditions placed on such employment
shall be based on evidence of threatened misappropriation and not merely on the information the person knows; or

(Il) otherwise conflict with an applicable State law prohibiting restraints on the practice of a lawful profession, trade,
or business;

(ii) if determined appropriate by the court, requiring affirmative actions to be taken to protect the trade secret; and

(iii) in exceptional circumstances that render an injunction inequitable, that conditions future use of the trade secret
upon payment of a reasonable royalty for no longer than the period of time for which such use could have been
prohibited”

28
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UNITED STATES DISTRICT COURT
DISTRICT OF MASSACHUSETTS

INSULET CORPORATION,

Plaintiff,
Civil Action No.
V. 23-11780-FDS
EOFLOW CO., LTD.; EOFLOW, INC.;
NEPHRIA BIO, INC.; and JESSE KIM,

Defendants.

N N N N N N N N N N N N

MEMORANDUM AND ORDER ON PLAINTIFF’S
MOTION FOR A PERMANENT INJUNCTION AND
DEFENDANTS’ MOTION FOR A STAY OF JUDGMENT

SAYLOR, C.J.

This dispute concerns the misappropriation of trade secrets for the design and
manufacture of an insulin patch pump, the Omnipod, produced by plaintiff Insulet Corporation.
Plaintiff sued seven defendants: EOFlow Co., Ltd., and EOFlow, Inc. (collectively, “EOFlow”);
Nephria Bio, Inc.; EOFlow’s Chief Executive Officer, Jesse Kim; and three former Insulet
employees, Luis Malave, Steven Dilanni, and lan Welsford.

After a month-long trial, a jury returned a verdict on December 3, 2024, finding six
defendants—all except Malave—Iliable for misappropriation of trade secrets in violation of the
Defend Trade Secrets Act, 18 U.S.C. 8 1836 et seq. (“DTSA”). The jury awarded plaintiff $452
million, composed of $170 million in unjust-enrichment damages and $282 million in exemplary

damages.
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Plaintiff has now moved for a permanent injunction seeking, among other things, to
prohibit defendants from using, possessing, selling, or otherwise distributing plaintiff’s trade
secrets.! Plaintiff also seeks to preserve its $452 million damages award.

Defendants oppose the motion on two principal grounds.? First, they contend that the
requested injunction would constitute an impermissible double recovery. Second, they assert
that the scope of the proposed injunction is unduly broad. Defendants separately seek a stay of
any injunction and damages award pending appeal.

For the following reasons, the motion for a permanent injunction will be granted in part
and denied in part. In addition, the Court will enter a partial stay of its final judgment, as set

forth below.

l. Analysis

A. Permanent Injunction

Plaintiff seeks entry of a permanent injunction that would, among other things, prohibit
defendants from using, possessing, selling, or otherwise distributing its trade secrets—and any
product, including the EOPatch 2, that uses those trade secrets—anywhere in the world. (See
ECF No. 931-1). Plaintiff also seeks a reassignment of certain patents belonging to defendants
that incorporate elements of its trade secrets; disgorgement of a break-up fee due to defendants
from Medtronic PLC; and the granting of auditing rights to ensure defendants’ ongoing

compliance with the requested injunction order.

1 On February 25, 2025, pursuant to a separately negotiated Consent Permanent Injunction and Judgment
agreement between plaintiff and Malave, Dilanni, and Welsford, the Court entered a final judgment under Fed. R.

Civ. P. 54(b) and issued a permanent injunction in accordance with the terms of the parties’ agreement. (ECF Nos.
924-25).

2 For the sake of convenience, the term “defendants” will hereafter refer only to EOFlow, Nephria Bio, and
Kim unless the context indicates otherwise.
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1. Legal Framework

The DTSA authorizes courts to grant injunctive relief for trade-secret misappropriation.
See 18 U.S.C. § 1836(b)(3)(A). “A plaintiff seeking a permanent injunction is traditionally
required to satisfy a four-factor test: ‘(1) that it has suffered an irreparable injury; (2) that
remedies available at law, such as monetary damages, are inadequate to compensate for that
injury; (3) that, considering the balance of hardships between the plaintiff and defendant, a
remedy in equity is warranted; and (4) that the public interest would not be disserved by a
permanent injunction.”” Greene v. Ablon, 794 F.3d 133, 156 (1st Cir. 2015) (quoting CoxCom,
Inc. v. Chaffee, 536 F.3d 101, 112 (1st Cir. 2008)). The First Circuit has stated that “[t]he first
two factors together require ‘a substantial injury that is not accurately measurable or adequately
compensable by money damages.”” KPM Analytics N. Am. Corp. v. Blue Sun Sci., LLC, 729 F.
Supp. 3d 84, 123 (D. Mass. 2024) (quoting Glob. NAPs, Inc. v. Verizon New England, Inc., 706
F.3d 8, 13 (1st Cir. 2013)). Thus, “[a]n injunction should not be granted where ‘a less drastic
remedy’ will suffice.” Greene, 794 F.3d at 156 (quoting Monsanto Co. v. Geertson Seed Farms,
561 U.S. 139, 165-66 (2010)).

Starting with the first factor, in general, “[t]he loss of a trade secret . . . constitute[s]
irreparable harm.” TouchPoint Sols., Inc. v. Eastman Kodak Co., 345 F. Supp. 2d 23, 32 (D.
Mass. 2004). Here, it is clear that plaintiff would face irreparable harm if defendants were
permitted to make unfettered use of its trade secrets. In the absence of an injunction, defendants
could freely sell or distribute products incorporating plaintiff’s trade secrets, entirely
undermining the value of its proprietary information. Such a prospect is not, as defendants
suggest, theoretical. Indeed, EOFlow already attempted to profit from the stolen trade secrets

when it agreed to terms of a sale with one of plaintiff’s largest competitors, Medtronic, before
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this lawsuit began. Without an injunction, defendants could once again profit from the sale of
the trade secrets—secrets that plaintiff spent several years and millions of dollars to develop—
enabling others to avoid significant upfront costs and compete with plaintiff.

Moreover, although the EOPatch 2 is available only in a select few markets, its continued
sale and distribution constitute a genuine threat to plaintiff’s ability to expand its market, its
pricing power, and its reputation. And defendants’ “brazen actions over a substantial period of
time,” as recognized by the jury’s finding that EOFlow and Kim willfully and maliciously
misappropriated certain trade secrets, only heightens the risk of future harm. See KPM
Analytics, 729 F. Supp. 3d at 123; see also Benchmark Techs., Inc. v. Tu, 2023 WL 8371973, at
*3 (D. Mass. May 30, 2023). Plaintiff has therefore met its burden on the first factor.

As to the second factor, money damages are not adequate to remedy the prospective
injury. At the very least, “the questionable financial condition of [the defendant] reinforces the
inadequacy of a remedy at law.” Robert Bosch LLC v. Pylon Mfg. Corp., 659 F.3d 1142, 1155
(Fed. Cir. 2011). Indeed, “[a] district court should assess whether a damage remedy is a
meaningful one in light of the financial condition of the [defendant] before the alternative of
money damages can be deemed adequate.” Id. Here, the trial record established that defendants
have at most approximately $24 million in net assets, making it highly unlikely that defendants
have the financial wherewithal to satisfy the jury award, or even to come close to doing so.

As to the third factor, defendants contend that the balance of equities weighs in their
favor because an injunction would force EOFlow to shut down. But a defendant “cannot escape
an injunction simply because . . . its primary product is an infringing one.” Id. at 1156. And
nothing prohibits defendants from developing another product through legal means, without the

benefit of misappropriated trade secrets. Meanwhile, requiring plaintiff to compete with a



Case 1:23-cv-11780-FDS Document 946  Filed 04/24/25 Page 5 of 22

product built upon its own stolen property imposes a substantial burden that far outweighs the
equities, if any, in plaintiff’s favor.

Finally, the public interest in providing robust protection of trade secrets strongly weighs
in favor of an injunction. The public interest favors investment and innovation in new
technologies, while also deterring willful misappropriation of intellectual property. And any
potential short-term hardship faced by current EOPatch 2 users does not alter the appropriateness
of a permanent injunction, but could rather be accommodated through other equitable means,
including a temporary carve-out of the injunction for those users in order to permit an orderly
transition to other means of care.

Plaintiff has therefore satisfied the four-part test supporting its motion for a permanent
injunction.

2. Scope of Injunction

The scope of the requested injunction is also reasonable and warranted under the
circumstances. “Injunctions must be tailored to the specific harm to be prevented.” Ross-Simons
of Warwick, Inc. v. Baccarat, Inc., 217 F.3d 8, 14 (1st Cir. 2000). The jury found that defendants
misappropriated four trade secrets belonging to plaintiff, and that EOFlow and Kim did so
willfully and maliciously. As noted, multiple future harms will likely flow from defendants’
violation, including the further distribution of the trade secrets and the development and sale of
competing devices that make use of those trade secrets.

Defendants contest a number of aspects of the injunction. First, they oppose its
worldwide application, as they would be prohibited from possessing, using, selling, distributing,

or providing services using plaintiff’s trade secrets anywhere in the world.
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The text of the DTSA plainly permits a worldwide injunction, as long as (1) the offender
is a citizen or permanent resident of the United States, or an organization organized under the
laws of the United States, or (2) an act in furtherance of the offense was committed in the United
States. 18 U.S.C. § 1837. Here, Kim is a United States citizen, and EOFlow, Inc., and Nephria
Bio are organized in the United States. Moreover, multiple acts occurred in the United States
that furthered the misappropriation of plaintiff’s trade secrets, thereby extending the DTSA’s
reach to—and the court’s authority to issue an injunction against—EOFIlow Co., Ltd., a Korean
company.?

A worldwide injunction is particularly appropriate in the context of trade-secret
misappropriation to prevent further dissemination of confidential information to foreign
competitors. See Nordson Corp. v. Plasschaert, 674 F.2d 1371, 1377 (11th Cir. 1982) (stating
that “confidential information is worthy of protection without geographic limitation because
once divulged the information or the fruits of the information quickly can pass to competitors
anywhere in the world”); see also Lamb-Weston, Inc. v. McCain Foods, Ltd., 941 F.2d 970, 974
(9th Cir. 1991) (finding a worldwide injunction appropriate in certain cases of trade-secret
misappropriation and always appropriate in impacted foreign markets). Defendants have already
attempted to sell the trade secrets and could readily attempt to do so again to a foreign
competitor. Thus, a worldwide injunction is certainly justified under the circumstances.

Defendants next contend that the injunction should be limited in time. They assert that a
duration of only three and a half years is sufficient because that accounts for the “head start” they

received from misappropriating plaintiff’s trade secrets.

% Defendants did not contest the application of the DTSA’s extraterritoriality provision at trial.

6
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It may be true that courts often limit the duration of an injunction to a “period of time that
would be required for independent development,” including reverse engineering. 4 Roger M.
Milgrim, Milgrim on Trade Secrets § 15.02[l][d]. However, there is limited evidence that
plaintiff’s trade secrets can actually be reverse engineered, let alone within a three-and-a-half-
year period.* There was evidence that legitimate competitors of Insulet have been unable to
develop a competing product, despite investing millions of dollars attempting to do so. The fact
that plaintiff’s damages expert, Justin McLean, assumed a four-year head start for the purposes
of estimating defendants’ unjust enrichment does not refute the fact that no other market
participant has successfully developed a competing product to the Omnipod to date. Indeed,
McLean did not testify that defendants would have, in fact, developed plaintiff’s trade secrets in
four years. Rather, he testified as to the time that defendants saved from their misappropriation.
See Brocade Commc 'ns Sys., Inc. v. A10 Networks, Inc., 2013 WL 890126, at *9 (N.D. Cal. Jan.
23, 2013). Thus, without any evidence that plaintiff’s trade secrets could actually be
independently developed in a specified amount of time, a permanent injunction is appropriate.
See Milgrim on Trade Secrets § 15.02[l][e] (stating that “courts do not always adhere to a
rigidly-conceptualistic test based upon [independent-]development time but instead seek to do
equity and will enter an arbitrary-term injunction if needed to accomplish the equitable result™).

Defendants next contend that the proposed reassignment of patent application US
2023/0248902A1, along with any other submitted patent applications that disclose the same
invention, is unwarranted. However, “[t]he victim of trade secret misappropriation may be

entitled to ownership of any patents obtained by the wrongdoer on the misappropriated trade

4 Plaintiff’s expert, Boris Leschinsky, claimed at trial that he was able to reverse engineer the Omnipod, but
in fact his testimony demonstrated he was unable to do so successfully. (See 13 Tr. 149:13-150:13; 152:22-153:5;
154:8-155:2; 155:19-156:10; 156:20-161:17).
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secret.” Whiteside Biomechanics, Inc. v. Sofamor Danek Grp., Inc., 88 F. Supp. 2d 1009, 1018
(E.D. Mo. 2000), aff’d sub nom. Whiteside Biomechanics, Inc. v. Danek Med., Inc., 13 F. App’X
950 (Fed. Cir. 2001). Plaintiff’s expert, Lane Desborough, testified that the patent application at
issue describes proprietary aspects of plaintiff’s occlusion-detection-algorithm (“ODA”) trade
secret—a trade secret that the jury found to have been misappropriated by defendants. Equitable
reassignment of defendants’ patent applications derived from the trade secrets is appropriate to
prevent continued use of those trade secrets. See Ethicon Endo-Surgery, Inc. v. Crescendo
Techs., LLC, 2009 WL 2707805, at *8 (S.D. Ohio Aug. 24, 2009) (stating that “[e]quitable
reassignment is appropriate for intellectual property that is misappropriated in a patent
application” to ensure that “the wrongdoer is not improperly rewarded for its misappropriation”).

Defendants next assert that the requested disgorgement of the anticipated $10 million
break-up fee arising out of the terminated Medtronic acquisition is impermissibly duplicative of
the jury award. Plaintiff, however, acknowledges that its damages award must be reduced by
any amount received from the break-up fee. The disgorgement of the break-up fee serves as a
partial payment of defendants’ financial obligation, not as a duplicative windfall to plaintiff.
Thus, there is no risk of duplicative awards from such a disgorgement.

Defendants finally contend that the auditing provisions of the proposed injunction are
overly burdensome and invasive. But the requested auditing rights—which would permit
plaintiff to conduct audits up to two times per year per defendant—are justified by the jury’s
finding that EOFlow and Kim engaged in willful and malicious misappropriation, and help
mitigate the threat of future misappropriation.

The Court will therefore enter a permanent injunction, which will be set forth in a

separate order. However, as set forth below, that injunction will be crafted to permit sales to
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current users of the EOPatch 2 for a limited period of time. Such an injunction will permit
current users to transition to other means of medical care, and will also effectively preserve the
status quo pending appeal.

3. Double Recovery

Defendants next assert that a permanent injunction, combined with the jury’s award of
monetary damages, constitutes an impermissible double recovery for plaintiff. “[I]t is well
settled that, ‘[t]he law abhors duplicative recoveries; thus[,] double awards for the same injury
are impermissible.”” Americus Mortg. Corp. v. Est. of Belli, 2014 WL 1338294, at *7 (D. Mass.
Mar. 31, 2014) (quoting Bogan v. City of Boston, 489 F.3d 417, 425 (1st Cir. 2007)). Under
certain circumstances, an award of damages coupled with an injunction may constitute an
improper double recovery for a plaintiff. See Syntel Sterling Best Shores Mauritius Ltd. v. The
TriZetto Grp., Inc., 68 F.4th 792, 811 (2d Cir. 2023) (rescinding the award of monetary damages
in part because the district court entered a permanent injunction prohibiting the defendant’s use
of the misappropriated trade secrets). Thus, although the DTSA permits a court to both “grant an
injunction to prevent any actual or threatened misappropriation” and “award damages for any
unjust enrichment caused by the misappropriation,” 18 U.S.C. § 1836(b)(3), the damages award
may not apply to “a period of use that overlap[s] with the period covered by the injunction,”
PPG Indus. Inc v. Jiangsu Tie Mao Glass Co. Ltd, 47 F.4th 156, 163 (3d Cir. 2022).

Again, the jury awarded plaintiff $452 million in total damages, consisting of $170
million in unjust enrichment and $282 million in exemplary damages based on the jury’s finding
that defendants misappropriated four trade secrets, three of which were misappropriated willfully

and maliciously.
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Plaintiff’s damages expert presented two theories of unjust-enrichment damages to the
jury. The first, the “head-start” theory, focused on the benefit of an accelerated development
process that defendants gained as a result of the misappropriation. The second, the “market-
value” theory, represented the value of the trade secrets to a prospective buyer, based in part on
the agreed-upon sale of EOFlow to Medtronic. Both theories involved analyses of prospective,
hypothetical sales of defendants’ products and their potential future value. McLean did not
present any estimate of plaintiff’s “actual loss,” whether suffered through lost sales, market share
decline, or another metric. See 18 U.S.C. § 1836(b)(3)(B). Instead, McLean and plaintiff
focused entirely on the benefits that accrued—or would in the future accrue—to defendants as a
result of the misappropriation.

The jury’s unjust-enrichment damages-award calculation was thus based in substantial
part on defendants’ future, unrealized gains. It therefore overlaps to a significant degree with the
requested injunction, which, by its nature, is designed to prevent future harm. And both granting
the requested injunction and upholding the entire jury award would, in substantial part, constitute
an impermissible double recovery.

A district court may, however, fashion an award to avoid duplicative recovery. See
Villarini-Garcia v. Hosp. del Maestro, 112 F.3d 5, 8 (1st Cir. 1997) (directing a district court to
modify, but not entirely annul, the damages award to avoid partial duplication); see also
E.E.O.C. v. Waffle House, Inc., 534 U.S. 279, 297 (2002) (stating that it “goes without saying
that the courts can and should preclude double recovery” (internal quotations omitted)).

For the reasons set forth below, the Court concludes that at least a portion of the avoided-
cost and exemplary-damages award is not duplicative, and it may therefore issue an injunction

together with a reduced damages award. Whether it has the authority to do so, however, does not

10
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answer the question of whether it should in fact do so. That is a matter for plaintiff to decide, as
it is an issue of election of remedies. The time to make such an election is “after a verdict is
entered but prior to entry of judgment.” Dopp v. HTP Corp., 947 F.2d 506, 515 (1st Cir. 1991).
Plaintiff has made that election; in its supplemental post-trial memorandum, it stated that it
“chooses to elect for a permanent injunction together with the avoided-cost and exemplary
damages that are not duplicative of the injunction.” (ECF No. 934 at 2).

The Court will turn, then, to the questions of whether and to what extent any portion of
the avoided-cost and exemplary-damages award is not duplicative of the remedy of injunctive
relief.

a. Avoided Costs

Plaintiff contends that defendants have already reaped certain benefits from their
misappropriation—such as avoiding significant research, development, and regulatory costs as a
result of the misappropriation—that are a portion of the jury’s award. Because those benefits are
backward-looking, plaintiff contends that they do not overlap with the forward-looking
injunction.

Injunctions prohibiting the future use of misappropriated trade secrets may permissibly
coexist with unjust-enrichment damages based on previously avoided costs. See Epic Sys. Corp.
v. Tata Consultancy Servs. Ltd., 980 F.3d 1117, 1133 (7th Cir. 2020) (upholding the jury’s
unjust-enrichment award, which was calculated as defendant’s “avoided research and
development costs,” even though the district court entered an injunction prohibiting the future
use, possession, and retention of plaintiff’s trade secrets); PPG, 47 F.4th at 163-64 (upholding a
damages award “for the development costs [the defendant] avoided” along with a “forward-

looking permanent injunction” prohibiting future use of the plaintiff’s trade secrets); see also

11
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Syntel, 68 F.4th 811 (indicating that, under certain circumstances, an injunction may coexist with
avoided-costs damages).

Defendants cite Syntel in support of their assertion that an injunction and an avoided-
costs award may only be issued together when the misappropriation “diminish[es]” or
“destroy[s]” the value of the trade secrets. See 68 F.4th at 812. Because plaintiff here did not
put forth a theory of damages based on the harm that it suffered from the misappropriation,
defendants assert that an avoided-costs award is inappropriate.

The court in Syntel identified a number of factors that bear on whether an avoided-costs
award is proper in conjunction with an injunction. Those factors include (1) “the extent to which
the defendant has used the secret in developing its own competing product,” (2) “the extent to
which the defendant’s misappropriation has destroyed the secret’s value for its original owner,”
and (3) “the extent to which the defendant can be stopped from profiting further from its
misappropriation into the future.” 1d. Notably, the misappropriation at issue in Syntel did not
implicate any of those three factors, which the court considered “unusual[].” Id.

Unlike in Syntel, defendants here used plaintiff’s trade secrets to develop their own
competing product. See id. Moreover, the jury found that EOFlow and Kim acted willfully and
maliciously, raising concerns that they may again in the future engage in illicit misappropriation.
Although plaintiff’s damages theory did not rely on the harm that it suffered, the record
nonetheless supports the conclusion that defendants’ misconduct created a threat to the value of
plaintiff’s trade secrets—specifically, in their signed sale agreement with Medtronic that nearly
disclosed the trade secrets to one of plaintiff’s biggest competitors. Thus, the reasoning of Syntel

does not require that an avoided-costs award be vacated if an injunction is to be entered.

12
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b. Avoided-Costs Damages Calculation

Plaintiff has submitted a supplemental report by Justin McLean, its damages expert, to
support its assertion that the avoided costs associated with the four misappropriated trade secrets
total $52.8 million.

Starting with the computer-aided design (“CAD?”) files, soft cannula, and ODA trade
secrets, there is no genuine disagreement that the jury adopted McLean’s market-value theory to
arrive at its damages award of $83 million as to those three trade secrets. In presenting his
market-value damages estimates to the jury, McLean explained that the estimated research and
development costs were “roughly” $15 million for the CAD files, $9 million for the soft cannula,
and $2.2 million for the ODA. (12 Tr. 90:2-5). He went on to testify that he incorporated
plaintiff’s research-and-development costs into his calculation of the market value of each trade
secret. The market-value damages calculations presented to the jury therefore were a function of
his avoided-costs estimates, which totaled approximately $26.2 million for those three trade
secrets.

As for the design-history-file (“DHF”) trade secret, McLean testified that its market value

was approximately $232 million, with corresponding avoided costs of approximately $72

5> Defendants oppose plaintiff’s submission of McLean’s supplemental report on the ground that it is
untimely under Fed. R. Civ. P. 26(a)(2) and 37(c)(1). They assert that the report consists of new theories and
opinions that should have been disclosed long before the trial. See Massachusetts Mut. Life Ins. Co. v. DB
Structured Prods., Inc., 2015 WL 12990692, at *4 (D. Mass. Mar. 31, 2015) (stating that if a “declaration submitted
after the close of expert discovery differs substantially from the [initial] report, offers a whole new theory, opinion,
or methodology, or is outside of the scope or general scheme of the report, then it is an improper supplementation”).
The Court shares defendants’ misgivings about the permissibility of McLean’s supplemental report, and will not
consider it to the extent it presents new theories and analyses not previously disclosed. However, to the extent that it
simply restates or summarizes McLean’s trial testimony, it appears to be harmless. See Fed. R. Civ. P. 37(c)(1)
(stating that if a party fails to timely disclose expert testimony, then it is precluded from using “that information or
witness to supply evidence on a motion, at a hearing, or at a trial, unless the failure was substantially justified or is
harmless.” (emphasis added)).

13
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million. However, by awarding only $170 million for the misappropriation of the DHF, the jury
evidently did not credit the market-value theory (or the head-start theory) in its entirety.

Because the verdict form does not indicate which aspects of McLean’s theory that the
jury rejected, plaintiff proposes reducing McLean’s estimated avoided costs of $72 million down
to $52.8 million, which reflects the same ratio as that between McLean’s estimated DHF market
value ($232 million) and the jury’s award ($170 million). However, as defendants note, it is
possible that the jury substantially rejected an avoided-costs award as to the DHF. In any event,
there is no obvious way to reconstruct the jury’s reasoning, and the Court is therefore disinclined
to accept plaintiff’s proportionality approach. Instead, and to ensure that there is no real risk of
duplicative recovery, the Court will exclude the DHF-related avoided costs altogether in
fashioning its relief.

Thus, the Court will award unjust-enrichment compensatory damages of $25.8 million,
which represents the avoided costs associated with the CAD files, soft cannula, and ODA trade
secrets.®

4, Exemplary Damages

Plaintiff seeks to preserve the jury’s award of $282 million in exemplary damages.
Defendants assert that any reduction in the unjust-enrichment award requires a corresponding
reduction in exemplary damages. Defendants further contend that exemplary damages of any

magnitude raise double-recovery concerns and should be barred altogether.

& McLean estimated that the market value of the CAD files, soft cannula, and ODA trade secrets were $47.8
million, $29.6 million, and $7.2 million, respectively. The jury apparently reduced those values to the nearest
million, ultimately awarding $47.0 million, $29.0 million, and $7.0 million for the misappropriation of those three
trade secrets, respectively. To account for the rounding, plaintiff proposes proportionally reducing the $26.6 million
of estimated research-and-development costs for those three trade secrets to $25.8 million. Because there is no
genuine dispute as to the jury’s adoption of plaintiff’s market-value damages for those three trade secrets, the Court
will enter an unjust-enrichment award of $25.8 million, comprised of $14.6 million for the CAD files, $9.0 million
for the soft cannula, and $2.2 million for the ODA.

14
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To begin, plaintiff’s exemplary damages must be reduced to comply with the clear text of
the DTSA, which states that “a court may . . . if the trade secret is willfully and maliciously
misappropriated, award exemplary damages in an amount not more than 2 times the amount of
the [unjust-enrichment] damages awarded.” 18 U.S.C. § 1836(a)(3) (emphasis added). The
DTSA therefore explicitly connects the cap on exemplary damages to the total unjust-enrichment
award. There is no “award” until there is a final judgment or decision. Although an award may
be granted by both a court and a jury, its critical feature is that it is a final determination. Thus,
an award of exemplary damages under the DTSA may not exceed two times the unjust-
enrichment damages ultimately entered for plaintiff—not the unjust enrichment determined (but
not ultimately awarded) by the jury.

Plaintiff cites Dyer v. William S. Bergman & Assocs., Inc., 657 A.2d 1132, 1139 (D.C.
1995), in support of its position that it is entitled to the entirety of the jury’s award of $282
million in exemplary damages. In that case, the D.C. Court of Appeals upheld a trial court’s
decision to proscribe the entire compensatory-damages award on double-recovery grounds, while
nevertheless preserving the punitive-damages award. Dyer, 657 A.2d at 1139. But the Dyer
court’s reasoning is not persuasive in this context. First, Dyer involved a common-law tortious-
interference claim, and was thus not governed by a statutory scheme. Id. at 1134. Second, the
Dyer court applied a plain error, not de novo, review standard to the trial court’s damages award,
holding that the lower court’s decision “to set aside the award of punitive damages was not
‘plainly’ or ‘obviously’ wrong.” Id. at 1140. Finally, the Dyer court itself acknowledged that its
own case law on “whether compensatory damages are a prerequisite for an award of punitive

damages [has] not been a model of consistency.” Id. at 1140, n.12. In short, Dyer does not
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provide persuasive authority to depart from the text of the DTSA, and thus plaintiff’s exemplary
damages will be limited to two times the amount of its final unjust-enrichment award.

As noted, the jury found that EOFlow and Kim willfully and maliciously misappropriated
plaintiff’s trade secrets, and therefore awarded $282 million in total exemplary damages,
consisting of $94 million related to the misappropriation of the CAD files, $14 million for the
ODA, and $174 million for the DHF.” And the Court will enter a final unjust-enrichment award
for each trade secret—corresponding to the avoided costs—of $14.6 million for the CAD files,
$9.0 million for the soft cannula, and $2.2 million for the ODA. Thus, in accordance with the
exemplary-damages cap of the DTSA, plaintiff’s punitive damages will be reduced to $29.2
million for the CAD files and $4.4 million for the ODA, for a total of $33.6 million in exemplary
damages.

Defendants nonetheless oppose an award of exemplary damages of any magnitude. Their
principal argument is that an award of exemplary damages constitutes an impermissible double
recovery with a permanent injunction because they “deter future misconduct.” Forster v. Boss,
97 F.3d 1127, 1130 (8th Cir. 1996). But the Forster court actually upheld an award of punitive
damages alongside an injunction, stating that an “award of punitive damages . . . is not
duplicative of the relief contained in the injunction” because “punitive damages are not designed
to compensate anybody.” Id. Rather, the primary goal of exemplary damages is to “punish
misconduct”—namely, past misconduct. Id. Conversely, injunctions are designed as a remedial
tool to prevent specific future harms. See Vaqueria Tres Monjitas, Inc. v. Irizarry, 587 F.3d 464,
487 (1st Cir. 2009). When “two damages awards serve different purposes[—]that is, when one is

remedial and the other is punitive”—then the awards are unlikely to be duplicative. Giguere v.

" The jury did not find that the soft-cannula trade secret was willfully and maliciously misappropriated.
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Port Res. Inc., 927 F.3d 43, 51 (1st Cir. 2019); see also Burnett v. Ocean Properties, Ltd., 422 F.
Supp. 3d 400, 430 (D. Me. 2019), aff"d, 987 F.3d 57 (1st Cir. 2021) (stating that “[p]unitive
damages, unlike compensatory damages, are not aimed at making a plaintiff whole; thus the rule
against double recovery is inapplicable when the damages awarded are punitive” (quoting
Medina v. D.C., 643 F.3d 323, 329 (D.C. Cir. 2011))).

The exemplary-damages provision under the DTSA—which applies only to willful and
malicious misappropriation—is unquestionably punitive in nature, and thus does not pose a
double-recovery risk when combined with an injunction. Plaintiff will therefore be awarded
$33.6 million in exemplary damages, resulting in a total damages award of $59.4 million.®

5. Prejudgment Interest

Plaintiff seeks prejudgment interest on its avoided-costs award at the Massachusetts rate
of 12 percent per year set by Mass. Gen. Laws ch. 231, §8 6B-6C. It asserts that defendants
realized the benefit of the avoided costs during the development of the EOPatch 2 several years
ago, and thus prejudgment interest should be entered to adjust for the time-value of that benefit.

Plaintiff, however, has waived the right to seek prejudgment interest. It could have
requested that the question of prejudgment interest be submitted to the jury. “But the question of
prejudgment interest was not submitted to the jury, nor did plaintiff[] ask that the jury be
instructed on it,” meaning that any subsequent “award of prejudgment interest [would] be
[struck].” Cordero v. De Jesus-Mendez, 922 F.2d 11, 14 (1st Cir. 1990) (quoting Furtado v.

Bishop, 604 F.2d 80, 98 (1st Cir. 1979)); see also Giorgio v. Duxbury, 2016 WL 3983232, at *2

8 $25.8 million avoided-costs award + $33.6 million exemplary-damages award = $59.4 million total
damages award.
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(D. Mass. July 25, 2016) (stating that “[p]laintiffs are not entitled to pre[]Jjudgment interest
where they did not submit the question of pre[]Jjudgment interest to the jury”).

Plaintiff asserts that it did not previously seek prejudgment interest because its two
damages theories already accounted for the time-value of money, whereas an award of only
avoided costs does not, thus justifying an award of prejudgment interest at this stage.

Regardless, an award of prejudgment interest is not warranted, because “[t]he essential
rationale for awarding prejudgment interest is to ensure that an injured party is fully compensated
for its loss.” City of Milwaukee v. Cement Div., Nat. Gypsum Co., 515 U.S. 189, 195 (1995)
(emphasis added). At trial, plaintiff did not assert any actual financial loss stemming from
defendants’ misappropriation; instead, plaintiff’s damages theories focused entirely on
defendants’ unjust enrichment, including their avoided costs. It is true that those avoided-costs
benefits began accruing to defendants in 2018, as they developed the EOPatch 2 using plaintiff’s
trade secrets. But plaintiff has not articulated any quantifiable loss for which it must be made
“whole.” See Richwell Grp., Inc. v. Seneca Logistics Grp., LLC, 433 F. Supp. 3d 58, 64 (D.
Mass. 2019) (citing Motion Picture Ass’n of Am., Inc. v. Oman, 969 F.2d 1154, 1157 (D.C. Cir.
1992)). Nor did it seek (or receive) any damages for “actual loss” under the DTSA. See 18
U.S.C. § 1836(b)(3)(B). Moreover, plaintiff’s unjust-enrichment and exemplary-damages
awards—combined with the permanent injunction—adequately serve the DTSA’s purpose of
“deter[ring] misappropriation and provid[ing] recovery for trade[-]secret owners” without the
addition of prejudgment interest. See Syntel Sterling Best Shores Mauritius Ltd. v. TriZetto Grp.,
Inc., 2021 WL 1553926, at *15 (S.D.N.Y. Apr. 20, 2021), aff 'd in part, vacated in part, 68 F.4th
792 (denying a request for prejudgment interest on damages awarded under the DTSA). Thus,

plaintiff’s request for prejudgment interest will be denied.
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B. Stay of Relief

Defendants have moved to stay judgments of both monetary and injunctive relief pending
appeal. Courts have employed different tests to evaluate the propriety of a stay as to each type of
relief.

1. Monetary Relief

Under Fed. R. Civ. P. 62(d), the “execution of a money judgment is automatically stayed
pending appeal upon the posting of a supersedeas bond.” Acevedo-Garcia v. Vera-Monroig, 296
F.3d 13, 17 (1st Cir. 2002). Local Rule 62.2 sets the bond amount at the final damages-award
amount plus 10 percent to cover interest and $500 for costs. See CardiAQ Valve Techs., Inc. v.
Neovasc Inc., 2016 WL 8710447, at *1 (D. Mass. Dec. 2, 2016). However, no bond is required
if “(1) the defendant’s ability to pay is so plain that the posting of a bond would be a waste of
money; or (2) the bond would put the defendant’s other creditors in undue jeopardy.” Acevedo-
Garcia, 296 F.3d at 17. If the bond requirement is waived, courts typically require some other
form of security instead. See, e.g., Bowers v. Baystate Techs., Inc., 2001 WL 640876, at *1 (D.
Mass. June 5, 2001) (requiring a defendant to pledge a larger percentage of stock to a plaintiff as
an alternative security when the defendant was unable to obtain a bond for the full judgment
amount). Ultimately, the “nature and the amount of the bond is entrusted to the discretion of the
trial court.” Acevedo-Garcia, 296 F.3d at 17.

Here, given the damages award of $59.4 million, defendants must post a bond in
compliance with Local Rule 62.2 in order to obtain a stay of the monetary judgment.
Defendants, by their own admission, lack the resources to meet the first exception to the bond
requirement. As for the second exception, defendants filed a declaration by EOFlow’s head of

finance stating that its current debt obligations total approximately $39 million. It is plausible
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that defendants’ creditors may have been placed at risk if the stay applied to the entirety of the
jury’s $452 million award. But the cost of a bond for the final judgment award (plus 10 percent
for interest and $500 for costs) will be significantly less expensive and will not likely place
defendants’ creditors in undue jeopardy. Thus, a stay of the monetary judgment will be entered,
subject to the posting of a bond by defendants equal to $65,340,500.°

2. Injunctive Relief

Stays of injunctive relief are “not a matter of right.” See Nken v. Holder, 556 U.S. 418,
427 (2009). Such stays must be evaluated under the traditional four-part standard applied to
injunctions. See Acevedo-Garcia, 296 F.3d at 16. Defendants thus bear the burden of satisfying
the following: (1) they must make a “strong showing that [they are] likely to succeed on the
merits” in their appeal; (2) they must show that they “will be irreparably injured absent a stay”;
(3) they must show that “issuance of the stay will [not] substantially injure the other parties
interested in the proceeding”; and (4) they must show that the stay would serve “the public
interest.” Nken, 556 U.S. at 434 (quoting Hilton v. Braunskill, 481 U.S. 770, 776 (1987)). In
evaluating whether this burden has been met, the “first two factors”—that is, likelihood of
success and irreparable injury—are the most critical.” Id.

Starting with the first factor, “[i]t is not enough that the chance of success on the merits
[is] better than negligible.” Common Cause Rhode Island v. Gorbea, 970 F.3d 11, 14 (1st Cir.
2020) (quoting Nken, 556 U.S. at 434-35). That said, “[w]hen the request for a stay is made to a
district court, common sense dictates that the moving party need not persuade the court that it is
likely to be reversed on appeal.” Reaves v. Dep’t of Correction, 404 F. Supp. 3d 520, 522 (D.

Mass. 2019) (quoting Canterbury Liquors & Pantry v. Sullivan, 999 F. Supp. 144, 150 (D. Mass.

% That total represents the $59.4 million final monetary judgment, plus $5.94 million in interest, plus $500.
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1998)). Instead, the movant need only “establish that the appeal raises serious and difficult
questions of law in an area where the law is somewhat unclear.” Id.

Here, defendants’ principal argument on appeal is that plaintiff’s claims are time-barred
as a matter of law. Specifically, defendants maintain, as they have throughout the litigation
process, that the statute-of-limitations provision under the DTSA applies an inquiry-notice
standard, rather than a discovery-based standard. An inquiry-notice standard would, in all
likelihood, render plaintiff’s claims time-barred. However, for the reasons set forth in the
Court’s October 31, 2024 summary-judgment memorandum and order, the Court rejected
defendants’ proffered inquiry-notice standard as being inconsistent with both the clear text of the
DTSA and the Supreme Court’s reasoning in Merck & Co. v. Reynolds, 559 U.S. 633 (2010).
(See ECF No. 753). That said, reasonable minds may differ as to that determination, given that
the accrual standard under the DTSA is not yet clearly established. The appeal therefore raises a
substantial question of law on which there is genuine room for meaningful difference of opinion,
thereby satisfying the first factor for a stay of injunctive relief.

As for the second factor, “simply showing some possibility of irreparable injury” is not
sufficient to warrant a stay. Gorbea, 970 F.3d at 14 (quoting Nken, 556 U.S. at 434-35).
Defendants assert that a prohibition on all sales of the EOPatch 2, as contemplated under the
proposed injunction, would almost immediately force them out of business, thus constituting a
real risk of irreparable harm. That risk, however, does not warrant a stay of the injunction as a
whole, but rather supports a partial stay permitting continued sales to existing EOPatch 2 patients
in the European Union and Republic of Korea, the only markets in which the EOPatch 2 is

presently available. Defendants could therefore maintain their current revenue stream
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throughout the appeal process, but would not be permitted to use the trade secrets to expand their
sales, develop competing products, or in any other way benefit from their misappropriation.

A partial stay limited only to existing EOPatch 2 patients also comports with the third
factor, because it protects plaintiff from the threats posed by the misappropriation, including a
potential sale of its trade secrets to a competitor, the expansion of a competing product into new
markets, and the development of new products using its trade secrets. And the fourth factor is
also supported by a partial stay, as the public interest is well-served by allowing current
EOPatch 2 users to maintain uninterrupted access to their insulin-delivery system while the
appeal process plays out.

The Court will therefore enter a temporary partial exception to the permanent injunction
to permit continued sales of the EOPatch 2 device only to existing users in the European Union
and Republic of Korea, as will be set forth in a separate permanent injunction order. Defendants
will also be ordered to notify all current EOPatch 2 users subject to the temporary partial
exception about the Court’s permanent injunction order and the likely effect that it will have on
their access to the device going forward.

1. Conclusion

For the foregoing reasons, plaintiff’s motion for a permanent injunction is GRANTED in
part and DENIED in part. Defendants’ motion for a stay of judgment is GRANTED in part and
DENIED in part. Total damages of $59.4 million is awarded to plaintiff without prejudgment

interest. A permanent injunction order and order as to final judgment will be entered separately.

So Ordered.
[s/_F. Dennis Saylor IV
F. Dennis Saylor IV
Dated: April 24, 2025 Chief Judge, United States District Court
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Submitted August 11, 2025™
San Francisco, California

Before: RAWLINSON, BADE, and KOH, Circuit Judges.

This appeal arises from post-trial rulings in a dispute between Zunum Aero,
Inc. (“Zunum”), an aerospace startup, and The Boeing Co. and Boeing HorizonX
Ventures, LLC, (collectively, “Boeing”). After an eight-day trial, the jury issued a
split verdict, concluding that Boeing had misappropriated 11 of 19 alleged trade
secrets, breached one contract (out of two), and tortiously interfered with Zunum’s
business expectancy with a potential investor, Safran S.A. (“Safran”). After trial,
the district court granted Boeing’s motion for judgment as a matter of law
(“JMOL”) and Boeing’s motion for a conditional new trial. We have jurisdiction
under 28 U.S.C. § 1291. We review the JMOL ruling de novo and the conditional
new trial ruling for abuse of discretion, Wallace v. City of San Diego, 479 F.3d
616, 624, 630 (9th Cir. 2007), and we reverse.

1. We reverse the district court’s grant of JIMOL in favor of Boeing on
Zunum’s trade secret misappropriation claims. First, the district court erred in
concluding that “Zunum failed to identify any of its alleged trade secrets with

sufficient particularity.” Although a plaintiff must identify its claimed trade secrets

&k

The panel unanimously concludes this case is suitable for decision
without oral argument. See Fed. R. App. P. 34(a)(2).



(3 of 9), Page 3 of 9 Case: 24-5212, 08/14/2025, DktEntry: 54.1, Page 3 of 9

at trial with sufficient specificity to allow the jury to determine whether the
information meets the statutory definition of a trade secret, InteliClear, LLC v.
ETC Glob. Holdings, Inc., 978 F.3d 653, 658 (9th Cir. 2020), it need not precisely
define the boundaries of each claimed trade secret, see, e.g., Forro Precision, Inc.
v. Int’l Bus. Machs. Corp., 673 F.2d 1045, 1057 (9th Cir. 1982). Here, the court
rejected Zunum'’s repeated attempts to introduce comprehensive trade secret
definitions into evidence and instead provided the jury with a court-created exhibit
enumerating Zunum’s alleged trade secrets with a short description of each.
Zunum’s witnesses identified the trade secrets by number, provided a basic
explanation of each, and used exhibits and demonstratives to exemplify
information comprising specific trade secrets. This provided sufficient specificity
for the jury to meaningfully evaluate whether each alleged trade secret met the
statutory definition of a protectable trade secret.

The district court also erred in concluding that Zunum failed to present
substantial evidence that its alleged trade secrets derived value from not being
generally known to, or readily ascertainable by, others. See Wash. Rev. Code
§ 19.108.010(4) (defining a trade secret as information that, infer alia, “[d]erives
independent economic value, actual or potential, from not being generally known
.. . and not being readily ascertainable by proper means”). Zunum’s technical

experts testified to these issues specifically, and, having ruled that Zunum’s experts
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were qualified to render their opinions on these subjects, the district court was
required to take their testimony as true in considering Boeing’s motion for JMOL.
Reeves v. Sanderson Plumbing Prods., Inc., 530 U.S. 133, 150 (2000) (explaining
that, in considering a motion for JMOL, “the court must draw all reasonable
inferences in favor of the nonmoving party” and “may not make credibility
determinations or weigh the evidence™); Krechman v. County of Riverside, 723
F.3d 1104, 1110-11 (9th Cir. 2013) (“Having admitted the testimony of [the
nonmoving party’s] experts, the judge was bound to take their testimony as true for
the purposes of considering whether to grant judgment as a matter of law.”). The
district court also overlooked other relevant evidence introduced at trial. Zunum’s
fact and expert witnesses testified to the time, effort, and money it took Zunum to
develop its portfolio of trade secrets, and to the technological and commercial
benefits reflected in Zunum’s trade secrets. Moreover, documentary evidence
showed that Boeing employees contemporaneously discussed the difficulty of
replicating Zunum’s technology. From this evidence, the jury could have
reasonably inferred that Zunum’s trade secrets were not generally known, not
readily ascertainable, and valuable.

Substantial evidence also supported the jury’s misappropriation findings.
Zunum’s technical experts testified about indications of improper use of Zunum’s

trade secrets by Boeing, citing specific similarities between Zunum and Boeing
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designs, data, methods, and business strategies. This testimony was supported by
documentary evidence showing these similarities, and by internal Boeing
communications introduced at trial suggesting that Boeing intended to modify its
own in-house designs, methods, and strategies to incorporate information from
certain Zunum trade secrets. From this evidence, the jury could have reasonably
concluded that Boeing improperly used Zunum’s trade secrets for competitive
purposes, which constitutes misappropriation under Washington law. See Wash.
Rev. Code § 19.108.010(2)(b) (defining misappropriation to include “use of a trade
secret of another without express or implied consent by a person who . . . acquired
[1t] under circumstances giving rise to a duty to maintain its secrecy or limit its
use”).

2. We reverse the district court’s grant of JIMOL in favor of Boeing on
Zunum’s breach of contract claim. First, the district court erred in concluding that
Zunum failed to present substantial evidence at trial that Boeing made
unauthorized use of Zunum’s confidential information in breach of the parties’
2017 investor rights letter. Under the parties’ agreement, Boeing was not permitted
to use Zunum’s confidential information for any reason other than to manage its
investment in Zunum. Zunum introduced substantial evidence at trial from which a
jury could reasonably infer that Boeing used Zunum’s confidential information for

other purposes, including advancing Boeing’s own hybrid-electric aircraft
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program. In concluding otherwise, the district court impermissibly reweighed the
evidence and failed to make all reasonable inferences in Zunum’s favor. See
Reeves, 530 U.S. at 150.

Second, the district court erred in concluding that Zunum failed to present
substantial evidence of damages resulting from this breach. Under Delaware law,
which governs the parties’ contract, “the issue of proximate cause is ordinarily a
question of fact to be submitted to the jury.” Culver v. Bennett, 588 A.2d 1094,
1098 (Del. 1991). Drawing all reasonable inferences in Zunum’s favor, see Reeves,
530 U.S. at 150, the jury could have reasonably determined that Boeing’s misuse
of Zunum’s confidential information destroyed Zunum’s competitive advantage,
which caused Zunum to lose future investment and partnership opportunities.

3. We reverse the district court’s grant of JIMOL in favor of Boeing on
Zunum’s tortious interference claim. The district court erred in concluding that the
jury lacked substantial evidence to find that a deal between Safran and Zunum had
a “reasonable expectancy of fruition.” Scymanski v. Dufault, 491 P.2d 1050, 1055
(Wash. 1971) (en banc). At trial, Zunum’s witnesses testified to a lengthy
negotiation process that began when Safran reached out “cold” to Zunum with a
proposal to invest and partner. Witnesses testified at trial that these negotiations
were promising and ongoing until Boeing’s alleged interference. Indeed, Zunum

put forth evidence showing that Boeing employees acknowledged Safran’s interest
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in Zunum. In ruling to the contrary, the court impermissibly reweighed the
evidence and failed to make all reasonable inferences in Zunum’s favor. See
Reeves, 530 U.S. at 150.

Substantial evidence also supports the jury’s findings as to the remaining
elements of Zunum’s tortious interference claim. See Leingang v. Pierce Cnty.
Med. Bureau, Inc., 930 P.2d 288, 300 (Wash. 1997) (en banc) (setting forth the
elements of a tortious interference claim under Washington law). From witness
testimony and contemporaneous Boeing emails introduced at trial, the jury could
have reasonably found that Boeing intentionally interfered in the Zunum-Safran
relationship for an improper purpose, and that Boeing’s interference damaged
Zunum.

4, Boeing argues that even if substantial evidence supports the jury’s
finding of liability on Zunum’s claims, it is still entitled to JMOL because Zunum
failed to present substantial evidence of damages. Although we may affirm the
district court’s judgment on any basis supported by the record, Surfvivor Media,
Inc. v. Survivor Prods., 406 F.3d 625, 630 (9th Cir. 2005), we reject Boeing’s
argument. The district court did not abuse its discretion in admitting the testimony
of Zunum’s damages expert and, crediting this testimony as true as is required in
considering a motion for IMOL, see Krechman, 723 F.3d at 1110-11, substantial

evidence supported the jury’s damages verdict.
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5. We also reverse the district court’s conditional grant of a new trial.
The district court provided no substantive reasoning for its conditional ruling
beyond that which it provided in its JMOL decision. Because the district court
based its grant of a new trial on a JMOL analysis that is centered on “erroneous
interpretations of the law,” these errors “compel [the] conclu[sion] that the district
court abused its discretion in ordering a new trial.” Wallace, 479 F.3d at 630.
Moreover, after a review of the full record, we conclude that “the jury’s verdict
was not against the great weight of the evidence.” Id. at 631.

6. We remand with the instruction that this case be assigned to a
different district judge. One day before the district court entered final judgment,
the court sua sponte issued a “Notice of Financial Transaction.” In it, the district
judge explained that his spouse holds a traditional IRA with a bank to which she
has delegated investment authority to manage the IRA’s investments. Through this
IRA, the district judge’s spouse acquired Boeing stock on two separate occasions
during the pendency of this litigation. The district judge divested this financial
interest promptly in compliance with 28 U.S.C. § 455(b)(4), (f). However, the
district judge did not state that he took proactive steps after learning of the first
Boeing stock purchase to prevent the bank from making another Boeing stock
purchase the very next month. Moreover, the district court did not promptly

disclose these transactions to the parties. The district judge learned of the stock
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purchases from monthly account statements in May 2023 and June 2023, just
weeks after the transactions took place. However, he did not disclose these
transactions until September 2024—over a year later and just one day before
entering final judgment. Moreover, the disclosure did not occur until after an
August 2024 media interview in which the district judge described these events as
an “error.” This delayed disclosure, taken together with the district court’s
consistent rulings in Boeing’s favor during and after trial, could give an objective
observer reason to question the district judge’s impartiality in further proceedings.
See 28 U.S.C. § 455(a); Liljeberg v. Health Servs. Acquisition Corp., 486 U.S. 847,
865 (1988).!

REVERSED and REMANDED WITH INSTRUCTIONS.

I Amicus curiae’s motions for leave to file an amicus brief (No. 24-5212, Dkt. 18;
No. 24-5751, Dkt. 12) are granted.
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tation marks omitted). That said, this
court “should not assume that state courts
would broaden the reach of a statute by
giving it an expansive construction.” Rich-
land Bookmanrt, Inc. v. Nichols, 137 F.3d
435, 441 (6th Cir. 1998) (internal quotation
marks omitted). Here, no narrowing
mechanism can save the AEA. At a mini-
mum, rescuing the AEA would require: (1)
writing in a scienter requirement, (2) cre-
ating affirmative defenses, and (3) limiting
Tenn. Code Ann. § 7-51-1407(c)(1)(B)’s
reach to private, age-restricted venues. In
other words, it would require a rewrite of
the AEA.

The AEA is a content-based restriction
on speech that cannot withstand strict
scrutiny. It therefore violates the First
Amendment. As a result, I do not need to
also conduct substantial-overbreadth and
vagueness analyses. See R.A.V., 505 U.S.
at 381 & n.3, 112 S.Ct. 2538.

C. Scope of Relief

The district court declared the AEA an
unconstitutional restriction on speech and
enjoined Mulroy from enforcing the Act in
Shelby County. Mulroy does not challenge
the district court’s declaratory-judgment
remedy, but he does contest the scope of
the injunctive relief.

When a statute violates a person’s free-
speech rights, “[cJourts invalidate such
statutes in their entirety to prevent a chill-
ing effect, whereby speakers self-censor
protected speech to avoid the danger of
possible prosecution.” Russell v. Lunder-
gan-Grimes, 784 F.3d 1037, 1054 (6th Cir.
2015) (internal quotation marks omitted).
“[Blecause it impairs a substantial amount
of speech beyond what is required to
achieve acceptable objectives, ‘a statute
which chills speech can and must be invali-
dated where its facial invalidity has been
demonstrated.”” Id. (quoting Citizens
United v. FEC, 558 U.S. 310, 336, 130
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S.Ct. 876, 175 L.Ed.2d 753 (2010)); see also
Reed, 576 U.S. at 172, 135 S.Ct. 2218.

The district court erred in enjoining
Mulroy from enforcing the public-property
provision of the AEA, Tenn. Code Ann.
§ 7-51-1407(c)(1)(A), because FOG lacked
standing to challenge that provision. But
the district court did not err in enjoining
Mulroy from enforcing Tenn. Code Ann.
§ 7-51-1407(c)(1)(B) because that provision
is a content-based restriction on speech
that fails strict serutiny. Thus, the district
court did not abuse its discretion by pro-
hibiting Mulroy from enforcing that uncon-
stitutional law in Shelby County.

V.

FOG had standing to bring this action
against Mulroy. And the AEA is an uncon-
stitutional content-based restriction on
speech. Therefore, I would affirm the dis-
trict court’s decision to enjoin Mulroy from
enforcing Tenn. Code Ann. § 7-51-
1407(c)(1)(B) in Shelby County.

I respectfully dissent.

W
O E KEY NUMBER SYSTEM
T

MOTOROLA SOLUTIONS, INC. and
Motorola Solutions Malaysia SDN.
BHD., Plaintiffs-Appellees, Cross-Ap-
pellants,

V.

HYTERA COMMUNICATIONS COR-
PORATION LTD., Defendant-Ap-
pellant, Cross-Appellee.
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Argued December 5, 2023
Decided July 2, 2024

Background: Manufacturer of two-way
radio systems brought action for trade-
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secret misappropriation and copyright in-
fringement against Chinese competitor,
asserting claims under the federal Defend
Trade Secrets Act (DTSA), the Illinois
Trade Secrets Act (ITSA), and the Copy-
right Act based on allegations that com-
petitor had hired engineers from manu-
facturer who had brought with them
manufacturer’s trade secrets and copy-
righted source code, which competitor
had used to develop digital radios that
were functionally indistinguishable from
those of manufacturer. Before trial, the
United States District Court for the
Northern District of Illinois, Charles Nor-
gle, J., 436 F. Supp. 3d 1150, allowed
manufacturer to seek certain extraterrito-
rial damages. After a trial at which a
jury awarded compensatory damages un-
der the Copyright Act, and both compen-
satory and punitive damages under the
DTSA, for a total award of $764.6 million,
the District Court, Norgle, J., 495 F.
Supp. 3d 687, denied competitor’s motions
for judgment as a matter of law (JMOL),
a new trial, and remittitur and, 2020 WL
13898832, denied manufacturer’s motion
for a permanent injunction, granted, in an
amount to be determined, manufacturer’s
alternative request for a reasonable royal-
ty, and granted in part competitor’s mo-
tion for findings on equitable issues and
for an amended judgment. The District
Court, Norgle, J., 2021 WL 12285863,
then reduced the damages award to a to-
tal of $543.7 million, made up of $136.3
million in copyright damages, $135.8 mil-
lion in DTSA compensatory damages, and
$271.6 million in DT'SA punitive damages,
and, 2021 WL 6690279, awarded a reason-
able royalty to manufacturer on competi-
tor’s future sales of digital radio equip-
ment. Competitor appealed, challenging
only the damages award. While the ap-
peal was pending, manufacturer moved
for reconsideration of the denial of per-
manent injunctive relief, and the District

Court, Norgle, J., 2022 WL 22840175, de-
nied the motion for lack of jurisdiction.

Holdings: The Court of Appeals, Hamil-
ton, Circuit Judge, held that:

(1) manufacturer failed to show a complet-
ed act of copyright infringement by
competitor in the United States, and
manufacturer thus could not recover
copyright damages for competitor’s for-
eign sales of infringing products;

(2) competitor was entitled, on remand, to
offer a proximate-cause theory for ap-
portionment of manufacturer’s copy-
right damages;

(3) manufacturer was entitled to damages
for all copyright violations that it had
discovered in the three years before
asserting its copyright claims;

(4) as a matter of first impression, the
DTSA rebuts the presumption against
extraterritoriality, and its extraterrito-
rial reach is subject only to the restric-
tions in the DTSA provision governing
its applicability to conduct outside the
United States;

(5) manufacturer was entitled to DTSA
damages for competitor’s extraterrito-
rial sales of radios embodying stolen
trade secrets, regardless of where in
the world the remainder of competi-
tor’s illegal conduct occurred,

(6) district court’s error in failing to appor-
tion the $135.8 million in DTSA com-
pensatory damages was harmless, since
manufacturer could have obtained, un-
der an alternative theory, a compensa-
tory-damages award of $159.8 million
that would not have been subject to
apportionment;

(7) the award of $271.6 million in DTSA
punitive damages did not violate the
Fifth Amendment’s Due Process
Clause;
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(8) district court committed legal error in
denying, for lack of jurisdiction, manu-
facturer’s motion to reconsider the de-
nial of permanent injunctive relief; and

(9) on remand, district court would be
required to take a fresh look, in light
of new evidence, at manufacturer’s
motion to reconsider the denial of per-
manent injunctive relief.

Affirmed in part, reversed in part, and
remanded.

1. Copyrights and Intellectual Property

=862
The Copyright Act is subject to the
presumption against extraterritoriality,

which assumes that United States law gov-
erns domestically but does not rule the
world. 17 U.S.C.A. § 101 et seq.

2. Copyrights and Intellectual Property
=873

Copyright protection extends to in-
fringing acts committed abroad if those
acts are sufficiently related to a predicate
act of infringement in the United States.

3. Copyrights and Intellectual Property
&=873

Under the “predicate-act doctrine” for
determining when copyright protection ex-
tends to infringing acts committed abroad,
a copyright owner may recover damages
for foreign infringement if two conditions
are met: (1) an initial act of copyright
infringement occurred in the United
States, and (2) the domestic infringement
enabled or was otherwise directly linked to
the foreign infringement for which recov-
ery is sought.

See publication Words and Phrases

for other judicial constructions and
definitions.
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4. Copyrights and Intellectual Property
&=873

Under the predicate-act doctrine for
determining when copyright protection ex-
tends to infringing acts committed abroad,
the predicate act required by the first
prong of the doctrine must constitute a
domestic violation of the Copyright Act.
17 U.S.C.A. § 101 et seq.

5. Copyrights and Intellectual Property
&=1112(1)

A plaintiff that seeks to recover dam-
ages for copyright infringement abroad
bears the burden of establishing that there
was an initial domestic violation of the
Copyright Act. 17 U.S.C.A. § 101 et seq.

6. Copyrights and Intellectual Property
&=873

Absent evidence that Chinese compet-
itor of manufacturer of two-way radios
downloaded manufacturer’s copyrighted
source code from one of manufacturer’s
servers located in the United States, as
opposed to from a server located abroad
that mirrored data on the United States
servers, manufacturer failed to show that
competitor engaged in a completed act of
copyright infringement in the United
States, and the predicate-act doctrine thus
did not allow manufacturer to recover
damages under the Copyright Act for any
of competitor’s foreign sales of infringing
products. 17 U.S.C.A. § 101 et seq.

7. Copyrights and Intellectual Property
&=873

Downloads of copyrighted data from
mirrored servers located outside the Unit-
ed States cannot serve as predicate acts of
domestic copyright infringement, for pur-
poses of allowing damages under the
Copyright Act for foreign acts of copyright
infringement under the predicate-act doc-
trine, even if the main instance of those
databases is stored on a United States-
based server. 17 U.S.C.A. § 101 et seq.
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8. Copyrights and Intellectual Property
€&=872

By choosing to store copies of copy-
righted data abroad in mirrored servers,
United States copyright owners take the
risk that illicit copying will be beyond the
reach of United States copyright law. 17
U.S.C.A. § 101 et seq.

9. Copyrights and Intellectual Property
=872
If a copyright owner hopes to prove
infringement based solely on the illicit
download of copyrighted material from its
servers but has stored identical copies of
that material both on servers abroad and
on servers in the United States, the copy-
right owner must be prepared to show that
the unauthorized download was made from
a United States-based server. 17 U.S.C.A.
§ 101 et seq.

10. Federal Courts €=3788

Competitor of manufacturer of two-
way radios that had infringed manufactur-
er’s copyright by using copyrighted source
code to make competing radios was enti-
tled, on remand after appellate court’s de-
termination that district court could not
award damages under the Copyright Act
to manufacturer for foreign copyright in-
fringement by competitor, to offer a proxi-
mate-cause theory for apportionment of
manufacturer’s copyright damages and to
attempt to show that some portion of the
claimed damages was attributable to fac-
tors other than the copyrighted work,
where competitor had been denied the op-
portunity to prove that theory and had
instead been required to disprove but-for
causation, and it was unclear to appellate
court whether district court had made a
factual determination or a legal error. 17

U.S.C.A. § 504(b).
11. Federal Courts ¢=3403

Failure of competitor to present to the
jury, in suit by manufacturer of two-way

radios for copyright infringement and
trade-secret misappropriation, competitor’s
theory of proximate-cause apportionment
of manufacturer’s copyright-infringement
damages for unjust enrichment did not
result in forfeiture of theory, where unjust
enrichment was an equitable issue tried to
the court and on which the jury’s verdict
was advisory, and competitor had present-
ed its theory to the district court at the
first opportunity to do so, in competitor’s
filings seeking amended findings of fact
and conclusions of law from the district
court. 17 U.S.C.A. § 101 et seq.; Fed. R.
Civ. P. 52(b).

12. Copyrights and Intellectual Property
&=1095

For a copyright infringer to be enti-
tled to an apportionment of its profits in
connection with a damages award, the in-
fringer must show (1) that not all of its
profits are due to the use of copyrighted
material and (2) that the evidence is suffi-
cient to provide a fair basis of division. 17
U.S.C.A. § 504(b).

13. Copyrights and Intellectual Property
&=1095

Under the “but-for” track for a copy-
right infringer to show the first element of
a claim for apportionment of profits, name-
ly that not all of its profits are due to the
use of the copyrighted material, the in-
fringer can attempt to show that consum-
ers would have purchased its product even
without—that is, but for—the infringing
element. 17 U.S.C.A. § 504(b).

14. Copyrights and Intellectual Property
&=1095

Under the “proximate-cause” track
for a copyright infringer to show the first
element of a claim for apportionment of
profits, namely that not all of its profits
are due to the use of the copyrighted
material, the infringer can attempt to show
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that its profits are not the natural and
probable consequences of the infringement
alone, but are also the result of other
factors under its own control.

15. Copyrights and Intellectual Property
€=1106
Even a willful copyright infringer is
entitled to offer a proximate-cause theory
for apportionment of the copyright owner’s
damages. 17 U.S.C.A. § 504(b).

16. Federal Courts ¢=3391

An appellate court is a court of re-
view, not one of first view.

17. Limitation of Actions €&=95(7)

Under the discovery rule for copy-
right claims, manufacturer of two-way ra-
dios was entitled to damages from com-
petitor, which had used manufacturer’s
copyrighted code to make its competing
radios, for all copyright violations that
manufacturer had discovered in the three
years before asserting its copyright
claims, not merely for violations commit-
ted by competitor in those three years.
17 U.S.C.A. § 507(b).

18. Limitation of Actions &95(7)

The discovery rule applies to copy-
right claims, meaning that a copyright
claim accrues, and thus the copyright stat-
ute of limitations starts to run, when the
plaintiff learns, or should as a reasonable
person have learned, that the defendant

was violating his rights. 17 U.S.C.A.
§ 507(b).
19. International Law €=395

The Defend Trade Secrets Act

(DTSA) is subject to the presumption
against extraterritoriality. 18 U.S.C.A.
§ 1836 et seq.

20. International Law ¢=395

Under the two-step framework for de-
termining whether the Defend Trade Se-
crets Act (DTSA) applies extraterritorially,
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at the first step, courts should ask whether
the presumption against extraterritoriality
has been rebutted—that is, whether the
DTSA gives a clear, affirmative indication
that it applies extraterritorially; once it is
determined that the statute is extraterrito-
rial, the scope of the statute turns on the
limits Congress has (or has not) imposed
on the statute’s foreign application. 18
U.S.C.A. § 1836 et seq.

21. Antitrust and Trade
&=415

International Law =395

The Defend Trade Secrets Act
(DTSA) rebuts the presumption against
extraterritoriality because it gives a clear,
affirmative indication that it applies extra-
territorially, and its extraterritorial reach
is subject only to the restrictions in the
DTSA provision governing its applicability
to conduct outside the United States. 18
U.S.C.A. §§ 1836, 1837.

Regulation

22. International Law &=257
Statutes ¢=1175

It is a mistake to allow general lan-
guage of a preamble to create an ambigui-
ty in specific statutory or treaty text
where none exists.

23. Statutes ¢=1075

A court cannot interpret federal stat-
utes to negate their own stated purposes.

24, Statutes ¢=1080

After courts have applied the tradi-
tional tools of statutory construction to
arrive at what appears to be the best
reading of a statute, they may consider
express textual evidence of congressional
purpose elsewhere in the statute to double-
check their work, while keeping in mind
that no legislation pursues its purposes at
all costs.
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25. Statutes &=1153

Words of a statute are given their
meaning by context, and context includes
the purpose of the text.

26. Statutes ¢=1174, 1176

Congressionally enacted legislative
purposes and findings are part of a stat-
ute’s text, and thus are one permissible
indicator of meaning for courts.

27. Antitrust and Trade
437

Marketing in the United States by
competitor of two-way-radio manufacturer
of products embodying manufacturer’s sto-
len trade secrets constituted domestic use
of those trade secrets that, under the De-
fend Trade Secrets Act (DTSA), amounted
to completed acts of domestic misappropri-
ation sufficient to allow manufacturer to
recover damages under the DTSA for com-
petitor’s extraterritorial sales of radios em-
bodying the stolen trade secrets, regard-
less of where in the world the remainder of
competitor’s illegal conduct occurred; com-
petitor had advertised, promoted, and mar-
keted products embodying the stolen trade
secrets at numerous trade shows in the
United States. 18 U.S.C.A. §§ 1836,
1837(2), 1839(5)(B).

Regulation

28. Antitrust and Trade
414

Regulation

“Use” of a trade secret, for purposes
of liability under the Defend Trade Secrets
Act (DTSA) for such use, is any exploita-
tion of the trade secret that is likely to
result in injury to the trade-secret owner
or enrichment to the defendant, including
marketing goods that embody the trade
secret, employing the trade secret in man-
ufacturing or production, relying on the
trade secret to assist or accelerate re-
search or development, or soliciting cus-
tomers through the use of information that

is a trade secret. 18 U.S.CA.
§ 1839(5)(A)-(B).

See publication Words and Phrases
for other judicial constructions and
definitions.

29. Statutes 1455

The fact that Congress has amended a
statute sheds light on how the statute is to
be interpreted.

30. Antitrust and Trade
415

The requirement under the Defend
Trade Secrets Act (DTSA), as a condition
for applying the DTSA to conduct occur-
ring outside the United States, that a de-
fendant have engaged in “an act in fur-
therance of” trade-secret misappropriation
in the United States does not require a
completed act of domestic misappropria-
tion, nor does it impose a specific-causation
requirement. 18 U.S.C.A. § 1837(2).

31. Statutes ¢=1370

Where Congress borrows terms of art
in which are accumulated the legal tradi-
tion and meaning of centuries of practice,
it presumably knows and adopts the mean-
ing its use will convey to the judicial mind
unless otherwise instructed.

Regulation

32. Copyrights and Intellectual Property
=862, 872
The Copyright Act does not apply ex-
traterritorially, so to recover damages for
foreign copyright infringement, a plaintiff
is required to show specific causation. 17
U.S.C.A. § 101 et seq.

33. Antitrust and Trade
&415

For a defendant’s act to qualify under
the Defend Trade Secrets Act (DTSA) as
“an act in furtherance of” the offense of
trade-secret misappropriation in the Unit-
ed States, as required for the defendant to
be held liable under the DTSA for conduct
occurring outside the United States, the

Regulation
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act need not be the offense itself or any
element of the offense, but it must mani-
fest that the offense is at work and is
neither simply a project in the minds of
the offenders nor a fully completed opera-
tion; put another way, an act of trade-
secret misappropriation that occurs before
the operation is underway or after it is
fully completed is not an act “in further-
ance of” the offense. 18 U.S.C.A.
§ 1837(2).

34. Antitrust and Trade
=414

Under the Defend Trade Secrets Act
(DTSA), trade-secret misappropriation
does not begin and end with the defen-
dant’s initial acquisition of plaintiff’s trade
secrets; rather, “misappropriation” in-
cludes the defendant’s illicit and ongoing
disclosure or use of the stolen secrets. 18
U.S.C.A. § 1839(5)(B).

See publication Words and Phrases
for other judicial constructions and
definitions.
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35. Antitrust and Trade
&=415, 437

An “offense” under the Defend Trade
Secrets Act (DTSA) can encompass an en-
tire operation comprising many individual
acts of misappropriation; accordingly, so
long as “an act in furtherance of the of-
fense was committed in the United
States,” then all damages caused by the
offense are recoverable under the DTSA,
wherever in the world the rest of the
underlying conduect occurred. 18 U.S.C.A.
§ 1837(2).

See publication Words and Phrases
for other judicial constructions and
definitions.
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36. Antitrust and Trade
=420
International Law =395

Even if the Defend Trade Secrets Act
(DTSA) did not rebut the presumption

Regulation
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against extraterritoriality, application of
the DTSA to the misappropriation of trade
secrets of manufacturer of two-way radios
by its competitor, and the award to manu-
facturer of damages for competitor’s do-
mestic and extraterritorial sales, would
amount to a permissible domestic applica-
tion of the DTSA because the acts commit-
ted abroad were sufficiently related to a
predicate act of trade-secret misappropria-

tion in the United States. 18 U.S.C.A.
§ 1836 et seq.
37. Antitrust and Trade Regulation

&=437

Manufacturer of two-way radios was
not entitled to damages under the Illinois
Trade Secrets Act (ITSA) beyond those
awarded under the Defend Trade Secrets
Act (DTSA) for competitor’s misappropria-
tion of manufacturer’s trade secrets, be-
cause manufacturer could recover all of
competitor’s global profits caused by its
trade-secret misappropriation, wherever
that misappropriation occurred, and any
recovery under the ITSA would thus be
duplicative. 18 U.S.C.A. § 1836 et seq.;
765 T1I. Comp. Stat. Ann. 1065/1 et seq.

38. Antitrust and Trade
=437

District court erred in barring com-
petitor of manufacturer of two-way radios,
at trial in which competitor was found to
have violated the Defend Trade Secrets
Act (DTSA) by misappropriating manufac-
turer’s trade secrets, from offering a prox-
imate-cause theory for apportionment of
manufacturer’s damages and attempting to
show that some portion of the claimed
damages were attributable to factors other
than the misappropriated trade secrets.
18 U.S.C.A. § 1836(b)(3)(B)().

39. Federal Courts €=3712(2)
District court’s error in failing to ap-

portion $135.8 million in compensatory
damages awarded under the Defend Trade

Regulation
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Secrets Act (DTSA) to manufacturer of
two-way radios that proved that competi-
tor stole its trade secrets was harmless,
where manufacturer could have obtained,
under an alternative damages theory, a
compensatory-damages award of $159.8
million that would not have been subject to

apportionment. 18 U.S.CA.
§ 1836(b)(3)(B).
40. Antitrust and Trade Regulation

=437
Unjust Enrichment and Construc-
tive Contracts ¢=313
Under the Defend Trade Secrets Act
(DTSA), one of a prevailing plaintiff’s
three options for obtaining damages is to
recover as unjust enrichment the entire
amount of the defendant’s profits caused
by the misappropriation; on this path, once
the plaintiff proves the defendant’s total
profits from the theft, the defendant has
an opportunity to seek apportionment by
proving how its own efforts contributed to
those profits. 18 U.S.C.A. § 1836(b)(3)(B).

41. Antitrust and Trade
=437
Unjust Enrichment and Construc-
tive Contracts ¢=313
Under the Defend Trade Secrets Act
(DTSA), one of a prevailing plaintiff’s
three options for obtaining damages is to
prove as damages its actual losses (a legal
remedy) plus any gains to the defendant
not accounted for in plaintiff’s actual losses
as unjust enrichment (an equitable reme-
dy); if a plaintiff follows this path and tries
to prove its own losses, it must also show
that the additional amount of unjust en-
richment it seeks from the defendant will
not duplicate its own lost profits. 18
U.S.C.A. § 1836(b)(3)(B).

42. Antitrust and Trade
&437

Under the Defend Trade Secrets Act

(DTSA), a successful plaintiff that seeks to

Regulation
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prove its damages in two permissible ways,
either as the entire amount of a defen-
dant’s misappropriation-related profits or
as the plaintiff’s actual losses plus any
gains to the defendant not accounted for in
those actual losses, is entitled to the larger
of the two amounts. 18 U.S.C.A.
§ 1836(b)(3)(B).

43. Antitrust and Trade
&=437
Unjust Enrichment and Construc-
tive Contracts &313
Avoided costs are recoverable as dam-
ages for unjust enrichment under the De-
fend Trade Secrets Act (DTSA) when the
defendant’s misappropriation injures the

Regulation

plaintiff beyond its actual loss. 18
U.S.C.A. § 1836(b)(3)(B).
44. Antitrust and Trade Regulation

437

Unjust Enrichment and Construc-
tive Contracts €321

Research and development costs that
were avoided by competitor of manufactur-
er of two-way radios through competitor’s
theft of manufacturer’s trade secrets were
recoverable by manufacturer as unjust en-
richment under the Defend Trade Secrets
Act (DTSA), where competitor had used
manufacturer’s trade secrets in developing
its own product such that the value of
those trade secrets to manufacturer had
been reduced, and the misappropriation
had thereby injured manufacturer beyond

its  actual  losses. 18 U.S.C.A.
§ 1836(b)(3)(B).
45. Antitrust and Trade Regulation

437

A plaintiff bringing suit under the De-
fend Trade Secrets Act (DTSA) who seeks
to prove its damages in two permissible
ways, either as the entire amount of a
defendant’s misappropriation-related prof-
its or as the plaintiff’'s actual losses plus
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any gains to the defendant not accounted
for in those actual losses, is entitled to
factual determinations as to the amounts
available via both paths for calculating its
compensatory damages, and the plaintiff
should then be awarded the greater of the
two amounts. 18 U.S.C.A. § 1836(b)(3)(B).

46. Federal Courts ¢=3731

Although the district court erred in
awarding manufacturer of two-way radios,
as damages in its Defend Trade Secrets
Act (DTSA) suit against competitor that
had stolen manufacturer’s trade secrets,
damages of $135.8 million for competitor’s
unjust enrichment, an amount that was
subject to apportionment, rather than
$159.8 million in damages, not subject to
apportionment, under the alternative path
of caleulating damages as the sum of man-
ufacturer’s lost profits and competitor’s
avoided research and development costs,
the failure of manufacturer to cross-appeal
the damages award barred it from obtain-
ing on appeal the $24 million difference
between the district court’s award and the
correct award. 18 U.S.CA.
§ 1836(b)(3)(B).

47. Federal Courts ¢=3733

Competitor of manufacturer of two-
way radios that had been found liable to
manufacturer for trade-secret misappro-
priation under the Defend Trade Secrets
Act (DTSA) forfeited, by failing to raise in
its opening appellate brief, its objections to
the determination by the district court,
rather than by a jury, of manufacturer’s
lost profits from the misappropriation, and
of the amount of research and develop-
ment costs that competitor had avoided
through the misappropriation, amounts
that were relevant to calculating manufac-
turer’s damages under one of two calcula-
tion methods available under the DTSA,
even though competitor had raised the ob-
jections below, where competitor failed to
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raise them again in its opening appellate
brief. 18 U.S.C.A. § 1836(b)(3)(B).

48. Jury &28(3, 17)

A party’s right to have a jury deter-
mine any legal remedy in the first instance
is not absolute; it can be waived, leaving
factual questions instead to the court.

49. Federal Courts ¢=3733

An issue that falls within the scope of
the judgment appealed from that is not
raised by the appellant in its opening brief
on appeal is necessarily waived.

50. Federal Courts ¢=3733

When a district court bases its ruling
on two independent grounds and a plaintiff
challenges only one on appeal, the plaintiff
waives any claim of error in that ruling.

51. Antitrust and Trade
437

Constitutional Law &=4427

District court’s award to manufacturer
of two-way radios of punitive damages of
$271.6 million under the Defend Trade Se-
crets Act (DTSA) from competitor that
had misappropriated manufacturer’s trade
secrets did not violate the substantive lim-
its on punitive damages imposed by the
Fifth Amendment’s Due Process Clause,
where competitor had willfully and mali-
ciously appropriated manufacturer’s trade
secrets, manufacturer had been awarded
compensatory damages under the DTSA of
$135.8 million, an amount that was amply
supported by the evidence, and the puni-
tive damages were double the amount of
compensatory damages, the maximum ra-
tio allowable under the DTSA. U.S.
Const.  Amend. 5; 18 U.S.CA.
§ 1836(b)(3)(C).

52. Federal Courts ¢=3614(2)

Review of a constitutional challenge to
a punitive damages award is de novo,
which operates to ensure that an award of

Regulation
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punitive damages is based upon an applica-
tion of law, rather than a decisionmaker’s
caprice.

53. Constitutional Law &=4427

When a punitive-damages award
arises from a robust statutory regime, the
rigid application of the guideposts found in
case law for determining the constitution-
ality of punitive damages under the Fifth
Amendment’s Due Process Clause is less
necessary or appropriate than when the
award is based on the common law; thus,
the more-relevant first consideration as to
the constitutionality of a statutory award
of punitive damages is the statute itself,
through which the legislature has spoken
explicitly on the proper scope of punitive
damages. U.S. Const. Amend. 5.

54. Antitrust and Trade
&=437
Constitutional Law &=4427
The exemplary-damages provision in
the Defend Trade Secrets Act (DTSA)
complies with the limitations imposed on
punitive-damages awards by the Fifth
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Amendment’s Due Process Clause. U.S.
Const. Amend. 5; 18 U.S.CA.
§ 1836(b)(3)(C).

55. Antitrust and Trade Regulation

=437
Unjust Enrichment and Construc-
tive Contracts =127
In trade-secret cases, unjust enrich-
ment can take several forms and cover a
broad array of activities.

56. Federal Courts ¢=3454

District court committed legal error in
denying, for lack of jurisdiction, motion for
reconsideration by manufacturer of two-
way radios of court’s denial of manufactur-
er’s request for a permanent injunction
against competitor that had been found
liable under the Defend Trade Secrets Act
(DTSA) for theft of manufacturer’s trade

secrets, even though the reconsideration
motion was filed after the parties’ notices
of appeal and cross-appeal; the district
court had the power to defer or deny the
motion or, if it was inclined to grant the
motion or believed it raised a substantial
issue, to issue an indicative ruling to that
effect so that application could be made for
a remand to address the reconsideration
motion on the merits. Fed. R. Civ. P.
60(b), 62.1.

57. Federal Courts ¢=3454

When a district court faces a motion
for relief from judgment that it cannot
grant because of a pending appeal, the
court may defer or deny the motion, but it
also may indicate that it would grant the
motion on remand or that the motion rais-
es a substantial issue. Fed. R. Civ. P.
60(b), 62.1.

58. Federal Civil Procedure <=2646
Federal Courts ¢=3607

A motion to vacate a judgment is ad-
dressed to the sound discretion of a dis-
trict court, but a trial court may abuse its
discretion by failing to exercise its discre-
tion. Fed. R. Civ. P. 60(b).

59. Federal Courts &=3454

When a motion for relief from judg-
ment has been brought in the district court
while an appeal is pending, it is generally
premature for the appellate court to relin-
quish appellate jurisdiction before the dis-
trict court has given any indication of its
likely response to that motion.

60. Federal Courts &=3798

On remand in suit in which competitor
had been found liable under the Defend
Trade Secrets Act (DTSA) to manufactur-
er of two-way radios for stealing manufac-
turer’s trade secrets, district court would
be required to take a fresh look at manu-
facturer’s motion for reconsideration of
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district court’s order denying a permanent
injunction against competitor and to con-
sider whether new evidence of competitor’s
non-payment of the damages award, and
other post-judgment conduct and events,
called for a different result. 18 U.S.C.A.
§ 1836 et seq.; Fed. R. Civ. P. 60(b), 62.1.

Appeals from the United States District
Court for the Northern District of Illinois,
Eastern Division. No. 1:17-c¢v-01973 —
Charles R. Norgle, Judge.

Steven J. Lindsay, Attorney, Kirkland &
Ellis LLP, Chicago, IL, John C. O’Quinn,
Jason M. Wilcox, Attorneys, Kirkland &
Ellis LLP, Washington, DC, Adam R. Al-
per, Attorney, Kirkland & Ellis LLP, San
Francisco, CA, Michael W. De Vries, At-
torney, Kirkland & Ellis LLP, Los Ange-
les, CA, for Plaintiffs-Appellees, Cross-Ap-
pellants.

Boyd Cloern, Alice E. Loughran, Mark
Christopher Savignae, John William Toth,
Attorneys, Steptoe LLP, Washington, DC,
for Defendant-Appellant, Cross-Appellee.

Before Hamilton, Brennan, and St. Eve,
Circuit Judges.

Hamilton, Circuit Judge.

This case concerns a large and blatant
theft of trade secrets. Plaintiff Motorola
and defendant Hytera compete globally in
the market for two-way radio systems. Mo-
torola spent years and tens of millions of
dollars developing trade secrets embodied
in its line of high-end digital mobile radio
(DMR) products. For a brief period in the
early 2000s, Hytera struggled to overcome
technical challenges to develop its own
competing DMR products.

After failing for years, Hytera hatched
a new plan: “leap-frog Motorola” by steal-
ing its trade secrets. Hytera, headquar-
tered in China, poached three engineers
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from Motorola in Malaysia, offering them
high-paying jobs in exchange for Motoro-
la’s proprietary information. Before those
engineers left Motorola, and acting at
Hytera’s direction, they downloaded thou-
sands of documents and computer files
containing Motorola’s trade secrets and
copyrighted source code. Relying on that
stolen material, between 2010 and 2014,
Hytera launched a line of DMR radios
that were functionally indistinguishable
from Motorola’s DMR radios. Hytera sold
these professional-tier radios containing
Motorola’s confidential and proprietary
technology for years in the United States
and abroad.

In 2017, Motorola sued Hytera for copy-
right infringement and trade secret misap-
propriation. After three and a half months
of trial, the jury found that Hytera had
violated both the Defend Trade Secrets
Act of 2016 (DTSA) and the Copyright
Act. The jury awarded compensatory dam-
ages under the Copyright Act and both
compensatory and punitive damages under
the DTSA for a total award of $764.6
million. The district court later reduced
the award to $543.7 million and denied
Motorola’s request for a permanent injunc-
tion. Hytera has appealed, and Motorola
has cross-appealed.

The most startling fact about these ap-
peals is that Hytera’s liability is not at
issue. It concedes that it engaged in the
blatant theft of trade secrets and copying
of proprietary computer code. Instead,
Hytera raises several challenges only to
the damages awards under the Copyright
Act and the DTSA. As we explain below,
we must remand for the district court to
recalculate copyright damages, which will
need to be reduced substantially from the
district court’s original award of $136.3
million. On the DTSA damages, we affirm
the district court’s award of $135.8 million
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in compensatory damages and $271.6 mil-
lion in punitive damages.

On Motorola’s cross-appeal, we find that
the district court erred in denying Moto-
rola’s motion for reconsideration of the
denial of permanent injunctive relief. On
remand, the district court will need to re-
consider the issue of permanent injunctive
relief. We continue to commend both dis-
trict judges (Judge Norgle and, after his
retirement, Judge Pacold) who have pre-
sided over this case for their careful han-
dling of this complex and sprawling case.
We remain confident of the court’s ability
to resolve the remaining issues on re-
mand.

1. Factual and Procedural History

A. Factual History

Motorola and Hytera both design, manu-
facture, and sell two-way radios and relat-
ed products worldwide. They are the two
main competitors in this global market.
They rely on the same underlying software
protocols to enable their radios to commu-
nicate across brands, but each manufactur-
er enhances its radios by adding unique
hardware and software features. From the
late 1980s through the early 2000s, Moto-
rola worked to develop and patent the
technology underlying these standard soft-
ware protocols, known as “digital mobile
radio” or DMR.!

Hytera manufactures and sells different
tiers of two-way DMR radios, including
commercial and professional. The products
at issue in this case are Hytera’s profes-
sional-tier radios, used by governments
and public-safety entities around the
world. They sell at premium prices com-
pared to Hytera’s non-infringing commer-
cial-tier radios. In 2006, as internal Hytera

1. Citations to the record are abbreviated as
follows: “Dkt.” refers to the district court
docket entries; “A” refers to the required ap-

documents show, Hytera was struggling to
develop its own DMR radios comparable to
Motorola’s. Instead of continuing to com-
pete fairly, Hytera decided to steal Moto-
rola’s trade secrets and copyrighted code.
Hytera’s goal was to “leapfrog Motorola”
to become the world’s preeminent provider
of DMR radios.

In June 2007, the president and CEO of
Hytera, Chen Qingzhou, reached out to an
engineer who worked for Motorola in Ma-
laysia, G.S. Kok, claiming that Hytera
hoped to set up a potential research-and-
development center in Malaysia. The two
negotiated Kok’s departure from Motorola.
Hytera offered Kok 600,000 shares of Hyt-
era stock as compensation, worth roughly
$2.5 million when Hytera’s stock later
went public. Internal Hytera emails show
that once Kok joined Hytera, he facilitated
the hiring of two additional Motorola engi-
neers in Malaysia, Y.T. Kok and Sam Chia.
Y.T. Kok initially maintained his employ-
ment with Motorola while surreptitiously
also working for Hytera. In June 2008,
shortly after Y.T. Kok had secretly been
added to Hytera’s payroll, he downloaded
over a hundred Motorola documents in
response to specific requests from Hytera
about unresolved issues with its own DMR
radios. Evidence at trial showed that Y.T.
Kok and Chia downloaded more than 10,-
000 technical documents from Motorola’s
secure ClearCase and COMPASS databas-
es and brought them to Hytera. At the
time of trial, Motorola argued, more than
1,600 of those documents remained in Hyt-
era’s possession.

The stolen files included Motorola’s
source code for its DMR radio project.
Segments of the stolen code were later
directly inserted into Hytera’s products.
Proof of the theft and copying included the

pendix at the end of Hytera’s opening brief;
and “SA” refers to the supplemental appendix
at the end of Motorola’s response brief.
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fact that minor coding errors in Motorola’s
code appeared in exactly the same spots in
Hytera’s code.

Hytera’s employees understood that
their use of Motorola’s copyrighted code
and trade secrets was unlawful. At times,
Hytera modified Motorola’s code to con-
ceal its illicit origins. Hytera’s engineers
also circulated Motorola’s code and techni-
cal documents, sometimes with the Moto-
rola logo replaced by a Hytera logo, but
other times still labeled with Motorola’s
logo.

Between 2010 and 2014, Hytera
launched a line of DMR radios that were,
as described at trial, functionally indistin-
guishable from the DMR radios developed
and sold by Motorola. For years, Hytera
sold these professional-tier radios contain-
ing Motorola’s confidential and proprietary
technology worldwide, including in the
United States. Hytera also regularly at-
tended trade shows in the United States
where it marketed and demonstrated its
infringing products to customers from
around the world. According to Motorola,
Hytera has continued to sell products us-
ing Motorola’s misappropriated trade se-
crets and copyrighted code up to the pres-
ent day.

B. Procedural History

This brings us to the present lawsuit. In
March 2017, Motorola filed this lawsuit in
the Northern District of Illinois alleging
that Hytera had misappropriated its trade
secrets in violation of the federal Defend
Trade Secrets Act of 2016, 18 U.S.C.
§ 1836(b), and the Illinois Trade Secrets
Act (ITSA), 765 ILCS 1065/1 et seq. In
August 2018, Motorola amended its com-
plaint to add infringement claims under
the Copyright Act, 17 U.S.C. §8§ 106, 501 et
seq.

The case was tried to a jury starting in
November 2019. After three and a half
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months of trial, the jury reached its ver-
dict. With respect to the DTSA, the jury
was instructed that Motorola was seeking
damages from May 11, 2016 (the statute’s
effective date) to June 30, 2019. With re-
spect to copyright infringement, the jury
was instructed that Motorola was entitled
to recover Hytera’s profits through June
30, 2019. The jury was also instructed that
damages for Motorola’s trade secret claims
and copyright claims should not result in
double recovery for the same injury. Dur-
ing trial, Motorola argued that it was enti-
tled to all of Hytera’s worldwide profits
from the infringing products. Motorola
presented expert testimony that Hytera’s
radios would be unable to function without
the stolen components.

Hytera, for its part, argued that Motoro-
la’s damages should be limited on a num-
ber of grounds, including that: (1) copy-
right damages should be limited to the
three-year period before Motorola added
its copyright claims; (2) the Copyright Act
and the DTSA should not be applied to
Hytera’s sales outside the United States;
and (3) DTSA damages and copyright
damages should be “apportioned” to ac-
count for Hytera’s own contributions to
the success of its products. The district
court rejected all of these arguments. The
jury returned a verdict in favor of Motoro-
la in all respects, awarding Motorola
$345.8 million in compensatory damages
and $418.8 million in punitive damages, for
a total of $764.6 million.

Post-trial motions followed. Hytera
moved under Federal Rules of Civil Proce-
dure 50(b) and 59 for judgment as a mat-
ter of law and for a new trial or remittitur,
respectively, arguing that under both the
Copyright Act and the DTSA, the proper
amount of unjust enrichment damages was
an equitable issue for the court rather than
the jury. Hytera renewed its extraterrito-
riality and Copyright Act statute of limita-
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tions arguments. Hytera also argued that
the punitive damages award under the
DTSA violated its due process rights.

The district court agreed with Hytera
that unjust enrichment damages presented
an equitable issue for the court. That
meant the jury’s findings on those amounts
were advisory and the district court was
required to state its findings of fact and
conclusions of law under Federal Rule of
Civil Procedure 52(a)(1). The parties sub-
mitted proposed findings and conclusions
on the unjust enrichment issues after trial.
Motorola was required to file its proposal
first. It was not given an opportunity to
reply to Hytera’s proposal. Hytera’s pro-
posal renewed an argument from trial that
recovery of its unjustly enriched profits
would duplicate recovery of its avoided
research and development (R&D) costs.
Hytera also renewed its arguments that
both the copyright and DTSA unjust en-
richment awards should be apportioned to
account for Hytera’s own contributions to
its infringing products.

In a follow-up order, the district court
agreed with Hytera that the unjust enrich-
ment damages awarded by the jury im-
properly double-counted Hytera’s profits
and its avoided R&D costs. The district
court deducted the amount of avoided
R&D costs of $73.6 million from the jury’s
original $209.4 million DTSA compensato-
ry damages award, arriving at $135.8 mil-
lion as the total amount of Hytera’s unjust
profits under the DTSA. The court then
adjusted the punitive damages downward
in accord with the advisory jury’s two-to-
one ratio, yielding a punitive damages
award of $271.6 million. After these rul-
ings, the district court formally issued its
final findings and conclusions. Hytera’s un-
justly enriched profits under the Copy-
right Act from 2010 to May 2016 were
$136.3 million, its unjustly enriched profits
under the DTSA from May 2016 to June

2019 were $135.8 million, and punitive
damages under the DTSA were $271.6 mil-
lion, yielding a total award of $543.7 mil-
lion. Along the way, the district court also
found that Motorola’s lost profits under
the DTSA were $86.2 million, and that
Hytera’s avoided R&D costs were $73.6
million. The court again rejected Hytera’s
arguments with respect to extraterritorial-
ity, apportionment, and the copyright stat-
ute of limitations, and rejected the due
process challenge to punitive damages.

After trial, Motorola sought a perma-
nent injunction to prohibit Hytera from
selling the infringing products world-wide
or making any other use of the stolen
intellectual property. The district court de-
nied permanent injunctive relief in Decem-
ber 2020, finding that Motorola could not
establish that it had no other adequate
remedy at law. The district court found
that Motorola could be adequately com-
pensated for Hytera’s continuing use of its
intellectual property and trade secrets
with a reasonable, ongoing royalty, which
the court later set at 100 percent of Hyt-
era’s profits on the infringing products
beginning in July 2019. Motorola moved
for reconsideration of this denial under
Federal Rule of Civil Procedure 60(b) in
September 2021, submitting new evidence
of Hytera’s inability or unwillingness to
make its required royalty payments. Be-
fore the district court ruled on that motion,
however, Hytera filed this appeal, and Mo-
torola then filed its cross-appeal of the
district court’s denial of permanent injunc-
tive relief. Holding that Motorola’s notice
of appeal stripped it of jurisdiction to de-
cide Motorola’s Rule 60(b) motion, the
court denied that motion without express-
ing any view on the merits.

We must conclude our discussion of this
case’s procedural history by noting that
for much of the intervening six years of
litigation, including after these appeals
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were filed, Hytera has continued its
gamesmanship and deception. It deleted
stolen documents rather than producing
them. It presented fabricated evidence in-
flating its research-and-development costs.
Its witnesses have repeatedly contradicted
themselves in depositions and at trial. It
has dragged its feet in paying the royalty
ordered by the district court, and it has
obstructed discovery into its assets and
ability to pay. Meanwhile, Hytera contin-
ues to sell DMR radios worldwide that
Motorola claims still incorporate its copy-
righted code and stolen trade secrets.
Whether Hytera’s new DMR products
continue the illicit use of Motorola’s trade
secrets is the subject of ongoing contempt
proceedings before the district court. Hyt-
era’s violation of the district court’s anti-
suit injunction issued in the course of
those contempt proceedings and the re-
sulting contempt sanctions were recently
the subject of emergency motions in a
successive appeal pending before this pan-
el. See Motorola Solutions Malaysia
SDN. BHD. v. Hytera Commumnications
Corp., No. 24-1531, Order, ECF No. 9 at 7
(April 6, 2024) (“Given Hytera’s record of
behavior, from the underlying theft of
trade secrets and copyright infringement
to sanctionable conduct before trial, the
post-verdict litigation in this case, the fail-
ure to pay royalties as ordered (leading to
an earlier contempt finding), filing the
long-secret Shenzhen case, and its re-
sponses to the injunctions at issue here,
Hytera has shown that its unverified rep-
resentations to the tribunal cannot be
trusted.”).

In this appeal, Hytera raises six distinct
challenges to the damages awarded under
the Copyright Act and the DTSA. Three
concern copyright and three the DTSA.
With respect to the copyright award, Hyt-
era argues: (1) copyright damages should
not have been awarded for its sales outside
the United States; (2) copyright damages
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should have been apportioned to account
for its own contributions to its profits; and
(3) the Copyright Act bars recovery of
damages incurred more than three years
before the claims were added. With re-
spect to the DTSA, Hytera argues: (1)
DTSA damages should not have been
awarded for its sales outside the United
States; (2) DTSA damages should have
been apportioned to account for its own
contributions to its profits; and (3) the
$271.6 million punitive damages award vio-
lates the Fifth Amendment’s due process
clause. In its cross-appeal, Motorola chal-
lenges the district court’s denial of both its
motion for permanent injunctive relief and
its Rule 60(b) motion for reconsideration.

We address the issues in that order. On
the copyright issues, we remand for the
district court to recalculate the copyright
damages limited to Hytera’s domestic
sales and to reconsider the issue of appor-
tionment. This means the copyright award
will ultimately be reduced substantially
from the original award of $136.3 million,
perhaps by roughly an order of magnitude.
On the DTSA issues, we affirm the com-
pensatory damages award of $135.8 million
and the punitive damages award of $271.6
million. Finally, we hold that the district
court needs to reconsider Motorola’s Rule
60(b) motion and the issue of permanent
injunctive relief.

II. Copyright Damages for Foreign Sales

First, we address the extraterritorial ap-
plication of the Copyright Act. Motorola
argues that it is entitled to recover Hyt-
era’s profits on worldwide sales of infring-
ing products. Hytera argues that Motoro-
la’s recovery should be limited to only
Hytera’s sales of infringing products in the
United States.

[1]1 Like all federal statutes, the Copy-
right Act is subject to the presumption
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against extraterritoriality, which assumes
that “United States law governs domes-
tically but does not rule the world.” RJR
Nabisco, Inc. v. European Community,
579 U.S. 325, 335, 136 S.Ct. 2090, 195
L.Ed.2d 476 (2016), quoting Microsoft
Corp. v. AT&T Corp., 550 U.S. 437, 454,
127 S.Ct. 1746, 167 L.Ed.2d 737 (2007).
The Supreme Court has set out a two-step
framework for determining whether a stat-
ute applies extraterritorially. See id. at
337, 136 S.Ct. 2090. First, courts should
ask “whether the presumption against ex-
traterritoriality has been rebutted—that
is, whether the statute gives a clear, affir-
mative indication that it applies extraterri-
torially.” Id. With respect to the Copyright
Act at this step, the Supreme Court has
said no. Impression Products, Inc. v. Lex-
mark Int’l, Inc., 581 U.S. 360, 379, 137
S.Ct. 1523, 198 L.Ed.2d 1 (2017).

[2,3] If the statute does not rebut the
presumption against extraterritoriality,
courts should proceed to the second step:
determining whether “the conduct relevant
to the statute’s focus occurred in the Unit-
ed States” or “in a foreign country.” RJR
Nabisco, 579 U.S. at 337, 136 S.Ct. 2090.
The second step asks whether the present
case involves only a permissible domestic
application of the statute. Id. Under this
second step, copyright protection extends
to infringing acts committed abroad if
those acts are sufficiently related to a
predicate act of infringement in the United
States. Circuit courts have developed the
“predicate-act doctrine” to govern this sec-

2. “Mirroring” means creating a duplicate
copy of a database, or subsets of a database,
on a new server, turning that new server into
a “mirror.” The mirror is instructed to check
with the main server and every other mir-
rored server worldwide in real-time or near
real-time for updates and changes made to
the database. Mirroring thereby creates a net-
work of servers around the world, each hous-
ing either a complete and up-to-date copy of

ond step of the extraterritoriality analysis
under the Copyright Act. The doctrine
holds that a copyright owner may recover
damages for foreign infringement if two
conditions are met: (1) an initial act of
copyright infringement occurred in the
United States, and (2) the domestic in-
fringement enabled or was otherwise “di-
rectly linked to” the foreign infringement
for which recovery is sought. Tire Engi-
neering & Distrib., LLC v. Shandong
Linglong Rubber Co., 682 F.3d 292, 306-08
(4th Cir. 2012) (collecting cases and locat-
ing origins of doctrine in Sheldon v. Metro-
Goldwyn Pictures Corp., 106 F.2d 45, 52
(2d Cir. 1939) (Hand, J.)).

[4,5] The predicate act required by
the first prong of the doctrine must consti-
tute “a domestic violation of the Copyright
Act.” Tire Engineering, 682 F.3d at 307.
Motorola, as the plaintiff, bears the burden
of establishing a domestic violation of the
Copyright Act. Id. At trial and on appeal,
Motorola has offered only one theory for a
potential predicate act of copyright in-
fringement completed by Hytera in the
United States: its so-called “server theo-
ry.” The parties agree that Hytera’s
thieves in Malaysia downloaded copyright-
ed source code from Motorola’s ClearCase
database. Motorola argues that because
the ClearCase database has a “main server
in Illinois” that is “mirrored” on other
servers around the world, the thieves’ un-
authorized download constituted a domes-
tic predicate act of copyright infringe-
ment.2 The question for us is whether the

the database or at least the most frequently
accessed parts of the database, so that the
database can be used and modified simulta-
neously by programmers around the world.
Multinational corporations sometimes choose
to mirror key databases onto servers that are
geographically closer to programmers on oth-
er continents, reducing the time it takes for
those programmers to exchange messages
with the server and building in redundancies
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download of Motorola’s source code from
the company’s ClearCase database consti-
tuted “a domestic violation of the Copy-
right Act.” Id. at 307.

[6] The district court accepted Motoro-
la’s argument, relying on Motorola’s server
theory to supply the domestic predicate
act of infringement and finding that Moto-
rola was entitled to damages for Hytera’s
worldwide sales as unjust enrichment. We
must respectfully disagree. Motorola failed
to provide evidence that the code was
downloaded from its Illinois server versus
one of the mirrored instances of the Clear-
Case database stored on servers outside
the United States. The district court’s fac-
tual finding that the code was downloaded
from the Illinois server lacks adequate
support in the record, and we reverse that
factual finding as clearly erroneous. Moto-
rola thus failed to establish the first prong
of the predicate-act doctrine: a completed
act of copyright infringement in the United
States. Motorola is not entitled to recover
damages for any of Hytera’s foreign sales
of infringing products under the Copyright
Act?

Motorola failed to supply evidence that
the source code was illicitly downloaded
from its Illinois server as opposed to one
of the mirrored servers located abroad. At
trial, Motorola’s primary technical expert
explained that the “main” ClearCase ser-
ver is in Illinois and that the contents of
that server are “mirrored” on servers in
other locations around the world, including
Sri Lanka, Bangladesh, Malaysia, and Chi-
na.

to guard against a server failure in one part of
the world.

3. In awarding relief for foreign sales under
the Copyright Act, the district court also
seemed to rely on the fact that Hytera “pro-
moted, advertised, marketed, and sold its
DMR products containing Motorola’s copy-
righted source code in the United States, in-
cluding at trade shows.” Hytera pointed out
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Crucially, Motorola’s expert admitted
that “there’s no evidence of the actual
downloads from” the main ClearCase ser-
ver in Illinois, as opposed to one of the
mirrored servers abroad. SA77. Motorola
counters with the same expert’s testimony
that, even if there is no evidence that the
source code was downloaded from the Illi-
nois server, “anything that happens on one
of [the foreign mirrored servers] goes to
Illinois.” SAT74. The district court consid-
ered this second statement sufficient to
support a factual finding that Motorola’s
copyrighted code was illicitly downloaded
from the Illinois server. We disagree.

We understand this second statement to
mean that the mirrored ClearCase servers
are linked in a way typical of mirrored
servers, in which a log of everything that
happens to every copy of the database
worldwide is automatically reported to ev-
ery other mirrored server, so that each
mirror can then make identical changes to
its own local copy of the database. For
instance, if Hytera’s thieves in Malaysia
downloaded parts of the ClearCase data-
base from the mirrored server in Malaysia,
a notice that a download had occurred
would be immediately forwarded to the
server in Illinois, which would add the
notice of the download to the records of
events that had happened to the database.
Only in this sense is it true that “anything
that happens on one of” Motorola’s mir-
rored servers “goes to Illinois.” See SAT4.

The existence of a typical mirroring re-
lationship between foreign and domestic

in its opening brief that marketing, advertis-
ing, and promoting products containing copy-
righted code are not themselves copyright vio-
lations and thus cannot be domestic predicate
violations. In its response brief, Motorola did
not challenge this argument, forfeiting reli-
ance on the trade-show theory to support
extraterritorial copyright damages.
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servers does not mean that an illicit copy
made anywhere in the world was necessar-
ily downloaded from a domestic server.
Motorola’s expert admitted there was no
evidence that the stolen code had been
downloaded from the Illinois server. He
did not know “which particular cache or
server” the Hytera thieves “connected to”
in order to download the stolen source
code. SA75. Rather, the most that Motoro-
1a’s expert could say was that material on
ClearCase servers outside the United
States “reflected,” that is, duplicated, “ma-
terial that is in Illinois.” Id. Given the
location of the thieves in Malaysia, it
seems likelier (or at least, would have been
more efficient) for the thieves to download
the copyrighted code from Motorola’s Ma-
laysia server. And in any event, the burden
of proof was on Motorola on this issue.

[71 Downloads of copyrighted data
from mirrored servers located abroad can-
not serve as predicate acts of domestic
infringement even if the “main” instance of
those databases is stored on a U.S.-based
server. A contrary rule would stretch U.S.
copyright law far beyond its proper bor-
ders, giving global businesses an incentive
to store local copies of copyrighted files in
the United States as insurance against in-
tellectual property theft worldwide. Con-
sider the parallel case of a book publisher
who chooses to distribute identical copies
of a book in the United States and in
multiple other countries. If a foreign com-
petitor obtains one of the copies distribut-
ed abroad, reproduces it abroad, and sells

4. Even if Motorola had offered evidence that
Hytera’s thieves in Malaysia had downloaded
the source code from Motorola’s server in
Illinois, at least two circuits (one in a prece-
dential opinion) have refused to extend the
predicate-act doctrine to reach foreign in-
fringement where the only predicate act al-
leged was the download of content from a
server located in the United States to a com-
puter located abroad. See IMAPizza, LLC v. At

it abroad, no domestic act of copyright
infringement has occurred. The existence
of the original copy of the book in the
United States makes no difference.

[8,9] In the same way, by choosing to
store copies of their copyrighted data
abroad in mirrored servers, U.S. copyright
owners take the risk that illicit copying
will be beyond the reach of U.S. copyright
law. If a copyright owner hopes to prove
infringement based solely on the illicit
download of copyrighted material but has
stored identical copies of that material in
servers abroad, it must be prepared to
show that the unauthorized download was
made from a U.S.-based server. See Au-
thors Guild, Inc. v. HathiTrust, 755 F.3d
87, 98-99 (2d Cir. 2014) (treating back-ups
of copyrighted data stored in mirrored ser-
vers as complete copies for purposes of
copyright fair-use analysis).*

Because Motorola failed to prove that
Hytera’s thieves made their unauthorized
download from the Illinois server, as op-
posed to one of Motorola’s mirrored ser-
vers abroad, its server theory fails at step
one of the predicate-act doctrine. Without
a completed domestic violation of the
Copyright Act, Motorola is not entitled to
recover damages for any of Hytera’s for-
eign sales of infringing products as unjust
enrichment. We reverse the district court
on this issue and remand with instructions
to limit Motorola’s copyright award to

Pizza Ltd., 965 F.3d 871, 877-79, 878 n.2
(D.C. Cir. 2020); Superama Corp. v. Tokyo
Broadcasting System Television, Inc., 830 F.
App’x 821, 823-24 (9th Cir. 2020) (non-prece-
dential). This circuit has not addressed this
issue. Because Motorola has no evidence that
its copyrighted data was downloaded from a
U.S.-based server, we do not need to reach it
here.
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Hytera’s domestic sales of infringing prod-
uets.

II1.

Next, Hytera seeks to pare the copy-
right damages further, arguing that even
limited to Hytera’s profits within the
United States, the district court’s award
overcompensates Motorola. Under the
Copyright Act, an infringer may trim a
disgorgement award by showing “ele-
ments of profit attributable to factors oth-
er than the copyrighted work.” 17 U.S.C.
§ 504(b).

[10,11] We agree with Hytera that
this issue needs a fresh look because we
cannot determine whether the district
court applied the correct legal standard in
deciding whether to apportion those dam-
ages. We remand for the district court to
apply the proper legal standard, taking no
position on the outcome of the apportion-
ment analysis in this case. We hold only
that Hytera should get a chance to prove a
proximate-cause theory of apportionment.

Copyright Apportionment

Hytera takes aim at the district court’s
reliance on “but-for” causation to refuse
copyright apportionment. The district
court accepted Motorola’s argument that,
without the stolen intellectual property,
Hytera’s infringing radios would never

5. Motorola also argues that its entitlement to
extraterritorial damages is barred from reex-
amination because it was actually and neces-
sarily decided by a jury. The jury verdict
awarded Motorola copyright damages for for-
eign sales. However, the district court later
ruled that disgorgement of Hytera's profits
was an equitable remedy for the court to
resolve, and the court decided the extraterri-
toriality issues itself. Any jury findings on the
issue were rendered advisory by the district
court’s later ruling. The district court’s factual
findings on the locations of the illicit down-
loads are properly subject to appellate review
for clear error.

6. Motorola argues that Hytera forfeited this
theory of proximate-cause apportionment by
failing to present it to the jury. We disagree.
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have reached the market. It found that
“none of Hytera’s DMR radios would func-
tion without Motorola’s copyrighted source
code.” A93. That conclusion apparently
justified the district court’s next move. It
opted not to apportion damages, instead
ordering Hytera to disgorge all of its prof-
its from infringing radio sales.

That last move may have been based on
a legal error. We explain by reviewing the
origins of apportionment in copyright law.
The doctrine emerged in the early days of
the film industry. When Hollywood adapt-
ed the play Dishonored Lady for the silver
screen, the resulting movie—called Letty
Lynton—was released without permission
from the original playwright. See Sheldon
v. Metro-Goldwyn Pictures Corp., 309 U.S.
390, 396-97, 60 S.Ct. 681, 84 L.Ed. 825
(1940). Infringement was plain. The ques-
tion, though, was how to divide up the
profits from the infringing movie. The sto-
ryline from the play helped draw crowds to
movie theaters, but so did the headline
actors and the producers’ skill in bringing
the film to market. Harmonizing copyright
law with patent cases, the Supreme Court
concluded that, to avoid “the manifest in-
justice of giving to [the playwright] all the
profits made by the motion picture,” it

Hytera presented these arguments to the
proper factfinder, the district court, at its first
opportunity to do so with its Federal Rule of
Civil Procedure 52(b) filings, so the argu-
ments are not forfeited. See Dkt. No. 1096-1,
at 111 95-285. Because the parties tried this
case to an advisory jury, at least as to these
unjust-enrichment issues, the district court
was the proper factfinder. See Fed. R. Civ. P.
52(a)(1); see also OCI Wyoming, L.P. v. Pacifi-
Corp, 479 F.3d 1199, 1205-06 (10th Cir.
2007) (for factual issues presented to an advi-
sory jury, district court retains ‘“‘duty to con-
duct factfinding” and ‘‘review on appeal is of
the findings of the court as if there had been
no verdict from an advisory jury.” (quoting
Marvel v. United States, 719 F.2d 1507, 1515
n.12 (10th Cir. 1983)).
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would apportion the profits “so that nei-
ther party will have what justly belongs to
the other.” Id. at 408, 60 S.Ct. 681. The
Court affirmed an apportionment that
gave the playwright 20 percent of the
film’s profits. Id. at 408-09, 60 S.Ct. 681.

[12] Today, Sheldon’s legacy is a two-
part test for entitlement to apportionment
of profits: the infringer must show (1)
“that all the profits are not due to the use
of the copyrighted material,” and (2) that
“the evidence is sufficient to provide a fair
basis of division.” Id. at 402, 60 S.Ct. 681.
In the intervening decades, Congress has
amended the Copyright Act to follow Shel-
don: “In establishing the infringer’s prof-
its, the copyright owner is required to
present proof only of the infringer’s gross
revenue, and the infringer is required to
prove his or her deductible expenses and
the elements of profit attributable to fac-
tors other than the copyrighted work.” 17
U.S.C. § 504(b).

[13] Over the years, case law has de-
veloped two parallel tracks for infringers
to meet Sheldon’s first element, which is
really a “rule of causation.” Walker wv.
Forbes, Inc., 28 F.3d 409, 412 (4th Cir.
1994). We refer to these as the “but-for”
and “proximate-cause” tracks. Under the
first, “the defendant can attempt to show
that consumers would have purchased its
product even without,” that is, but for, “the
infringing element.” Data General Corp. v.
Grumman Systems Support Corp., 36
F.3d 1147, 1175 (1st Cir. 1994), abrogated
on other grounds by Reed Elsevier, Inc. v.
Muchnick, 559 U.S. 154, 130 S.Ct. 1237,
176 L.Ed.2d 18 (2010).

[14] Under the second “proximate-
cause” track, the defendant can attempt to
show that “its profits are not the natural
and probable consequences of the infringe-
ment alone, but are also the result of other
factors” under its own control. Data Gen-

eral, 36 F.3d at 1175. Put another way, the
infringement might be a necessary cause
of the profits without being a proximate
cause of all of the profits. To the extent
those other causes stem from the defen-
dant’s own skill and effort, the defendant
can profit from those without offending
copyright law.

The proximate-cause track is well-trod-
den. In case after case, defendants have
shown they were entitled to apportionment
even when their products could not exist
without the infringement. Take Sheldon
itself. Absent the original play, the film
could not exist; it makes no sense to imag-
ine a film without its plot and then wonder
whether audiences would have paid to
watch it. The play and film were bound up
together. The Supreme Court determined
that some “fair apportionment” was re-
quired, “so that neither party will have
what justly belongs to the other.” Sheldon,
309 U.S. at 408, 60 S.Ct. 681.

We explained the concept in Bucklew v.
Hawkins, Ash, Baptie & Co.: an “infring-
er’s profits that are due to features of his
work that do not infringe ... belong to
him and not the copyright owner.” 329
F.3d 923, 932 (7th Cir. 2003). Other cases
have put this theory of apportionment to
good use. See, e.g., Bruce v. Weekly World
News, Inc., 310 F.3d 25, 26-27, 32 (1st Cir.
2002) (splitting profits evenly between
holder of copyright in “routine and gener-
ic” photo of President Clinton and artist
who added “exponentially greater appeal”
by adding image of an extraterrestrial
shaking his hand); Cream Records, Inc. v.
Jos. Schlitz Brewing Co., 754 F.2d 826,
828-29 (9th Cir. 1985) (affirming award of
one-tenth of one percent of defendant’s
annual profit for infringing use of a “ten-
note ostinato” in music for beer commer-
cial).

In this case, the district court applied
the but-for track correctly, finding that
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“none of Hytera’s [products] would func-
tion without Motorola’s copyrighted source
code,” so that Hytera was not entitled to
apportionment under this track. A93. On
appeal, Hytera does not challenge the dis-
trict court’s factual determinations barring
apportionment under this but-for track,
and there is no error in the district court’s
holdings in this respect.

But the district court erred by apparent-
ly closing the “proximate-cause” track to
Hytera. The court’s findings did not ad-
dress Hytera’s own contributions, if any, to
the value of its products. Hytera claimed
in its Rule 52(b) briefing that its customers
valued its flexibility with customizations;
that it brought the first DMR radio with a
color screen to market, as well as an “in-
trinsically safe” radio for use in oil drilling
and other industries dependent on explo-
sives; that it boasted a superior dealer
network; and that it sells non-infringing
radios for about 12 percent less cost—
suggesting that not all the value of Hyt-
era’s DMR radios comes from infringe-
ment.

[15] In summarizing these arguments,
we do not endorse them. The problem is
that the district court did not engage with
them. Even a willful infringer like Hytera
is entitled to offer a proximate-cause theo-
ry for apportionment. Data General, 36
F.3d at 1175-76. The district court erred in
denying Hytera the opportunity to prove
that theory and instead requiring Hytera
to disprove but-for causation. See also
Cream Records, 754 F.2d at 828-29 (“In
cases ... where an infringer’s profits are
not entirely due to the infringement, and
the evidence suggests some division which
may rationally be used as a springboard ¢
18 the duty of the court to make some
apportionment.” (emphasis added) (quoting
Orgel v. Clark Boardman Co., 301 F.2d
119, 121 (2d Cir. 1962))).
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[16] To avoid apportionment on re-
mand, Motorola argues that the district
court’s silence on Hytera’s proximate-
cause arguments was simply an implicit
rejection of Hytera’s evidence, a factual
decision on damages that we should review
for clear error. See Entertainment USA,
Inc. v. Moorehead Communications, Inc.,
897 F.3d 786, 792 (Tth Cir. 2018). But the
failure to recognize Hytera’s right to seek
apportionment under the proximate-cause
track would be a legal error subject to de
novo review. See Clanton v. United States,
943 F.3d 319, 325 (7th Cir. 2019). The
problem is that we cannot tell from the
record whether the district court made a
factual determination (that Hytera’s proxi-
mate-cause arguments and evidence failed)
or a legal error (that but-for causation
ended the apportionment inquiry). See
Stop Illinois Health Care Fraud, LLC v.
Sayeed, 957 F.3d 743, 751 (7th Cir. 2020)
(remanding in similar situation); see also
Mozee v. Jeffboat, Inc., 746 F.2d 365, 370,
375 (Tth Cir. 1984) (vacating judgment and
remanding for new trial where district
court “made the necessary ultimate find-
ing” but “failed to make the subsidiary
findings necessary for us to follow its chain
of reasoning”). The absence of any findings
on Hytera’s proximate-cause theory “pre-
cludes effective appellate review” of the
issue. Mozee, 746 F.2d at 370. We also
cannot decide on this appeal the proper
method of apportioning Motorola’s domes-
tic copyright damages. We are “a court of
review,” not “one of first view.” Arreola-
Castillo v. United States, 889 F.3d 378, 383
(7Tth Cir. 2018), quoting Wood v. Milyard,
566 U.S. 463, 474, 132 S.Ct. 1826, 182
L.Ed.2d 733 (2012). The district court must
reconsider apportionment under the proxi-
mate-cause standard on remand based on
the evidence presented at trial and in the
parties’ Rule 52(b) filings.
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IV. The Copyright Statute of Limitations

[17]1 Before leaving copyright damages,
we address one final copyright issue re-
garding the three-year statute of limita-
tions for civil actions under the Copyright
Act. The Copyright Act provides: “No civil
action shall be maintained under the provi-
sions of this title unless it is commenced
within three years after the claim ac-
crued.” 17 U.S.C. § 507(b). Hytera argues
that Motorola’s copyright damages should
be limited to copyright violations commit-
ted in the three years before the date
Motorola amended its complaint to add
copyright claims. Motorola responds that
under the “discovery rule” adopted by this
circuit, it can recover for any copyright
violations discovered in the three years
prior to adding those claims. See Chicago
Bldg. Design v. Mongolian House, Inc.,
770 F.3d 610, 614 (7th Cir. 2014) (“Our
circuit recognizes a discovery rule in copy-
right cases ....”); Taylor v. Meirick, 712
F.2d 1112, 1117-18 (7th Cir. 1983) (adopt-
ing discovery rule).

[18] The “overwhelming majority of
courts” interpreting section 507(b) have
adopted a discovery rule to determine
when a claim accrues under this provision.
Starz Entertainment, LLC v. MGM Do-
mestic Television Distrib., LLC, 39 F.4th
1236, 1242 (9th Cir. 2022), quoting 6 Wil-
liam F. Patry, Patry on Copyright § 20:19
(2013); see also Warner Chappell Music,
Inc. v. Nealy, 601 U.S. 366, 372, 144 S. Ct.
1135, 218 L.Ed.2d 363 (2024) (eleven cir-
cuits apply a copyright discovery rule).
The discovery rule holds that a copyright
claim accrues and thus the copyright stat-
ute of limitations starts to run “when the
plaintiff learns, or should as a reasonable
person have learned, that the defendant
was violating his rights.” Mongolian
House, 770 F.3d at 614, quoting Gaiman v.
McFarlane, 360 F.3d 644, 653 (7th Cir.
2004). The alternative would be an “injury

rule,” under which the -claims accrue
“when the harm, that is, the infringement,
occurs, no matter when the plaintiff learns
of it.” Nealy v. Warner Chappell Music,
Inc., 60 F.4th 1325, 1330 (11th Cir. 2023),
affirmed, 601 U.S. 366, 144 S. Ct. 1135, 218
L.Ed.2d 363 (2024).

The proper interpretation of section
507(b)’s three-year statute of limitations
was the subject of a circuit split and recent
Supreme Court decision in Warner Chap-
pell Music, Inc. v. Nealy. In its briefs filed
before that decision, Hytera had asked us
to adopt the Second Circuit’s holding from
Sohm v. Scholastic Inc., which applied the
discovery rule but then imposed a three-
year limit on damages entirely distinct
from any rule of accrual. 959 F.3d 39, 51—
52 (2d Cir. 2020). In Nealy, the Supreme
Court abrogated Sohm’s reading of section
507(b), rejecting any such “judicially in-
vented damages limit.” 601 U.S. at 373, 144
S. Ct. 1135. We thus reject Hytera’s argu-
ment on this point.

We also decline Hytera’s alternative re-
quest that we overrule Taylor, 712 F.2d at
1117-18, which adopted the discovery rule.
Nealy was careful to leave the discovery
rule intact. The question presented in Nea-
ly “incorporate[d] an assumption: that the
discovery rule governs the timeliness of
copyright claims.” 601 U.S. at 371, 144 S.
Ct. 1135. The defendant in Nealy did not
challenge the application of the discovery
rule in its appeal to the Eleventh Circuit.
Id. at 371, 144 S. Ct. 1135. The Supreme
Court has “never decided whether that
assumption is valid,” and in Nealy, its
review “exclud[ed] consideration of the dis-
covery rule.” Id. Nealy did not overturn
this circuit’s settled adoption of the discov-
ery rule in copyright cases. See Mongolian
House, 770 F.3d at 614. District courts
throughout our circuit may continue to
apply the discovery rule to copyright
claims, as they routinely do. See Design
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Basics LLC v. Campbellsport Bldg. Supply
Inc., 99 F. Supp. 3d 899, 919 (E.D. Wis.
2015) (collecting cases).

Without a Supreme Court mandate to do
so, we decline Hytera’s invitation to depart
from our precedent and ten other circuits.
Consistent with the discovery rule, Moto-
rola is entitled to damages for all copy-
right violations it discovered in the three
years before it added its copyright claims.

V. Trade Secret Damages for Foreign
Sales

We now proceed to issues under the
Defend Trade Secrets Act. The DTSA is-
sues parallel two of the copyright issues,
dealing with (1) damages for sales outside
the United States and (2) apportionment of
damages. Hytera also challenges (3) the
punitive damages awarded under the
DTSA. We address the issues in that or-
der.

[19,20] The DTSA, like the Copyright
Act, is subject to the presumption against
extraterritoriality. The same two-step
framework from RJR Nabisco discussed
above also governs whether the DTSA ap-
plies extraterritorially. See RJR Nabisco,
Inc. v. European Community, 579 U.S.
325, 335-38, 136 S.Ct. 2090, 195 L.Ed.2d
476 (2016). At the first step, courts should
ask “whether the presumption against ex-
traterritoriality has been rebutted—that
is, whether the statute gives a clear, affir-
mative indication that it applies extraterri-
torially.” Id. at 337, 136 S.Ct. 2090. Once it
is determined that the statute is extrater-
ritorial, the scope of the statute “turns on
the limits Congress has (or has not) im-
posed on the statute’s foreign application.”
Id. at 337-38, 136 S.Ct. 2090.

7. The First Circuit has said in dicta that
“Congress was concerned with the theft of
American trade secrets abroad and intended
the DTSA to have extraterritorial reach.”
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[21] Whether the DTSA rebuts the
presumption against extraterritoriality at
the first step of the RJR Nabisco inquiry
is a question of first impression for our
circuit, and as far as we can tell, for any
circuit.” The DTSA took effect in May
2016, amending sections of the Economic
Espionage Act of 1996 (EEA), Pub. L. No.
104-294, § 101, 110 Stat. 3488. The EEA
had added chapter 90 to title 18 of the
United States Code, making the theft of
trade secrets a federal crime in many situ-
ations. § 101, 110 Stat. 3488. Section 1837
of chapter 90, entitled “Applicability to
conduct outside the United States,” pro-
vides: “This chapter also applies to conduct
occurring outside the United States if ...
an act in furtherance of the offense was
committed in the United States.” § 101,
110 Stat. at 3490.

Two decades later, the DTSA amended
chapter 90. It created a private right of
action, 18 U.S.C. § 1836(b), and added a
definition of “misappropriation,” 18 U.S.C.
§ 1839(5), mirroring the definition in the
Uniform Trade Secrets Act. See Defend
Trade Secrets Act of 2016, Pub. L. 114-
153, § 2(a) & (b)(3), 130 Stat. 376, 376, 380-
81 (2016). The DTSA made no changes to
section 1837.

During trial, Hytera objected to any
award of damages under the DTSA for
sales outside the United States. In a care-
ful opinion that parsed the DTSA and the
EEA, the district court held that the
DTSA rebutted the presumption against
extraterritoriality and allowed damages for
Hytera’s foreign sales. Motorola Solutions,
Inc. v. Hytera Communications Corp.
Ltd., 436 F. Supp. 3d 1150 (N.D. I11. 2020).
The court explained that “the clear indica-
tion of Congress in amend[ing] Chapter 90

Amyndas Pharmaceuticals, S.A. v. Zealand
Pharma A/S, 48 F.4th 18, 35 (1st Cir. 2022).
We agree.
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of Title 18 of the U.S. Code was to extend
the extraterritorial provisions of Section
1837 to Section 1836, meaning Section 1836
may have extraterritorial reach subject to
the restrictions in Section 1837.” Id. at
1162. That is, the district court found that
the DTSA rebutted the presumption
against extraterritoriality at step one of
the RJR Nabisco test. See id. at 1163. The
court further found that Hytera’s misap-
propriation fell within the limits on extra-
territorial reach set by section 1837, so
Motorola was entitled to recover all of
Hytera’s foreign profits from the misap-
propriation. Id. at 1163-66. In the alterna-
tive, the district court held that even if the
DTSA does not apply extraterritorially,
the facts of this case constituted a permis-
sible domestic application of the statute
under RJR Nabisco’s step two, and Moto-
rola could still recover Hytera’s profits
from foreign sales on those grounds. Id. at
1166-67.

We agree with the district court, and we
rely on its reasoning that section 1836 has
extraterritorial reach subject to the re-
strictions in section 1837 under RJR Na-
bisco’s first step. We summarize the key
points of statutory interpretation that led
the district court to conclude the DTSA
rebuts the presumption against extraterri-
toriality. We then address Hytera’s coun-
terarguments.®

A. The DTSA Applies Extraterritorial-
ly in This Case

The district court began by explaining
the history of the DTSA as a 2016 amend-
ment to chapter 90 of title 18, a chapter of
the U.S. Code that had been created to

8. At least three district courts outside this
circuit have also cited with approval Judge
Norgle’s reasoning on the DTSA’s extraterri-
toriality. Syntel Sterling Best Shores Mauritius
Ltd. v. TriZetto Grp., Inc., No. 15-cv-211-LGS,
2021 WL 1553926, at *14 (S.D.N.Y. Apr. 20,
2021), aff'd in part and vacated in part on

codify the EEA in 1996. Motorola, 436 F.
Supp. 3d at 1157. Because “Congress was
not acting to change an existing interpre-
tation of the EEA, but rather was creating
a private right of action in the statutory
chapter,” the district court concluded that
“the chapter amended through the DTSA
should be read as a cohesive whole.” Id. at
1158. The district court was correct that
the relevant statutory text is all of chapter
90.

The district court applied the “tradition-
al tools of statutory interpretation” under
RJR Nabisco’s step one to determine
whether the statutory text of chapter 90
clearly rebuts the presumption against ex-
traterritoriality. Id. at 1156. On “this first
step of the extraterritorial analysis, RJR
Nabisco cautions that ‘[t]he question is not
whether we think Congress would have
wanted a statute to apply to foreign con-
duct if it had thought of the situation
before the court, but whether Congress
has affirmatively and unmistakably in-
structed that the statute will do so.”” Id. at
1155-56 (alteration in original), quoting
RJR Nabisco, 579 U.S. at 335, 136 S.Ct.
2090. An express statement of extraterrito-
rial application is the clearest instruction
Congress could give. Here, however, nei-
ther the private right of action in 18 U.S.C.
§ 1836(b) nor the definition of “misappro-
priation” added by the DTSA in section
1839(5) includes express references to ex-
traterritorial conduct.

The district court correctly looked to the
rest of chapter 90 for guidance, including
the express extraterritoriality provision in
section 1837. Motorola, 436 F. Supp. 3d at

other grounds, 68 F.4th 792 (2d Cir. 2023);
Aldini AG v. Silvaco, Inc., No. 21-cv-06423-
JST, 2022 WL 20016826, at *14 (N.D. Cal.
Aug. 3, 2022); Herrmann Int’l, Inc. v. Herr-
mann Int’l Europe, No. 17-cv-00073-MR,
2021 WL 861712, at *16 (W.D.N.C. Mar. 8,
2021).
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1159. Section 1837 has been part of chap-
ter 90 since the EEA’s passage in 1996
with the title “Applicability to conduct out-
side the United States.” See § 101, 110
Stat. at 3490. It says in relevant part:
“This chapter also applies to conduct oc-
curring outside the United States if ... an
act in furtherance of the offense was com-
mitted in the United States.” 18 U.S.C.
§ 1837(2). The district court wrote that
section 1837 expressly rebutted the pre-
sumption against extraterritoriality, but
that a question remained as to whether, as
Hytera argues, “Section 1837 limits that
rebuttal only to criminal matters.” Motoro-
la, 436 F. Supp. 3d at 1159.

To resolve this question, the district
court applied the usual tools of statutory
interpretation. Section 1837 says that its
provisions governing extraterritoriality ap-
ply to “This chapter,” meaning all of chap-
ter 90. “From this language, which Con-
gress did not amend when it amended the
chapter,” the district court drew the infer-
ence “that Congress intended Section 1837
to apply to Section 1836.” Motorola, 436 F.
Supp. 3d at 1159. That is the most
straightforward reading of the statutory
text.

[22-26] The district court buttressed
this inference with other references to ex-
traterritorial conduct in the DTSA, includ-
ing the “notes that Congress included in
the piece of legislation passed as the
DTSA.” Id. at 1159-60. “It is a mistake to
allow general language of a preamble to
create an ambiguity in specific statutory or
treaty text where none exists.” Jogi v.
Voges, 480 F.3d 822, 834 (7th Cir. 2007)
(emphasis added). At the same time, “[w]e
cannot interpret federal statutes to negate
their own stated purposes.” King v. Bur-
well, 576 U.S. 473, 493, 135 S.Ct. 2480, 192
L.Ed.2d 483 (2015), quoting New York
State Dep’t of Social Servs. v. Dublino, 413
U.S. 405, 419-20, 93 S.Ct. 2507, 37 L.Ed.2d
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688 (1973). After courts have applied the
traditional tools of statutory construction
to arrive at what appears to be the best
reading of a statute, they may consider
express textual evidence of congressional
purpose elsewhere in the statute to double-
check their work, while keeping in mind
that “no legislation pursues its purposes at
all costs.” E.g., Rodriguez v. United
States, 480 U.S. 522, 525-26, 107 S.Ct.
1391, 94 L.Ed.2d 533 (1987). When Con-
gress has enacted its findings and pur-
poses in the statutory text, a judicial “al-
lergy to the word ‘purpose’ is strange.”
Harrington v. Purdue Pharma L.P., 603
U.S. —, —— n.6, 144 S.Ct. 2071, 2110
n.6, 219 L.Ed.2d 721 (2024) (Kavanaugh,
J., dissenting). “After all, ‘words are given
their meaning by context, and context in-
cludes the purpose of the text. The differ-
ence between textualist interpretation’ and
‘purposive interpretation is not that the
former never considers purpose. It almost
always does,” but ‘the purpose must be
derived from the text.” Id., quoting A.
Scalia & B. Garner, Reading Law 56
(2012); accord, William N. Eskridge, Inter-
preting Law: A Primer on How to Read
Statutes and the Constitution 105-06
(2016) (“[Plurpose clauses are enacted into
law as part of the statute and ... they
provide authoritative context for reading
the entire statute.”); Abbe R. Gluck, Com-
ment: Imperfect Statutes, Imperfect
Courts: Understanding Congress’s Plan in
the Eva of Unorthodox Lawmaking, 129
Harv. L. Rev. 62, 91 (2015) (“Textualists
have suggested for years that such enacted
statements of purpose would obviate the
dangers posed by legislative history,” col-
lecting sources). Congressionally enacted
legislative purposes and findings are part
of a statute’s text, and thus are one “per-
missible indicator of meaning” for courts.
Scalia & Garner, Reading Law 63.
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In the DTSA, Congress enacted its pur-
poses in the statutory text itself. The
DTSA’s legislative purposes and findings
expressed “the sense of Congress that ...
trade secret theft occurs in the United
States and around the world; ... trade
secret theft, wherever it occurs, harms the
companies that own the trade secrets and
the employees of the companies; ... [and]
chapter 90 ... applies broadly to protect
trade secrets from theft.” DTSA § 5, 130
Stat. at 383-84. The DTSA also added new
reporting requirements for the Attorney
General that had been absent in the origi-
nal EEA. Motorola, 436 F. Supp. 3d at
1160. Those required reports cover the
“scope and breadth of the theft of the
trade secrets of United States companies
occurring outside of the United States,”
the “threat posed” by those thefts, and the
“ability and limitations of trade secret
owners to prevent the misappropriation of
trade secrets outside of the United States,
to enforce any judgment against foreign
entities for theft of trade secrets, and to
prevent imports based on theft of trade
secrets overseas.” Id., quoting DTSA
§ 4(b), 130 Stat. at 383. The district court
correctly concluded: “Taken together, it is
clear that Congress was concerned with
actions taking place outside of the United
States in relation to the misappropriation
of U.S. trade secrets when it passed the
DTSA.” Motorola, 436 F. Supp. 3d at 1160.

The court paused to distinguish RJR
Nabisco, which had held that limiting lan-
guage in the Racketeer Influenced and
Corrupt Organizations Act as to the types
of damages available for civil claims limit-
ed the extraterritorial reach of RICO’s
private right of action as compared to its
criminal provisions. Id. The district court
found no such limiting language in the
DTSA’s private right of action in section
1836(b), which defined the remedies more
broadly than RICQ’s private right of ac-
tion. Id.

The district court then rejected Hytera’s
alternative argument that section 1837(2)’s
use of the word “offense” limits its extra-
territorial reach to criminal cases. The
court explained that “offense” could reach
both criminal and civil violations, so that
the extraterritorial provisions of section
1837 apply to civil claims under section
1836(b). Id. at 1160-62.

We agree with the district court’s care-
ful interpretation of the text of chapter 90,
including the private right of action in
section 1836(b), the extraterritoriality pro-
visions in section 1837(2), and the defini-
tion of “misappropriation” in section
1839(5). We also agree that other sections
of the DTSA confirm that Congress was
especially concerned with foreign misap-
propriation of U.S. trade secrets. See
DTSA, § 5, 130 Stat. at 383-84.

Because the DTSA rebuts the presump-
tion against extraterritoriality, the only
limits on its reach are “the limits Congress
has ... imposed on the statute’s foreign
application” in section 1837(2). See RJR
Nabisco, 579 U.S. at 337-38, 136 S.Ct.
2090. Section 1837(2) is satisfied if “an act
in furtherance of the offense was commit-
ted in the United States.” As the district
court wrote: “The offense, in the context of
the DTSA private cause of action, is the
misappropriation of a trade secret.” Moto-
rola, 436 F. Supp. 3d at 1163.

[27] Hytera argued in the district
court and on appeal that even if section
1837(2) does encompass civil violations,
section 1837(2) is not satisfied here be-
cause there was no domestic “‘act in fur-
therance’ of the purely extraterritorial
sales whose profits the district court
awarded to Motorola.” Hytera Br. at 60.
The district court found, however, that
Motorola had “presented evidence suffi-
cient to support a finding that an act in
furtherance of the offense has been com-
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mitted in the United States.” Motorola,
436 F. Supp. 3d. at 1163. We agree with
the district court.

[28] The DTSA defines “misappropria-
tion” as “acquisition of a trade secret” by
“Improper means,” or “disclosure or use of
a trade secret” by an unauthorized person
meeting certain other conditions. 18 U.S.C.
§ 1839(5)(A)-(B); accord, Motorola, 436 F.
Supp. 3d at 1163 (“[Mlisappropriation can
occur through any of three actions: (1)
acquisition, (2) disclosure, or (3) use.”). The
DTSA does not further define “use,” but
we agree with the district court. “Use” is
“any exploitation of the trade secret that is
likely to result in injury to the trade secret
owner or enrichment to the defendant,”
including “marketing goods that embody
the trade secret, employing the trade se-
cret in manufacturing or production, rely-
ing on the trade secret to assist or acceler-
ate research or development, or soliciting
customers through the use of information
that is a trade secret.” Motorola, 436 F.
Supp. 3d at 1164, quoting Restatement
(Third) of Unfair Competition, § 40, ecmt. c
(Am. L. Inst. 1995). The district court
found that “use” of the alleged trade se-
crets had occurred in the United States
because Hytera had advertised, promoted,
and marketed products embodying the sto-
len trade secrets at numerous trade shows
in the United States. Id. at 1165.

We agree that Hytera’s marketing of
products embodying Motorola’s stolen
trade secrets constituted domestic “use” of
those trade secrets, amounting to complet-
ed acts of domestic “misappropriation” un-
der 18 U.S.C. § 1839(5)(B). Hytera’s com-
pleted domestic acts of misappropriation
are sufficient to satisfy section 1837(2). We
affirm the district court’s holding that Hyt-
era committed an act in furtherance of
misappropriation of Motorola’s trade se-
crets in the United States. Id. at 1166. The
district court did not err by awarding Mo-
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torola relief based on Hytera’s worldwide
sales of products furthered by that misap-
propriation, regardless of where in the
world the remainder of Hytera’s illegal
conduct occurred.

B. Hytera’s Counterarguments

Hytera makes several arguments to op-
pose application of the DTSA to its sales
outside the United States. First, Hytera
argues that the district court erred by
considering 18 U.S.C. § 1837 in its extra-
territoriality analysis. That provision was
not added to chapter 90 as part of the
DTSA but was adopted earlier in 1996 as
part of the EEA, a different statute. Hyt-
era cites RJR Nabisco for its argument
that courts assessing the extraterritoriality
of a remedy must determine “whether the
statute gives a clear, affirmative indication
that it applies extraterritorially.” Hytera
Br. at 54 (emphasis by Hytera), quoting
579 U.S. at 337, 136 S.Ct. 2090. Hytera
takes this to mean that courts must “look
at the statute adopting the remedy, not to
another statute codified in a neighboring
provision.” Id. at 55.

This argument asks courts to disregard
the plain text of the DTSA and the EEA
and misreads RJR Nabisco, which deter-
mined the extraterritoriality of RICO’s
criminal provisions by considering a vari-
ety of other criminal statutes used as pred-
icate offenses for RICO. 579 U.S. at 338-
39, 136 S.Ct. 2090. Section 1837 applies by
its terms to all of chapter 90, including
section 1836. Hytera’s suggestion that we
treat section 1837 as meaning something
other than what it says faces a steep uphill
climb, and further statutory context makes
the climb impossible. See Morrison v. Na-
tional Australia. Bank Ltd., 561 U.S. 247,
265, 130 S.Ct. 2869, 177 L.Ed.2d 535 (2010)
(“Assuredly context can be consulted as
well.”). We have already mentioned the
DTSA’s legislative purposes section stating
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Congress’s concerns about foreign theft of
trade secrets. In addition, Congress wrote
the DTSA in such a way that it must be
interpreted in the larger context of chap-
ter 90. See DTSA § 5(3), 130 Stat. at 383—
84; see also 130 Stat. at 376 (DTSA formal-
ly titled “An Act [t]Jo amend chapter 90 of
title 18 ... to provide Federal jurisdiction
for the theft of trade secrets, and for other
purposes.”). The DTSA’s detailed line-edit-
ing of chapter 90 indicates that Congress
carefully relied on the existing provisions
of the EEA and wrote the DTSA so that
the provisions of both acts would mesh
smoothly. For example, to the EEA’s list
of exceptions from criminal liability, the
DTSA added that chapter 90 also would
not “create a private right of action” for
the same exceptions. DTSA § 2(c), 130
Stat. at 381. Congress made detailed
changes to other sections of chapter 90 but
not to section 1837. We treat that choice as
intentional, not an oversight, and we apply
the plain meaning of section 1837. See
Gross v. FBL Financial Services, Inc., 557
U.S. 167, 174, 129 S.Ct. 2343, 174 L.Ed.2d
119 (2009). The extraterritorial provisions
of section 1837 extend to the private right
of action in section 1836(b).

Hytera also renews its argument that
the term “offense” in section 1837(2)
reaches only criminal trade secret thefts.
First, Hytera argues that because the
EEA provided only criminal jurisdiction
over trade secret thefts, Congress must
have meant the term “offense” in section
1837 to refer only to criminal violations.
Second, Hytera argues that interpreting
“offense” to cover civil violations runs con-
trary to the Supreme Court’s earlier state-
ment that, “while the term ‘offense’ is
sometimes used” to denote civil violations,
“that is not how the word is used in Title

9. As enacted in 1996, the EEA contained a
limited a civil remedy, codified in 18 U.S.C.
§ 1836(a), authorizing only the Attorney Gen-

18.” Kellogg Brown & Root Services, Inc.
v. United States ex rel. Carter, 575 U.S.
650, 659, 135 S.Ct. 1970, 191 L.Ed.2d 899
(2015). Neither argument is persuasive.

[29] Hytera’s first argument would
have been persuasive before passage of the
DTSA in 2016. The EEA extended federal
jurisdiction only over criminal violations,
so “offense” in section 1837 could have
referred initially only to criminal viola-
tions.? But as the district court noted, “the
fact that Congress has amended a statute
sheds light on how the statute is to be
interpreted.” Motorola, 436 F. Supp. 3d at
1157, citing Gross, 557 U.S. at 174, 129
S.Ct. 2343. The district court reiterated
that “Congress also did not amend the
introductory language of Section 1837,
which states that Section 1837 applies to
‘this chapter'—a chapter which now in-
cludes Section 1836’s private cause of ac-
tion.” Id. We agree that Congress’s deci-
sion to leave the introductory language in
section 1837 unchanged, such that it con-
tinues to cover all of chapter 90, is more
persuasive textual evidence than Hytera’s
assertion that the Congress believed the
term “offense” could not encompass civil
violations.

Second, Hytera also relies on language
from Kellogg Brown that, “while the term
‘offense’ is sometimes used” to denote civil
violations, “that is not how the word is
used in Title 18.” 575 U.S. at 659, 135 S.Ct.
1970. The argument gets the Supreme
Court’s reasoning in Kellogg Brown exact-
ly backwards. The Court recognized that
“the term ‘offense’ is sometimes used ...
to denote a civil violation.” Id. The Court’s
statement that the term was not used that
way in title 18 was a description of title 18
in 2015, not a sweeping command that the
word may never be used in title 18 to refer

eral to seek injunctions against criminal viola-
tions of the EEA.
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to a civil violation. Id. (“Although the term
appears hundreds of times in Title 18,
neither respondent nor the Solicitor Gen-
eral, appearing as an amicus in support of
respondent, has been able to find a single
provision of that title in which ‘offense’ is
employed to denote a civil violation.”).

Kellogg Brown was decided a year be-
fore the DTSA was enacted. To the extent
the DTSA’s drafters considered the Su-
preme Court’s guidance on whether it was
necessary to modify the term “offense,”
Kellogg Brown would have reassured them
that “offense” could in fact encompass civil
violations. If Kellogg Brown had been
handed down after the DTSA amended
title 18, Hytera’s argument might be
stronger. But because the DTSA was en-
acted after Kellogg Brown, section 1837’s
use of the term “offense” to encompass
section 1836’s civil violations would have
provided the “single provision of that title”
the Supreme Court looked for but did not
find in Kellogg Brown. Id.

Hytera also argues briefly that it would
be anomalous for the DTSA’s private right
of action to have extraterritorial reach
when other intellectual property statutes,
such as the Copyright Act, do not. We see
nothing necessarily anomalous about mak-
ing different policy choices for different
statutes. The issue for us is statutory in-
terpretation, not the public policy choices.
The DTSA’s text expressly applies outside
the United States and distinguishes it from
other intellectual property laws. See DTSA
§ 2(g), 130 Stat. at 382, to be set out as a
note under 18 U.S.C. § 1833 (“[TThe
amendments made by this section shall not
be construed to be a law pertaining to
intellectual property for purposes of any
other Act of Congress.”). We agree with
the district court that the express extra-
territoriality provisions of section 1837 ap-
ply to the DTSA’s private right of action in
section 1836(b). Motorola may recover

108 FEDERAL REPORTER, 4th SERIES

damages for Hytera’s “conduct occurring
outside the United States,” including its
foreign sales of products containing the
stolen trade secrets.

C. Domestic “Act in Furtherance”

[30] Hytera also argues on appeal that
the district court erred in holding that it
had committed a domestic act in further-
ance of its foreign misappropriation. Hyt-
era asserts in a single sentence that its
“participation [in] U.S. trade shows cer-
tainly was not an ‘act in furtherance’ of . ..
purely extraterritorial sales,” pointing to
arguments earlier in its brief about Moto-
rola’s trade-show theory of extraterritori-
ality under the Copyright Act. Hytera Br.
at 60. Hytera’s argument seeks to import
the completed-act and causation require-
ments from copyright law’s predicate-act
doctrine into section 1837(2). For reasons
we have explained, though, the extraterri-
torial reach of the DTSA is far broader
than that of the Copyright Act. Section
1837(2)’s requirement of “an act in further-
ance of” the misappropriation does not re-
quire a completed act of domestic misap-
propriation, nor does it impose a specific
causation requirement.

[31]1 Instead, as at least one other
court has recognized, the “act in further-
ance of” language in section 1837(2) “is
regularly used in the area of federal con-
spiracy law.” Motorola, 436 F. Supp. 3d at
1165, quoting Luminati Networks Ltd. v.
BIScience Inc., No. 2:18-c¢v-00483-JRG,
2019 WL 2084426, at *9 (E.D. Tex. May
13, 2019), citing in turn Yates v. United
States, 354 U.S. 298, 334, 77 S.Ct. 1064, 1
L.Ed.2d 1356 (1957) (“[T]he overt act must
be found .. .to have been in furtherance of
a conspiracy ....”) (emphasis added); see
also Findlay v. McAllister, 113 U.S. 104,
114, 5 S.Ct. 401, 28 L.Ed. 930 (1885) (“[I]t
must be shown not only that there was a
conspiracy, but that there were tortious
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acts in furtherance of it ....”) (emphasis
added). “[W]here Congress borrows terms
of art in which are accumulated the legal
tradition and meaning of centuries of prac-
tice, it presumably knows and adopts ...
the meaning its use will convey to the
judicial mind unless otherwise instructed.”
Morissette v. United States, 342 U.S. 246,
263, 72 S.Ct. 240, 96 L.Ed. 288 (1952). We
thus consider the established legal mean-
ing of “an act in furtherance of”’ when
interpreting section 1837(2).

[32] These origins in the law of con-
spiracy make clear that, unlike copyright’s
predicate-act doctrine for extraterritorial
application, section 1837(2) does not re-
quire a completed act of domestic misap-
propriation, nor does it impose a causation
requirement. The Copyright Act does not
apply extraterritorially, so to recover dam-
ages for foreign copyright infringement
under RJR Nabisco’s step two, a plaintiff
is required to show specific causation. See
Tire Engineering & Distrib, LLC .
Shandong Linglong Rubber Co., 682 F.3d
292, 308 (4th Cir. 2012) (“[Pllaintiff is re-
quired to show a domestic violation of the
Copyright Act and damages flowing from
foreign exploitation of that infringing act
to successfully invoke the predicate-act
doctrine.”) (emphasis added). Conversely,
there is a causation requirement in the
DTSA between misappropriation and the
resulting damages, but it is imposed in the
cause of action itself, not by section 1837’s
extraterritoriality provisions. See
§ 1836(b)(3)(B){d) (authorizing award of
damages and unjust enrichment “caused
by the misappropriation.”). We therefore
reject the proposition that section 1837(2)’s
“in furtherance of” language requires spe-
cific causation between the qualifying do-
mestic act and particular foreign sales for
which damages are sought.

[33] Nor does the “act in furtherance
of” language require a completed act of

domestic misappropriation. To further a
criminal conspiracy, an overt act, “taken
by itself,” need not “be criminal in charac-
ter.” Yates, 354 U.S. at 334, 77 S.Ct. 1064.
By the same reasoning, an act in further-
ance of a civil misappropriation need not
itself be a complete violation of the law:
Applied to the DTSA, Yates makes clear
that the act in furtherance of the offense
of trade secret misappropriation need
not be the offense itself or any element
of the offense, but it must “manifest that
the [offense] is at work” and is not sim-
ply “a project [...] in the minds of the”
offenders or a “fully completed opera-
tion.” Put another way, an act that oc-
curs before the operation is underway or
after it is fully completed is not an act
“in furtherance of” the offense.

Luminatz, 2019 WL 2084426, at *10, quot-
ing Yates, 354 U.S. at 334, 77 S.Ct. 1064.

[34,35] We agree with this analysis.
We also agree with Judge Norgle’s conclu-
sion that under the DTSA, misappropria-
tion does not begin and end with the de-
fendant’s initial acquisition of plaintiff’s
trade secrets. Rather, “misappropriation”
includes the defendant’s illicit and ongoing
“disclosure or use” of the stolen secrets. 18
U.S.C. § 1839(5)(B). Section 1837(2) is sat-
isfied if “an act in furtherance of” a disclo-
sure or use of a stolen trade secret oc-
curred in the United States. Once that
condition is met, the private right of action
in section 1836(b) “also applies to conduct
occurring outside the United States” for
any foreign conduct related to “the of-
fense.” 18 U.S.C. § 1837. Just as a single
criminal conspiracy can encompass a large
number of independently unlawful acts
within its secope, so too can an “offense” in
section 1837(2) encompass an entire “oper-
ation” comprising many individual acts of
misappropriation. See Yates, 3564 U.S. at
334, 77 S.Ct. 1064. So long as “an act in
furtherance of the offense was committed
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in the United States,” 18 U.S.C. § 1837(2),
then all damages caused by the offense are
recoverable under sections 1836(b) and
1837(2), wherever in the world the rest of
the underlying conduct occurred.

We have already agreed with the district
court’s finding that Hytera’s use of Moto-
rola’s trade secrets at U.S. trade shows
was not just a domestic “act in furtherance
of” misappropriation but was itself a com-
plete domestic act of misappropriation.
Motorola, 436 F. Supp. 3d. at 1165. Hytera
thus committed an “act in furtherance of”
its worldwide “offense” within the United
States, and thus satisfied “the limits Con-
gress has ... imposed on the statute’s
foreign application” in section 1837(2). See
RJR Nabisco, 579 U.S. at 337-38, 136
S.Ct. 2090. We reject Hytera’s arguments
to the contrary. The district court properly
awarded Hytera’s profits on all worldwide
sales of products caused by the offense,
regardless of where in the world the re-
mainder of Hytera’s illegal conduct oc-
curred. In this case, Hytera’s “offense”
encompassed all misappropriations arising
from the initial unlawful acquisitions by
the former Motorola employees. Thus, un-
der the DTSA’s private right of action in
18 U.S.C. § 1836(b), Motorola can recover
damages for all foreign sales involving the
trade secrets acquired by theft.

[36,37] We conclude on extraterritori-
ality with two further issues. First, we
agree with the district court’s alternative
finding that, even if the DTSA did not
apply extraterritorially under RJR Nabis-
co’s step one, this case would still amount
to a permissible domestic application of the
DTSA under RJR Nabisco’s step two. See
579 U.S. at 337, 136 S.Ct. 2090. Second,
because Motorola can recover all of Hyt-
era’s global profits caused by its illicit
acquisition and use of Motorola’s trade
secrets, regardless of where the misappro-
priations occurred, any recovery under the
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Illinois Trade Secrets Act would duplicate
recovery to Motorola for the same injuries
from the loss of its trade secrets. Because
additional damages would not be available
under the ITSA, we need not address the
district court’s holding that the ITSA does
not apply extraterritorially. See Motorola,
436 F. Supp. 3d at 1170.

VI. DTSA Apportionment and Harmless
Error

Hytera raises the same arguments with
respect to apportionment of the DTSA
compensatory damages that it raised on
copyright damages. The DTSA’s compen-
satory damages scheme closely parallels
the language of the Copyright Act dis-
cussed above. The Copyright Act allows
recovery for “actual damages ... and any
profits of the infringer that are ... not
taken into account in computing the actual
damages.” 17 U.S.C. § 504(b). The DTSA
allows recovery of “damages for actual loss
... and ... for any unjust enrichment ...
that is not addressed in computing dam-
ages for actual loss .7 18 US.C.
§ 1836(h)(3)(B)).

[38] Federal courts routinely apply
their reasoning about apportionment to
unjust enrichment awards under a variety
of statutes. See Sheldon v. Metro-Goldwyn
Pictures Corp., 309 U.S. 390, 401, 60 S.Ct.
681, 84 L.Ed. 825 (1940) (extending appor-
tionment causation doctrine from patent
law to copyright infringement). Applying a
different federal statute, this court has
noted:

The problem of apportioning a wrong-

doer’s profits between those produced

by his or her own legitimate efforts and
those arguably resulting from his or her
wrong is familiar to courts in other ar-
eas of the law. Where [a federal statute]
is silent as to how profits should be
apportioned, we draw on those other
areas of law for guidance. Perhaps the
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closest analogy is the apportionment of a

copyright infringer’s profits.
Leigh v. Engle, 727 F.2d 113, 138 (7th Cir.
1984) (extending copyright and patent ap-
portionment reasoning to profitable invest-
ments made through breaches of fiduciary
duties under ERISA). Here, we apply the
case law regarding proof of causation for
apportionment of awards under the Copy-
right Act to the DTSA. As with copyright
damages, the district court also erred in
closing off to Hytera the proximate-cause
track to support possible apportionment of
DTSA damages.

But this does not end our inquiry. Moto-
rola argues that failure to apportion the
DTSA compensatory damages award was
harmless. Its theory is that 18 U.S.C.
§ 1836(b)(3)(B) offers an alternative calcu-
lation of compensatory damages under the
DTSA. This alternative calculation would
add Motorola’s own lost profits ($86.2 mil-
lion, as found by the district judge) to
Hytera’s avoided R&D costs ($73.6 million,
as also found by district judge), for a total
of $159.8 million. Neither of those amounts
is subject to apportionment, so Motorola
would be entitled to the entire $159.8 mil-
lion under this calculation. This amount is
greater than the amount of Hytera’s prof-
its actually awarded by the district court
as unjust enrichment, $135.8 million, which
was potentially subject to apportionment.
Motorola does not seek the $24 million
difference in its cross-appeal, but it argues
that the availability of a $159.8 million
compensatory damages award makes the
district court’s failure to apportion the
$135.8 million award a harmless error.

Hytera counters with two arguments:
first, that the district court did not actually
make a factual finding on Motorola’s
amount of lost profits, and second, that
even if the court made such a factual find-
ing, the amount of Motorola’s lost profits is
a legal (not equitable) remedy on which

Hytera is entitled to a jury finding in the
first instance. Neither argument is persua-
sive. The first is clearly incorrect on the
record. The second is a true statement of
the law—lost profits are a legal remedy
rather than an equitable one—but Hytera
forfeited the argument that it was entitled
to a jury trial on that issue by failing to
raise it in its opening brief.

[391 We thus find that the district
court’s failure to apportion the $135.8 mil-
lion in compensatory damages under the
DTSA was a harmless error. We first ex-
plain why Motorola’s alternate calculation
of compensatory damages is valid under
the DTSA. We then explain why Hytera
forfeited its arguments that the jury need-
ed to make any finding on the issue.

A. Compensatory Damages Under the
DTSA

The DTSA offers a trade secret plaintiff
the greatest of three distinct calculations
for compensatory damages in 18 U.S.C.
§ 1836(b)(3)(B). Under the DTSA, Motoro-
la is entitled to “(I) damages for actual loss
caused by the misappropriation of the
trade secret; and (II) damages for any
unjust enrichment caused by the misap-
propriation of the trade secret that is not
addressed in computing damages for actu-
al loss,” § 1836(b)(3)(B)({), or “in lieu of
damages measured by any other methods,
[the district court may award] damages
caused by the misappropriation measured
by imposition of liability for a reasonable
royalty for the misappropriator’s unautho-
rized disclosure or use of the trade secret,”
§ 1836(b)(3)(B)(ii). See MedImpact Health-
care Systems, Inc. v. IQVIA Holdings
Inc., No. 19-¢v-1865-GPC (DEB), 2022 WL
5460971, at *4 (S.D. Cal. Oct. 7, 2022)
(describing DTSA’s “three separate meas-
ures of damages”). The third method for
calculating damages, ascertaining the value
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of a reasonable royalty, is not at issue
here. We do not discuss it further.

[40,41] The statutory language for the
DTSA’s first two methods of calculating
damages parallels the Copyright Act. See
17 U.S.C. § 504(b). A plaintiff’s first option
is to recover as unjust enrichment the
entire amount of the defendant’s profits
caused by the misappropriation. On this
path, once the plaintiff proves the defen-
dant’s total profits from the theft, the de-
fendant has an opportunity to seek appor-
tionment by proving how its own efforts
contributed to those profits. See id. A
plaintiff’s second option is to prove as
damages its actual losses (a legal remedy)
plus any gains to the defendant not ac-
counted for in plaintiff’s actual losses as
unjust enrichment (an equitable remedy).
If a plaintiff follows this path and tries to
prove its own losses, it must also show that
the additional amount of unjust enrich-
ment it seeks from defendant will not du-
plicate its own lost profits. In this case, for
example, it would be double-counting for
Motorola to count the same unit of sale as
both lost profits to itself and unjust enrich-
ment to Hytera. We explained this princi-
ple under the Copyright Act in Taylor v.
Meirick:

Taylor presented no evidence that sell-

ing the infringing maps was more profit-

able to Meirick than selling more of the
original maps would have been to him-
self. True, he would not have had to
present such evidence if he were seeking
to recover Meirick’s profits as the sole
item of damages, as the statute permit-

10. We agree with the Second Circuit that
“avoided costs are recoverable as damages
for unjust enrichment under the DTSA” when
the defendant’s ‘“‘misappropriation injure[s
plaintiff] beyond its actual loss.” Syntel Ster-
ling Best Shores Mauritius Ltd. v. The TriZetto
Grp., Inc., 68 F.4th 792, 809-10 (2d Cir. 2023)
(emphasis in original). Hytera’s avoided R&D
costs are recoverable as unjust enrichment in
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ted him to do. But since he was trying to
recover both his lost profits and Meir-
ick’s profits, he had to show what part of
Meirick’s profits he, Taylor, would not
have earned had the infringement not
occurred; in other words, he had to sub-
tract his profits from Meirick’s.

712 F.2d 1112, 1120 (7th Cir. 1983) (first
emphasis added).

[42-44] A successful plaintiff is entitled
to the larger of these two amounts. Id.
(characterizing the paths as a choice for
plaintiff, but “an easy choice” where one
amount is larger than the other). Judge
Shadur made the same point in Respect
Inc. v. Committee on Status of Women,
also interpreting the Copyright Act:

[TThe plain meaning of [Section
504(b)] is that the copyright owner is
entitled to the greater of (1) its own
actual damages and (2) the infringer’s
profits. Indeed the enactment was a cor-
rective measure to overturn the line of
some prior case law authority that had
granted copyright owners the sum of
their actual damages plus the infringer’s
profits.

821 F. Supp. 531, 532 (N.D. Ill. 1993)
(emphases in original). The bottom line is
that Motorola is entitled to the larger of
(1) Hytera’s total profits from the theft, as
unjust enrichment (subject to apportion-
ment), or (2) the sum of Motorola’s own
actual losses and any additional amount of
unjust enrichment not accounted for in
those actual losses, which in this case in-
cludes Hytera’s avoided R&D costs.?

this case because its misappropriation injured
Motorola beyond its actual losses. Hytera
“‘used the claimant’s trade secrets in devel-
oping its own product,” thereby diminishing
the value of the trade secret to the claimant.”
Id. at 812, quoting GlobeRanger Corp. v. Soft-
ware AG U.S. of America, Inc., 836 F.3d 477,
499 (5th Cir. 2016) (alteration omitted).
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[45] Crucially for this case, a plaintiff
is entitled to factual determinations as to
the amounts available under both paths for
calculating its compensatory damages.
“There is of course only one way to deter-
mine which of two numbers is larger, and
that is to ascertain both of those numbers.”
Respect Inc., 821 F. Supp. at 532 (empha-
sis in original); accord, Navarro v. Procter
& Gamble Co., 529 F. Supp. 3d 742, 749
(S.D. Ohio 2021) (“While [the Copyright]
Act did not expressly tell courts to take
actual damages into account in ascertain-
ing the profits award, that is inherent in
the statutory scheme.”). If a plaintiff ade-
quately preserves its arguments for com-
pensatory damages under both theories
through the close of trial and any relevant
post-trial motions, as Motorola did here,
the factfinder is obliged to make findings
as to the amount of compensatory dam-
ages available by each path. Plaintiff
should then be awarded the greater of the
two amounts.

B. Key Procedural Steps and Missteps

The path to the final judgment on this
issue included some missteps and course
corrections during and after trial. First,
Motorola (and Hytera) believed through-
out trial that Motorola’s unjust-enrichment
theory would likely produce a higher ver-
dict than its lost-profits theory. Still, Moto-
rola always preserved its right to receive
the higher of the two sums. The jury was
also instructed to calculate both numbers
and to award the higher.!!

Second, the district court submitted all
damages issues to the jury under the mis-
taken impression that all awards would be

11. Motorola’s expert, its counsel, and the dis-
trict judge proceeded through trial under the
misapprehension (eventually corrected by the
district judge) that the amount of Hytera's
avoided R&D costs ($73.6 million) could be
added to Hytera’s profits (ultimately argued
by Motorola to be $135.8 million) without

legal remedies rather than equitable. After
the trial, Hytera convinced Judge Norgle
that he had been wrong. He then treated
the jury verdict as advisory. The jury’s
verdict form included only one total for
compensatory damages and one total for
exemplary damages. After trial, however,
the evidence and arguments allowed Judge
Norgle to break down the separate
amounts awarded by the jury for copyright
and trade secret damages.

Third, in post-trial briefing and pro-
posed findings and conclusions, Motorola
asked Judge Norgle to find two facts spe-
cifically: (1) that Motorola’s lost profits
under the DTSA were $86.2 million, and
(2) that Hytera’s avoided R&D costs were
$73.6 million. Hytera objected to both
numbers on their merits. It also objected
to having the district court make the initial
finding on lost profits, arguing that lost
profits were a legal remedy requiring a
jury determination in the first instance.

After receiving the parties’ proposed
findings of fact and law, Judge Norgle
adopted both of Motorola’s proposed find-
ings on the amounts of its lost profits and
Hytera’s avoided R&D expenses. Hytera
mistakenly argues on appeal that the dis-
trict court made no express finding as to
the amount of Motorola’s lost profits. See
Dkt. No. 1100, 1 10 (“The $209.4 million
[awarded by the jury for Hytera’s unjust
enrichment] exceeds Motorola’s $86.2 mil-
lion in Motorola’s lost profits due to Hyt-
era’s trade secret misappropriation under
the DTSA.”) (emphasis added); id. 1 46
(“[TThe Court finds that the evidence sup-
ports $73.6 million for Hytera’s avoided

causing a double recovery. Motorola persisted
in this mistaken argument, seeking $209.4
million in unjust enrichment from Hytera,
until Judge Norgle’s post-trial findings of fact
and conclusions of law corrected the mistake
and reduced the unjust enrichment award to
$135.8 million.
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research and development costs for Hyt-
era’s trade secret misappropriation under
the DTSA.”) (emphasis added). The court
made these express findings in the course
of figuring out which of the two compensa-
tory damages paths produced the greater
number. The court did not expressly ad-
dress Hytera’s argument that the jury
would have had to make any finding about
Motorola’s lost profits, but it incorporated
by reference the reasoning in its earlier
post-trial order that “the jury award for
actual losses pursuant to the DTSA is ...
a legal remedy.” Motorola Solutions, Inc.
v. Hytera Communications Corp., 495 F.
Supp. 3d 687, 708 (N.D. Ill. 2020). The
problem with this answer is that the jury
verdict did not include any explicit finding
on the amount of Motorola’s actual losses.

Fourth, the district court’s post-trial de-
cisions and findings should have brought
the present harmless-error and jury-ver-
sus-judge problems into focus for the par-
ties. The district court correctly found that
the avoided R&D costs should be subtract-
ed from Hytera’s profits to avoid double-
counting. That lowered the potential un-
just-enrichment award from $209.4 million
to $135.8 million, which put that amount
now below the sum of Motorola’s own lost
profits and Hytera’s avoided R&D costs
($159.8 million). The district court also
made an express finding on the amount of
Motorola’s lost profits, ($86.2 million) while
incorporating by reference its own earlier
reasoning that the amount of that award
was a legal (not equitable) remedy. And
after saying (incorrectly) that the maxi-
mum compensatory damages recoverable
by Motorola under the DTSA were Hyt-
era’s unjust enrichment profits of $135.8
million, the court failed to show it applied
the right causation standard to Hytera’s
contributions to its profits.

[46] If the district court had properly
followed DTSA’s statutory remedial
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scheme, the court should have awarded
Motorola the sum of its own lost profits
and Hytera’s avoided R&D for a total of
$159.8 million (not subject to apportion-
ment) as soon as it became clear that this
total was greater than the amount of Hyt-
era’s profits recoverable through unjust
enrichment, $135.8 million (still subject to
reduction by apportionment). Motorola has
not cross-appealed, however, on the $24
million difference between that amount
and the final award of $135.8 million. Still,
the district court’s failure to apportion its
erroneous lower amount of $135.8 million
was harmless unless Hytera was entitled
to have the jury decide the amount of
Motorola’s lost profits.

C. Forfeiture on Appeal

[47-49] No one should be surprised
that in a case of this complexity and scope,
the leisurely hindsight available on appeal
will turn up arguable errors favoring both
sides. Nor should anyone be surprised that
some arguable errors were not properly
preserved for appeal. Most rights, includ-
ing constitutional rights, are subject to
waiver and forfeiture. That includes a par-
ty’s right to have a jury determine any
legal remedy in the first instance. That
right is not absolute. It can be waived,
leaving factual questions instead to the
court. E.g., Lacy v. Cook County, 897 F.3d
847, 860 (7th Cir. 2018). In addition, order-
ly presentation of issues for appeal is criti-
cal, particularly in a case with as many
issues swirling around as in this one. “An
issue that falls within the scope of the
judgment appealed from that is not raised
by the appellant in its opening brief on
appeal is necessarily waived.” Lexion Med-
ical, LLC v. Northgate Technologies, Inc.,
618 F. Supp. 2d 896, 902 (N.D. IIL. 2009),
citing Amado v. Microsoft Corp., 517 F.3d
1353, 1360 (Fed. Cir. 2008); accord, Diner-
stein v. Google, LLC, 73 F.4th 502, 512
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(7th Cir. 2023). We find that Hytera for-
feited its objections to the district court’s
determination of Motorola’s lost profits
and Hytera’s own avoided R&D costs
when it failed to challenge those findings
in its opening brief on appeal.

Here, Hytera sufficiently preserved in
the district court its arguments that Mo-
torola’s lost profits were a legal remedy
to be decided by a jury. It made that
point in its proposed findings of fact and
conclusions of law after trial. The critical
forfeiture occurred in its opening brief on
appeal, however, when Hytera did not
challenge the district court’s finding of
fact on Motorola’s lost profits. Recall the
structure of the trade secret statute, with
its two paths to calculate compensatory
damages. Motorola is entitled to recover
by whichever path awards the larger
amount and entitled to a factual finding
on both amounts. Motorola preserved
both paths for itself through trial and
post-trial briefing. Hytera’s arguments
(that eventually proved successful) to re-
duce the maximum amount of Hytera’s
profits obtainable as unjust enrichment on
the first path necessarily put in issue the
amount alternatively available on the sec-
ond path (the sum of Motorola’s lost prof-
its and Hytera’s avoided R&D). The dis-
trict court, as required by statute, made
express calculations and findings as to the
amounts available on both paths. Those
findings were available to support the
judgment unless Hytera challenged them.
Hytera did not do so in its opening brief
in its own appeal, forgoing its opportunity
to challenge them.

As noted, Hytera contested the $86.2
million lost profits finding in its own pro-
posed findings of fact before the district
court made its final decision on the issue.
But after the court issued its order and
findings of fact, Hytera dropped any dis-
pute with the amount of Motorola’s lost

profits and with whether the issue was for
the jury or the court. Critically, Hytera
failed to raise the issue in the opening
brief for its appeal to this court. We have
explained:
[Plarties can waive the right to jury trial
by conduct just as they can by written
or oral statements. ... A failure to ob-
ject to a proceeding in which the court
sits as the finder of fact “waives a valid
jury demand as to any claims decided in
that proceeding, at least where it was
clear that the court intended to make
fact determinations.”

Fillmore v. Page, 358 F.3d 496, 503 (Tth
Cir. 2004), quoting Lowvelace v. Dall, 820
F.2d 223, 227 (7th Cir. 1987); accord, Unit-
ed States v. Resnick, 594 F.3d 562, 569
(7th Cir. 2010) (same).

In its second brief on appeal, in re-
sponse to Motorola’s argument for harm-
less error, Hytera argued that it had no
reason to raise the issue in its opening
brief because neither the judge nor the
jury had made a finding on lost profits.
That is not correct. The text of the DTSA
plainly required a comparison of the
amounts recoverable by Motorola under
both paths to determine the greater
amount. Neither party has disputed that
requirement during or after trial. The dis-
trict court made crystal clear that it was
treating the jury verdict as advisory. That
meant the court was obliged to make find-
ings on both theories of compensatory
damages. See Respect Inc., 821 F. Supp. at
532. It did so here. Even (or especially) if
the district court erred in failing to appor-
tion the amount recoverable by Motorola
on the unjust-enrichment path, we would
still have to consider the alternative calcu-
lation to determine Motorola’s entitlement
to compensatory damages under the
DTSA. That alternate path, Motorola’s lost
profits plus Hytera’s avoided R&D, was
supported by express factual findings by
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the district court. Hytera was not entitled
to take aim at lowering just one of the two
alternative paths for awarding damages
for its theft of trade secrets while being
forgiven for failing to challenge a clear
finding by the district court concerning a
higher amount available on the alternate
path.

To be clear, we do not adopt or apply
here a broad rule that any appellant must
anticipate and address any possible harm-
less-error arguments in its opening brief.
Hytera’s forfeiture of its challenge to the
district court’s lost profits finding in this
case is based on the structure of these
alternative statutory remedies, where the
statute requires the factfinder to calculate
both amounts and to award the higher.
The statutory text is plain. Both sides
were clearly aware throughout trial that
lost profits and unjust enrichment were
two alternate theories of recovery. Both
were aware that Motorola would be enti-
tled to recover the greater amount. Moto-
rola did not sneak its $86.2 million figure
in under Hytera’s nose; far from it. Hytera
spent several pages challenging this figure
in its own proposed findings of fact and
law. But after the district court adopted
Motorola’s proposed lost profits amount,
Hytera failed to challenge it in its opening
brief to this court.

[50] This situation is akin to a simpler
case. Imagine a defendant is sued for one
injury on both a tort theory and a contract
theory. At trial, the defendant loses on
both theories, and in a special verdict, the
jury awards the same amount under each
theory. The defendant cannot win on ap-
peal without challenging both theories.
Showing only, for example, that the jury
instructions on the tort theory were wrong
would not affect the contract verdict. On
appeal, the defendant-appellant could not
argue only that the tort finding was erro-
neous, saving its contract issues for its
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reply brief, after the winning plaintiff
points out that any tort-theory errors were
harmless because the defendant failed to
challenge an independent basis for the ver-
dict. “When a district court bases its ruling
on two grounds and a plaintiff challenges
only one on appeal, she ‘waive[s] any claim
of error in that ruling.” Appvion, Inc.
Retirement Savings & Employee Stock
Ownership Plan by & through Lyon v.
Buth, 99 F.4th 928, 954 (7th Cir. 2024)
(alteration in original), quoting Landstrom
v. Illinois Dep’t of Children & Family
Services, 892 F.2d 670, 678 (7th Cir. 1990).

Finally, Hytera’s failure does not impli-
cate any of the countervailing interests
that have motivated us in rare cases to
overlook forfeiture or waiver of the right
to a jury trial on legal issues. Both parties
to this case are highly sophisticated, and
the district court’s intent to make factual
findings was clear. Hytera had plenty of
notice and opportunity to challenge them
on appeal. Cf. Lacy, 897 F.3d at 860 (de-
clining to find waiver where “the district
court failed to communicate its intent to
make conclusive factual determinations”);
see also Chapman v. Kleindienst, 507 F.2d
1246, 1253 (7th Cir. 1974) (explaining
“[nJormally, the failure to object [to resolu-
tion of factual issues by the trial judge]

. would constitute a waiver of the right
to a jury trial,” but making exception for
pro se litigant who “may not have been
aware of his right to object to a hearing to
the court”).

In sum, although the district court erred
by failing to apply the correct causation
standard to Hytera’s claim for apportion-
ment of the $135.8 million DTSA compen-
satory damages award, we nevertheless
uphold the award. The legal error on ap-
portionment was harmless, and Hytera
forfeited on appeal its argument that the
jury should have made any finding on Mo-
torola’s lost profits.
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VII. Due Process Challenge to DTSA

Punitive Damages Award

[51]1 Hytera argues that the punitive
damages awarded by the district court un-
der the DTSA, $271.6 million, violated the
substantive limits on punitive damages im-
posed by the due process clause of the
Fifth Amendment. We reject this chal-
lenge.

We begin with a review of the procedur-
al history of this award. The jury originally
awarded Motorola $418.8 million in puni-
tive damages under the DTSA, twice the
jury’s award of $209.4 million in DTSA
compensatory  damages. This  ratio
matched the DTSA’s statutory cap, which
sets an upper limit on punitive damages at
twice the award of compensatory damages.
18 U.S.C. § 1836(b)(3)(C). After trial, the
district court ruled that DTSA compensa-
tory damages, when based on defendant’s
gains rather than plaintiff’s losses, were
actually an equitable remedy subject to
determination by the court rather than the
jury. The district court then made its own
factual findings on DTSA compensatory
damages, reducing the award from $209.4
million to $135.8 million to avoid double-
counting Hytera’s avoided R&D costs with
its profits. The district court then adopted
the jury’s now-advisory finding as to the
proper ratio of punitive damages, sticking
with the statutory maximum of two-to-one.
The judge doubled the reduced compensa-
tory damages award to calculate the new
punitive damages award, arriving at $271.6
million.

[62] “Review of a constitutional chal-
lenge to a punitive damages award is de
novo, which operates to ‘ensure that an
award of punitive damages is based upon
an application of law, rather than a deci-
sionmaker’s caprice.”” Estate of Moreland
v. Dieter, 395 F.3d 747, 756 (Tth Cir. 2005)
(alterations omitted), quoting State Farm
Mutual Automobile Ins. Co. v. Campbell,

538 U.S. 408, 418, 123 S.Ct. 1513, 155
L.Ed.2d 585 (2003). The Supreme Court
established the framework for assessing
the constitutionality of punitive damages
awards in three opinions: BMW of North
America, Inc. v. Gore, 517 U.S. 559, 116
S.Ct. 1589, 134 L.Ed.2d 809 (1996); Cooper
Industries, Inc. v. Leatherman Tool Grp.,
Inc., 532 U.S. 424, 121 S.Ct. 1678, 149
L.Ed.2d 674 (2001); and State Farm, 538
U.S. 408, 123 S.Ct. 1513 (2003). In Gore,
the Supreme Court “instructed courts re-
viewing punitive damages to consider
three guideposts: (1) the degree of repre-
hensibility of the defendant’s misconduct;
(2) the disparity between the actual or
potential harm suffered by the plaintiff
and the punitive damages award; and (3)
the difference between the punitive dam-
ages awarded by the jury and the civil
penalties authorized or imposed in compa-
rable cases.” State Farm, 538 U.S. at 418,
123 S.Ct. 1513, citing Gore, 517 U.S. at
575, 116 S.Ct. 1589.

[63] In Gore, the Supreme Court as-
sessed the constitutionality of a state com-
mon law punitive damages award. Here,
by contrast, we assess the constitutionality
of punitive damages awarded pursuant to a
federal statute expressly authorizing them,
“a different question than the Supreme
Court considered in Gore.” Arizona v. AS-
ARCO LLC, 773 F.3d 1050, 1055 (9th Cir.
2014) (en banc). Circuit courts applying the
Gore factors have recognized that the
“landscape of our review is different when
we consider a punitive damages award
arising from a statute that rigidly dictates
the standard a jury must apply in award-
ing punitive damages and narrowly caps

. compensatory damages and punitive
damages.” Id.; see also BNSF Railway Co.
v. U.S. Dep'’t of Labor, 816 F.3d 628, 643
(10th Cir. 2016) (agreeing that review is
more flexible where Congress has spoken
explicitly on proper scope of punitive dam-
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ages); Abner v. Kansas City Southern
Railroad Co., 513 F.3d 154, 164 (5th Cir.
2008) (“As we see it, the combination of
the statutory cap and high threshold of
culpability for any award confines the
amount of the award to a level tolerated by
due process. Given that Congress has ef-
fectively set the tolerable proportion, the
three-factor Gore analysis is relevant only
if the statutory cap itself offends due pro-
cess.”). As the Ninth Circuit explained fur-
ther in ASARCO:
An exacting Gore review, applying the
three guideposts rigorously, may be ap-
propriate when reviewing a common law
punitive damages award. However, when
a punitive damages award arises from a
robust statutory regime, the rigid appli-
cation of the Gore guideposts is less
necessary or appropriate. Thus, the
more relevant first consideration is the
statute itself, through which the legisla-
ture has spoken explicitly on the proper
scope of punitive damages.
773 F.3d at 1056.

Gore itself shows that substantial defer-
ence is due to the Congressional judgment
about punitive damages under the DTSA.
The third of its three guideposts instructs
courts to defer to “legislative judgments
concerning appropriate sanctions for the
conduct at issue.” Gore, 517 U.S. at 583,
116 S.Ct. 1589, quoting Browning-Ferris
Industries of Vi, Inc. v. Kelco Disposal,
Inc., 492 U.S. 257, 301, 109 S.Ct. 2909, 106
L.Ed.2d 219 (1989) (O’Connor, J., concur-
ring in part and dissenting in part). The
“appropriate sanctions” for misappropria-
tion under the DTSA, in Congress’s judg-
ment, cap out at twice the compensatory
damages awarded by the district court. 18
U.S.C. § 1836(b)(3)(C).

Still, all three of Gore’s guideposts are
“undeniably of some relevance in this con-
text.” ASARCO, 773 F.3d at 1055, citing
Cooper Industries, 532 U.S. at 441-43, 121
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S.Ct. 1678 (applying Gore to punitive dam-
ages under federal Lanham Act). In AS-
ARCO, the Ninth Circuit applied Gore to
analyze the due process implications of a
punitive damages award authorized and
capped by a federal statute, 42 U.S.C.
§ 1981a, which governs damages in federal
employment discrimination cases. In line
with other circuits, we consider first
whether the federal statutory damages cap
complies with due process, and second,
whether the challenged punitive damages
award falls within those statutory limits.
See ASARCO, 773 F.3d at 1055; Abner,
513 F.3d at 164.

A. The DTSA’s Limits on Punitive
Damages

[54] Under the DTSA, if a trade se-
cret “is willfully and maliciously misappro-
priated,” a court may award “exemplary
damages in an amount not more than 2
times the amount of the damages awarded
under” the compensatory damages provi-
sions. 18 U.S.C. § 1836(b)(3)(C). As rele-
vant here, the compensatory damages pro-
visions allow recovery for actual loss
caused by the misappropriation and any
unjust enrichment not addressed in com-
puting actual loss. § 1836(b)(3)(B)(i). We
have no doubt that the DTSA’s exemplary
damages provision complies with due pro-
cess.

First, keeping in mind due process con-
siderations of fair notice, the DTSA clearly
sets forth the type of conduct and the
mental state a defendant must have to be
found liable for punitive damages. The
DTSA provides a private right of action to
redress “the misappropriation of a trade
secret” using two terms defined in the
statute. 18 U.S.C. §§ 1839(3), (5) (defining
“trade secret” and “misappropriation”).
Trade secret law is familiar and well-devel-
oped. There is no doubt that Hytera’s con-
duct falls squarely within the statutory
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prohibitions. The DTSA also limits puni-
tive damages to willful and malicious viola-
tions. 18 U.S.C. § 1836(b)(3)(C). This mens
rea requirement for punitive damages easi-
ly satisfies Gore’s concern that conduct be
reprehensible. 517 U.S. at 575, 116 S.Ct.
1589; see also ASARCO, 773 F.3d at 1057.

Second, the DTSA sets a cap on the
punitive damages available at “not more
than 2 times the amount of the damages
awarded” under the DTSA’s compensatory
damages provisions. 18 U.S.C.
§ 1836(b)(3)(C). In capping punitive dam-
ages at a ratio of two-to-one, the DTSA
functions like a host of other federal stat-
utes authorizing double or treble dam-
ages—especially for wrongdoing in com-
merce—whose constitutionality is virtually
beyond question. State Farm, 538 U.S. at
425, 123 S.Ct. 1513 (“[Slanctions of double,
treble, or quadruple damages to deter and
punish” have “a long legislative history,
dating back over 700 years and going for-
ward to today.”); Gore, 517 U.S. at 580 &
n.33, 116 S.Ct. 1589 (noting centuries-long
history of such legislation); see, e.g., 15
U.S.C. § 15(a) (mandating treble damages
for antitrust violations); 18 TU.S.C.
§ 1964(c) (mandating treble damages for
racketeering violations); 35 U.S.C. § 284
(authorizing treble damages for patent in-
fringement); and 15 U.S.C. § 1117(a) (au-

12. The DTSA and 42 U.S.C. § 1981a, analyzed
in ASARCO and Abmner, differ in that § 1981a
caps the total amount of punitive and com-
pensatory damages at a fixed dollar amount,
while the DTSA caps the ratio of punitive
damages to compensatory damages without
an absolute limit on either type of damages.
That did not make a difference to the Ninth
Circuit in ASARCO:

When a statute narrowly describes the type
of conduct subject to punitive liability, and
reasonably caps that liability, it makes little
sense to formalistically apply a ratio analy-
sis devised for unrestricted state common
law damages awards. That logic applies
with special force here because the statute

thorizing treble damages for trademark
infringement).

In addition, the compensatory damages
that may be multiplied to calculate puni-
tive damages under the DTSA themselves
require solid proof and must avoid duplica-
tive and excessive recoveries. See
§ 1836(b)(3)(B) (courts may award “dam-
ages for actual loss ... and ... damages
for any unjust enrichment ... that is not
addressed in computing damages for actu-
al loss; or ... in liew of damages meas-
ured by any other methods, the damages

. measured by imposition of liability for
a reasonable royalty”) (emphases added).
The DTSA narrowly describes the catego-
ries of harm for which compensatory dam-
ages are available, and its two-to-one limit
on punitive damages reasonably caps lia-
bility under the statute. Thus, Gore’s ratio
analysis has less applicability under the
DTSA because § 1836(b)(3)(C) expressly
governs the ratio of punitive damages. The
two-to-one limit on punitive damages is
strong evidence that “Congress supplanted
traditional ratio theory and effectively ob-
viated the need for a Gore ratio examina-
tion” of awards that comport with DTSA’s
statutory scheme. See ASARCO, 773 F.3d
at 1057.12

Here, as in § 1981a and other federal
statutes like the Sherman Act, RICO, and

provides a consolidated cap on both com-

pensatory and punitive damages.
773 F.3d at 1057 (emphasis in original). The
Ninth Circuit’'s ‘“special force” language
makes clear that the same logic would also
apply to a statute like the DTSA, which caps
only punitive damages by way of a ratio to
compensatory damages. We agree with the
Ninth Circuit on this point. For reasons ex-
plained in the text, the DTSA’s damages pro-
visions work together to keep both compen-
satory and punitive damages award within
reasonable, evidence-based bounds. Those
statutory limits should ensure that an award
that satisfies them will also comply with due
process, except perhaps in rare cases.
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patent and trademark laws authorizing
double or treble damages, Congress has
made a specific and reasonable legislative
judgment about punitive damages in cases
like this one. There is no reason to search
outside the text of the DTSA for legislative
guidance in analogous contexts. Id. at
1057; see also E.E.O.C. v. AutoZone, Inc.,
707 F.3d 824, 840 (7th Cir. 2013) (“we need
not look far to determine the legislature’s
judgment concerning the appropriate level
of damages in this case: Congress has
already defined the statutory cap”). The
$271.6 million punitive damages award
here complies with the DTSA’s statutory
limits. Hytera “willfully and maliciously
misappropriated” Motorola’s trade secrets.
See 18 U.S.C. § 1836(b)(3)(C). As explained
above, we affirm the district court’s $135.8
million compensatory damages award be-
cause a procedural error in determining
apportionment was harmless. The evidence
amply supports a compensatory award of
that amount. The $271.6 million in DTSA
punitive damages is exactly double, and
thus, “not more than 2 times the amount”
of compensatory damages awarded by the
district court. Id.; see also AutoZomne, 707
F.3d at 840 (existence of a “statutory cap
suggests that an award at the capped max-
imum is not outlandish”). Based on the
statutory limits on punitive damages in the
DTSA, the award here is consistent with
Gore and its progeny.

B. Epic Systems Does Not Control

Given the express federal statutory au-
thority for this punitive damages award,
Hytera’s constitutional challenge to the
$271.6 million award leans primarily on
our opinion in Epic Systems Corp. v. Tata
Consultancy Services Ltd., 980 F.3d 1117
(Tth Cir. 2020). Despite some similarities,
Hytera’s reliance is not persuasive. Epic
Systems also involved a multi-year cam-
paign of trade secret misappropriation by
one large competitor against another. In
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that case, an employee of defendant Tata
Consultancy Services (TCS) gained access
to Epic’s private web portal by disguising
himself as an Epic customer. He then
shared his credentials with other TCS em-
ployees, who accessed and downloaded
over 6,000 confidential documents over two
years. TCS’s employees lied to investiga-
tors and failed to preserve relevant evi-
dence once litigation had started. A jury
awarded Epic $140 million in compensato-
ry damages for the misappropriation and
$700 million in punitive damages. Id. at
1123. The district court reduced the $700
million award to $280 million to comply
with a state statute capping punitive dam-
ages on most statelaw claims at a ratio of
two-to-one (or $200,000, whichever was
greater). See Wis. Stat. § 895.043(6).

TCS appealed, arguing that the size of
the award violated its substantive due pro-
cess rights under the Fourteenth Amend-
ment. We agreed that the award was “con-
stitutionally excessive” and remanded with
instructions to reduce the punitive dam-
ages award to a maximum of $140 million,
a ratio of one-to-one with the compensato-
ry damages awarded. 980 F.3d at 1145.
(The district court did so, and we affirmed
in a successive appeal after the remand.
See Epic Systems Corp. v. Tata Consul-
tancy Services Ltd., No. 22-2420, 2023 WL
4542011 (7th Cir. July 14, 2023).)

Despite similarities, there are critical
differences between Epic Systems and this
case. Although both cases concerned the
theft of trade secrets, the Epic Systems
defendants challenged punitive damages
awarded under state-law. 980 F.3d at
1123-24. In this case, Hytera challenges
punitive damages awarded under a federal
statute, the DTSA. The two-to-one statuto-
ry punitive damages cap applied by the
district court in Epic Systems was generic,
applying to nearly all Wisconsin-law
claims. It did not reflect a more precise,
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reasoned legislative judgment with respect
to the particular claims for which punitive
damages were sought.

The opposite is true here. The two-to-
one punitive damages cap is tailored to the
wrongdoing, included by Congress in the
same federal statute creating the cause of
action. Recalling the purposes and values
driving Gore, this difference alone is suffi-
cient to distinguish the two cases. “When a
statute narrowly describes the type of con-
duct subject to punitive liability, and rea-
sonably caps that liability, it makes little
sense to formalistically apply a ratio analy-
sis devised for unrestricted state common
law damages awards.” ASARCO, 773 F.3d
at 1057. The state statutory and common
law claims at issue in Epic Systems looked
much more like the state common law
claims the Supreme Court considered in
Gore itself, justifying more exacting Gore
review.

If the due process holding of Epic
Systems were read to elide this key dis-
tinction, it would call into question the
constitutionality of many federal statutes
expressly authorizing punitive or multiple
damages. This important limit on KEpic

13. We also addressed similar due process is-
sues in Saccameno v. U.S. Bank N.A., 943
F.3d 1071 (7th Cir. 2019), where we affirmed
a verdict under a state consumer protection
law awarding compensatory and punitive
damages for oppressive conduct by a creditor.
We ultimately applied the due process clause
of the Fourteenth Amendment to reduce the
punitive damages awarded in that case to a
ratio of one-to-one ($582,000 for each type),
using as the denominator in our Gore ratio
analysis the sum of compensatory damages
awarded for all claims. Id. at 1084-91.

Our thorough discussion of the factual de-
tails in Saccameno shows that we were not
suggesting that a one-to-one ratio must gov-
ern in all applications of that state consumer
protection statute, let alone of all statutes
authorizing punitive damages in commercial
settings involving monetary harm. Our appli-
cation of the Gore factors was, as required,
fact-intensive. Critically, we deemed the de-

Systems was highlighted when the plain-
tiff in that case sought Supreme Court
review of our due process ruling. The
Court invited the views of the Solicitor
General, who recommended denial of cer-
tiorari by pointing to exactly this limit:

If a court of appeals relies on the Sev-
enth Circuit’s decision to hold that an
enhanced-damages award under federal
law violates the Due Process Clause,
this Court’s review may be warranted at
that time. But given the important dis-
tinctions between the Wisconsin cap at
issue here and the various federal laws
that authorize enhanced damages, the
decision below is not properly under-
stood to affect those statutes.

Brief for the United States as Amicus
Curiae at 23, Epic Systems Corp. v. Tata
Consultancy Services Ltd., 142 S. Ct. 1400
(2022) (mem.) (No. 20-1426), 2022 WL
476882, at *23 (emphasis added). We agree
with the Solicitor General’s reasoning. Our
decision in Epic Systems is not properly
understood to affect federal statutes like
the DTSA that allow for enhanced dam-
ages awards. On that basis alone, Epic
Systems does not control this case.!®

fendant’s wrongdoing in Saccameno to be the
result of indifference, not the willful and mali-
cious conduct Hytera has undertaken here.
See id. at 1090. We also gave weight to the
fact that plaintiff Saccameno’s compensatory
damages award included emotional distress
damages, which “already contain [a] punitive
element.” Id., quoting State Farm, 538 U.S. at
426, 123 S.Ct. 1513. We have no such ele-
ments in the compensatory damages award in
this case. Moreover, unlike the DTSA, the
state law authorizing punitive damages in
Saccameno did not reflect a specific legisla-
tive judgment as to the appropriate ratio of
punitive damages in the case at hand. See 18
U.S.C. § 1836(b)(3)(C). In light of the impor-
tant factual differences and the deference
owed to specific legislative judgments under
Gore’s third guidepost, 517 U.S. at 583, 116
S.Ct. 1589, Saccameno’s sound reasoning
does not require a one-to-one ratio in this
case.
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This case is distinguishable from Epic
Systems for two further factual reasons.
First, Hytera’s conduct here was repre-
hensible “to an extreme degree,” far worse
than even the behavior of defendant TCS
in Epic Systems. 980 F.3d at 1144. Second,
Motorola proved it had suffered signifi-
cantly greater harm resulting from the
misappropriation than did plaintiff Epie
Systems.

First, in Epic Systems, we found that
the conduct of TCS was “reprehensible,
but not to an extreme degree.” 980 F.3d at
1144. Gore’s reprehensibility guideline in-
volves a consideration of five factors, and
for the same reasons articulated in Epic
Systems, the first three weigh against pu-
nitive damages here. See id. at 1141. We
focus on the fourth and fifth: whether “the
conduct involved repeated actions or was
an isolated incident;” and whether “the
harm was the result of intentional malice,
trickery, or deceit, or mere accident.” Id.,
quoting State Farm, 538 U.S. at 419, 123
S.Ct. 1513.

As to the fourth factor, unlawful access
to Epic’s trade secrets extended to only
internal use by “dozens of TCS employ-
ees.” Id. at 1125. Hytera, in contrast, used
Motorola’s trade secrets to launch an en-
tirely new and successful product line of
professional-tier radios between 2010 and
2014 that it then sold worldwide, in direct
competition with Motorola. And with re-
spect to the fifth factor, in Epic Systems,
the original deceitful act used to gain ac-
cess to Epic’s trade secrets was done by
someone outside of TCS’s control; TCS
discovered this employee’s illicit access be-
latedly and only then took advantage of it.
Id. at 1125 (“Before working for TCS, [the
thief] worked for a different company .. ..
While working for that company, [he]
falsely identified himself to Epic as a [cus-
tomer], and Epic granted [him] full access
to” its trade secrets.).
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Hytera’s conduct was even more repre-
hensible. Hytera’s CEO directly solicited
Motorola employees to steal trade secrets
while they still worked for Motorola. The
Motorola employees spent months illicitly
downloading Motorola’s source code and
other trade secrets for Hytera, and they
all eventually left Motorola for high-paying
jobs at Hytera.

In addition, Epic Systems considered
the defendant’s deceit and foot-dragging
during litigation of the trade secret theft
as evidence of increased reprehensibility.
Id. at 1126, 1142. Hytera’s litigation mis-
conduct in this case seems to have been
even more severe. See Motorola Solutions
Malaysia SDN. BHD. v. Hytera Commu-
nications Corp., No. 24-1531, Order, ECF
No. 9 at 7 (April 6, 2024) (“Hytera’s record
of behavior” including “sanctionable con-
duct before trial, the post-verdict litigation
in this case, the failure to pay royalties as
ordered (leading to an earlier contempt
finding), filing the long-secret Shenzhen
case, and its responses to the injunctions
at issue show[ ] that its unverified
representations to the tribunal cannot be
trusted.”).

Second, and even more important, unlike
the plaintiff in Epic Systems, Motorola
suffered large and measurable harms
caused by the theft of its trade secrets:
$86.2 million in lost profits, and $73.6 mil-
lion in Hytera’s avoided R&D costs. The
second Gore guidepost requires us to “ana-
lyze the ratio of punitive damages to the
‘harm, or potential harm’ inflicted on the
plaintiff.” Epic Systems, 980 F.3d at 1142,
quoting State Farm, 538 U.S. at 424, 123
S.Ct. 1513. “In most cases, the compensa-
tory-damages award approximates the
plaintiff’'s harm” and can thus be used as
the denominator for Gore’s ratio analysis.
Id.

Hytera argues here that because the
district court awarded punitive damages of
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twice its finding of unjust enrichment, the
award did not reflect any actual harm to
Motorola. We explained above, however,
the alternative damages calculations re-
quired under the DTSA, as well as the
district court’s factual findings on the
amounts of Motorola’s lost profits and
Hytera’s avoided R&D costs.

In Epic Systems, we raised questions
about the extent to which unjust enrich-
ment to the defendant could provide an
appropriate measuring stick for punitive
damages, 980 F.3d at 1143, because Gore’s
denominator typically measures harm to
the plaintiff. 517 U.S. at 580, 116 S.Ct.
1589. We need not announce here a sweep-
ing rule about unjust enrichment, punitive
damages, and the due process clause. Sev-
eral features of this case persuade us that,
to the extent our due process analysis of a
punitive damages award within the
DTSA’s statutory cap is aided by a ratio
analysis, the Fifth Amendment’s due pro-
cess clause does not forbid including both
Motorola’s lost profits and Hytera’s avoid-
ed R&D costs in the denominator as
harms to Motorola. First, of course, the
DTSA expressly authorizes as a compensa-
tory award the sum of those numbers. See
18 U.S.C. § 1836(b)(3)(B)(). That is part of
the legislative judgment that deserves our
deference. See Gore, 517 U.S. at 583, 116
S.Ct. 1589.

Second, we acknowledged in Epic Sys-
tems that, in certain circumstances, courts
may “account for [unjust enrichment] in
the harm-to-punitive-damages ratio.” See
980 F.3d at 1142, citing Sommerfield v.
Knasiak, 967 F.3d 617, 623-24 (7th Cir.
2020); see also id. at 1143, citing Rhone-
Poulenc Agro, S.A. v. DeKalb Genetics
Corp., 272 F.3d 1335, 1351 (Fed. Cir. 2001)
(punitive damages may be based on an
unjust enrichment award when defendant’s
gain is “logically related” to plaintiff’s
“harm or potential harm”), vacated, 538

U.S. 974, 123 S.Ct. 1828, 155 L.Ed.2d 662
(2003), on remand, 345 F.3d 1366 (Fed.
Cir. 2003) (reaching same result as to puni-
tive damages).

[565] Third, the nature of this unjust
enrichment award differs from the unjust
enrichment award in Epic Systems in ways
that make it more appropriate to account
for unjust enrichment in the harm-to-puni-
tive-damages ratio here. In trade secret
cases, “unjust enrichment can take several
forms and cover a broad array of activi-
ties.” Syntel Sterling Best Shores Mauwriti-
us Ltd. v. TriZetto Grp., Inc., 68 F.4th 792
(2d Cir. 2023); see also Epic Systems, 980
F.3d at 1130 (“Simply put, there is no
single way to measure the benefit con-
ferred on a defendant; the measurement is
context dependent.”). In both Epic Sys-
tems and this case, the relevant unjust
enrichment awards were calculated based
on avoided R&D costs. See 980 F.3d at
1130. But even two awards of avoided
R&D costs can differ meaningfully in their
method of calculation, depending on how
defendants used and profited from the sto-
len trade secrets. See Syntel, 68 F.4th at
810 (“[T]he amount of avoided costs dam-
ages recoverable must still derive from ‘a
comparative appraisal of all the factors in
the case,” among which are ‘the nature and
extent of the appropriation’ and ‘the rela-
tive adequacy to the plaintiff of other rem-
edies.’”), quoting Restatement (Third) of
Unfair Competition § 45(2) (Am. L. Inst.
1995). These differences help determine
whether a particular unjust enrichment
award can be counted as harm to the
plaintiff for purposes of Gore’s ratio analy-
sis.

In Epic Systems, the avoided R&D costs
were awarded based on a “‘head start’
TCS gained in development and competi-
tion” that was indirectly related to product
sales and hard to quantify: “a free shot—
using stolen information—to determine
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whether it would be profitable” to improve
an existing product to enter a new market.
Id. at 1130, 1132. In Epic Systems, TCS
put Epic’s trade secrets to use primarily to
create a “comparative analysis” of the two
competitors’ software, which it then used
to try—without success—to poach one of
Epic’s largest clients, to enter the U.S.
market, and to address key gaps in its own
software. Id at 1131. Thus, any competitive
harm to Epic was “hard to quantify” be-
cause “Epic was not deprived of the enjoy-
ment of its software, did not lose business,
and did not face any new competition.” Id.
at 1142. Consequently, it was clear that the
$140 million in avoided R&D costs did not
“reflect Epic’s harm.” Id. at 1143.

The opposite is true here. Hytera’s
avoided R&D costs of $73.6 million were
not, as in Epic Systems, based on specula-
tive, hard-to-quantify competitive harms
where stolen information was used only to
determine whether to improve a product or
enter a new market. Hytera’s theft of
trade secrets included not just documenta-
tion about Motorola’s radios but the source
code itself, perhaps the most valuable part
of a functional DMR radio. Before the
theft, Hytera had struggled internally to
develop its own DMR radio source code.
After the theft, Hytera relied on the stolen
code to launch a profitable line of products
that it sold worldwide. The avoided R&D
costs (and Hytera’s reduced time to bring
its products to market) in this case had a
direct competitive effect on Motorola. In a
case between the two largest competitors
in the relevant global market, these avoid-
ed R&D costs are “no less beneficial to the
recipient than a direct transfer” of $73.6
million from Motorola to Hytera. Symntel,
68 F.4th at 810 (cleaned up), quoting Re-
statement (Third) of Unfair Competition
§ 1 emt. d. We have already found that
Hytera’s misappropriation harmed Moto-
rola “beyond its actual loss of [$86.2 mil-
lion] in lost profits.” See Symntel, 68 F.4th
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at 810; see also id. at 811-112 (whether
there is “compensable harm supporting an
unjust enrichment award of avoided costs”
depends on “the extent to which the defen-
dant has used the secret in developing its
own competing product, the extent to
which the defendant’s misappropriation
has destroyed the secret’s value for the
original owner, or the extent to which the
defendant can be stopped from profiting
further from its misappropriation in the
future.”).

Given the particularly harmful nature of
Hytera’s misappropriation to the value of
Motorola’s trade secrets and the nature of
the unjust enrichment award in this case,
we find it appropriate to treat Hytera’s
avoided R&D costs as a competitive harm
to Motorola. Accordingly, the economic
and competitive harms to Motorola were
quantifiable and large: Motorola’s lost
profits of $86.2 million and Hytera’s avoid-
ed R&D costs of $73.6 million. Given the
increased reprehensibility of Hytera’s ac-
tions here and the significant, quantifiable
harms to Motorola, Epic Systems does not
control, and the punitive damages award
did not violate due process.

VIII.

Finally, we address Motorola’s cross-ap-
peal asserting that the district court
abused its discretion in denying Motorola’s
request for a permanent injunction on
Hytera’s worldwide sales of infringing
products. The DTSA authorizes injunctions
“to prevent any actual or threatened mis-
appropriation.” 18 U.S.C.
§ 1836(b)(3)(A)(). Motorola moved in the
district court for a permanent injunction
enjoining Hytera from continuing to mis-
appropriate Motorola’s trade secrets and
infringing its copyrights, including any fur-
ther sales of any of Hytera’s infringing
products anywhere in the world. The dis-
trict court denied that motion, opting in-

Permanent Injunctive Relief
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stead to order a reasonable royalty at a
rate to be determined later. Motorola So-
lutions, Inc. v. Hytera Communications
Corp., No. 1:17-c¢v-1973, 2020 WL
13898832, at *1 (N.D. Ill. Dec. 17, 2020).

A few months later, Motorola moved to
reconsider that denial under Federal Rule
of Civil Procedure 60(b), arguing that its
harm could not be remedied by money
damages because Hytera’s actions during
the intervening months showed that it was
either unwilling or unable to pay an ongo-
ing royalty. Rule 60(b) allows relief from
orders for reasons including mistake, new-
ly discovered evidence, and misconduct by
an opposing party. Motorola argued that
relief was justified because, when the dis-
trict court had denied Motorola’s request
for a permanent injunction, it believed that
Motorola could and would be fully compen-
sated for the harms Motorola had already
suffered and would continue to suffer as a
result of Hytera’s theft. Motorola argued:
“Recent events in connection with Motoro-
la’s judgment enforcement efforts have
now revealed that belief was incorrect.”
Dkt. No. 1240 at 2.

Before the district court ruled on Moto-
rola’s motion, however, Hytera filed its
appeal. Motorola responded by filing a
cross-appeal that included the denial of its
motion for a permanent injunction. Shortly
after Motorola filed its cross-appeal, the
district court denied Motorola’s Rule 60(b)
motion for reconsideration, reasoning that
Motorola’s appeal of the denial of an in-
junction deprived the district court of ju-
risdiction.

[56] In its cross-appeal, Motorola ar-
gues that even if the district court lacked
jurisdiction, it still should have considered
the motion for reconsideration and issued
an indicative ruling, citing Boyko .
Anderson, 185 F.3d 672, 675 (7th Cir.
1999). These are matters entrusted to a
district court’s sound discretion. In light of

the post-judgment developments here,
however, we agree with Motorola that the
district court’s denial of the Rule 60(b)
motion for lack of jurisdiction reflected a
legal error. We begin with a discussion of
the procedure that should be followed by
district courts confronting Rule 60(b) mo-
tions after an appeal has been docketed,
including the history and effects of Feder-
al Rule of Civil Procedure 62.1, which ap-
plies in this situation.

“The effect of pending ... appeals on
the power of the trial court to grant relief
under Rule 60 is not free from doubt.” 11
Charles Alan Wright & Arthur R. Miller,
Federal Practice & Procedure § 2873 (3d
ed. 2024). Rule 60(b) “is silent on the ques-
tion.” Id. In past decades, some courts
adopted the view the district court did
here: “that the district court has no power
to consider a motion under Rule 60(b)
after a notice of appeal has been filed.” Id.
But this circuit adopted a “different and
more satisfactory procedure,” so that “dur-
ing the pendency of an appeal the district
court may consider a Rule 60(b) motion
and if it indicates that it is inclined to
grant it, application then can be made to
the appellate court for a remand.” Id.,
citing Boyko, 185 F.3d 672. “The logical
consequence” of this rule “is that the dis-
trict court may deny the motion although
it cannot, until there has been a remand,
grant it.” Id.; see Boyko, 185 F.3d at 675
(“IW]e are among the courts that hold that
the judge does have the power to deny,
though not to grant, a Rule 60(b) motion
filed while an appeal is pending.”). We
spelled this out in Brown v. United States:

The district court refused to consider
[plaintiff’s] Rule 60(b) motion, assuming
that it had no jurisdiction to do so be-
cause a notice of appeal had been filed.
In fact, the court did have jurisdiction to
consider the motion. Parties may file
motions under Rule 60(b) in the district



504

court while an appeal is pending. In such
circumstances, we have directed district
courts to review such motions promptly,
and either deny them or, if the court is
inclined to grant relief, to so indicate so
that we may order a speedy remand.

976 F.2d 1104, 1110-11 (7th Cir. 1992).

[671 The problem posed by Rule 60(b)
motions during a pending appeal was ad-
dressed in 2009 by adoption of Rule 62.1
on indicative rulings, which adopted our
practice. 11 Wright & Miller, supra,
§ 2873. When a district court faces a mo-
tion for relief it cannot grant because of a
pending appeal, the court may defer or
deny the motion, but it also may indicate
that it would grant the motion on remand
or that the motion raises a substantial
issue. In re Checking Account Overdraft
Litigation, 754 F.3d 1290, 1297 (11th Cir.
2014) (footnote omitted). The final subsec-
tion of Rule 62.1 confirms that “the district
court may grant the motion only if the
appellate court specifically remands for
that purpose.” 11 Wright & Miller, supra,
§ 2911.

[58] Rule 62.1 means that “the district
judge had an option other than a summary
denial of [Motorola’s] Rule 60(b) motion
based on the still-pending appeals.” See
Ameritech Corp. v. Int'l Brotherhood of
Elec. Workers, Local 21, 543 F.3d 414, 419
(Tth Cir. 2008).

A motion to vacate a judgment pursuant

to Rule 60(b) is addressed to the sound

discretion of a district court .... How-
ever, a trial court may abuse its discre-
tion by failing to exercise its discretion.

Furthermore, the abuse of discretion

standard implies that the judge must

actually exercise his discretion. In this
case, the district court’s erroneous deni-
al of jurisdiction resulted in an abuse of
its discretion when it failed to exercise
any discretion in not reaching the merits
of the plaintiff’'s Rule 60(b) motion. We
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reverse the district court’s denial of
plaintiff’s Rule 60(b) motion and remand
for a determination of the merits of the
motion.

LSLJ Partnership v. Frito-Lay, Inc., 920
F.2d 476, 479 (7th Cir. 1990) (internal quo-
tations and alteration omitted).

Under this standard, the district court
here erred by finding that it could not
even consider the possibility of an indica-
tive ruling on Motorola’s Rule 60(b) mo-
tion. The motion identified recent develop-
ments that called into serious question the
court’s reason for denying a permanent
injunction. Under these circumstances,
that denial needs a fresh look. We vacate
the denial of Motorola’s Rule 60(b) motion
and remand to the district court to consid-
er it on the merits.

One proper procedure after Motorola’s
notice of appeal was filed would have been
for the district court to issue an indicative
ruling on the outstanding Rule 60(b) mo-
tion under Rule 62.1. Or, if the district
court believed that motion presented a
substantial issue that might require evi-
dentiary hearings beyond the scope of its
limited jurisdiction over Rule 60(b) mo-
tions once an appeal is pending, it could
have issued an order noting the substantial
issue. See Boyko, 185 F.3d at 675. The
Advisory Committee Notes to Rule 62.1
instruct that when a Rule 60(b) motion
“present[s] complex issues that require ex-
tensive litigation and that may either be
mooted or be presented in a different con-
text by decision of the issues raised on
appeal,” the best practice for the district
court is to “state that the motion raises a
substantial issue, and to state the reasons
why it prefers to decide only if the court of
appeals agrees that it would be useful to
decide the motion before decision of the
pending appeal.” Fed. R. Civ. P. 62.1 advi-
sory committee’s note to 2009 amendment.
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If, in considering these options, “the
judge thought there was some chance that
he would grant the Rule 60(b) motion, but
he needed to conduct an evidentiary hear-
ing in order to be able to make a definitive
ruling on the question, he should have
indicated that this was how he wanted to
proceed.” Boyko, 185 F.3d at 675. At that
point, Motorola

would then have asked us to order a
limited remand to enable the judge to
conduct the hearing. If after the hearing
the judge decided ... that he did want
to grant the Rule 60(b) motion, he
should have so indicated on the record
and [Motorola] would then have asked
us to remand the case to enable the
judge to act on the motion and we would
have done so. As we explained earlier,
this would not be a limited remand but
the scope of our eventual review of any
appeal taken from the order entered by
the district court on remand would de-
pend on the nature of that order.

See id. at 675-76 (citations omitted).

[59,60] Under Federal Rule of Appel-
late Procedure 12.1, the decision to re-
mand is left to the discretion of the appel-
late court. “[I]t is premature to relinquish
appellate jurisdiction before the district
court has given any indication of its likely
response to the Rule 60(b) motion.” Boyko,
185 F.3d at 674. Here we are remanding
the case for reconsideration of the copy-
right damages award. There is no need for
a limited remand for an indicative ruling
on permanent injunctive relief. However,
the district court’s earlier procedural error
means that on remand, the court must
take a fresh look at Motorola’s Rule 60(b)
motion for reconsideration of the denial of
a permanent injunction to determine
whether the new evidence of Hytera’s non-
payment and other post-judgment conduct
and events calls for a different result.

On remand on this issue, Motorola will
be free to supplement its motion or to file
a new Rule 60(b) motion including addi-
tional evidence of Hytera’s litigation mis-
conduct that has come to light since the
original denial of a permanent injunction.
Since that denial, Hytera has acted in
ways that might well have surpassed the
judge’s worst-case predictions. Because we
have not ruled on the merits of either
Motorola’s original motion for a permanent
injunction or its motion for reconsideration
in finishing with this case, there is no
jurisdictional obstacle for the district court
in reconsidering Motorola’s original Rule
60(b) motion. See Standard Oil Co. of Cal-
ifornia v. United States, 429 U.S. 17, 18-
19, 97 S.Ct. 31, 50 L.Ed.2d 21 (1976) (dis-
trict court may take appropriate action
without appellate court’s leave on Rule
60(b) motion that would reopen a case
which has been reviewed on appeal); LSLJ
Partnership, 920 F.2d at 478-79 (same).
After Judge Norgle’s retirement, after a
long and distinguished career, this case
was assigned to Judge Pacold. We have
commended her close attention to crafting
appropriate temporary injunctive relief in
recent proceedings in this case. See Moto-
rola Solutions Malaysia SDN. BHD. wv.
Hytera Communications Corp., No. 24-
1531, Order, ECF No. 24 at 7 (April 16,
2024). We remain confident of the court’s
ability to do so with respect to permanent
injunctive relief on remand.

The judgment of the district court is
REVERSED IN PART with respect to
the availability of copyright damages for
Hytera’s extraterritorial sales, Hytera’s
entitlement to prove apportionment of its
copyright damages under a proximate-
cause theory, and the denial of Motorola’s
Rule 60(b) motion for reconsideration of
the denial of injunctive relief. The case is
REMANDED for further proceedings on
those issues consistent with this opinion.
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In all other respects, the judgment of the
district court is AFFIRMED.
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UNITED STATES of America,
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Robert SMITH, Defendant-Appellant.
No. 23-2472

United States Court of Appeals,
Seventh Circuit.

Submitted May 16, 2024
Decided July 11, 2024

Background: After defendant pleaded
guilty to conspiracy to distribute metham-
phetamine and money laundering conspira-
cy but before sentencing, the United
States District Court for the Southern Dis-
trict of Illinois, Staci M. Yandle, J., 2023
WL 4531260, denied defendant’s counsel’s
motion to withdraw, filed at defendant’s
request, declined to appoint substitute
counsel, and sentenced defendant to 324
months’ imprisonment. Defendant appeal-
ed the denial of his request for substitute
counsel and his sentence.

Holdings: The Court of Appeals, Ripple,
Circuit Judge, held that:

(1) defendant’s request for substitute coun-
sel was untimely, as factor that would
support the court’s denial of defen-
dant’s request for substitute counsel,

(2) district court’s inquiry into defendant’s
concerns regarding his counsel was suf-
ficient, as factor that would support the
court’s denial of defendant’s request
for substitute counsel;
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(3) defendant’s relationship with his coun-
sel had not deteriorated to the point
where a total lack of communication
prevented an adequate defense, as fac-
tor that would support the court’s deni-
al of defendant’s request for substitute
counsel; and

(4) defendant failed to rebut the presump-
tion that his below-Guidelines sentence
of 324 months’ imprisonment was rea-
sonable.

Affirmed.

1. Criminal Law €=1152.19(3)

Court of Appeals reviews the district
court’s denial of a defendant’s request for
substitute counsel for abuse of discretion.

2. Criminal Law €¢=1134.47(2)

In reviewing the district court’s denial
of a defendant’s request for substitute
counsel, the Court of Appeals considers
such factors as the timeliness of the defen-
dant’s motion, the adequacy of the district
court’s inquiry into the motion, and wheth-
er the conflict resulted in a total lack of
communication preventing an adequate de-
fense.

3. Sentencing and Punishment ¢=348

Defendant’s request for substitute
counsel was untimely, as factor that would
support the district court’s denial of defen-
dant’s request for substitute counsel prior
to sentencing in prosecution for conspiracy
to distribute methamphetamine and money
laundering conspiracy; defendant previous-
ly had obtained a good number of exten-
sions of time with respect to his sentencing
hearing and filed the request for substitute
counsel on the day before his sentencing
hearing and more than ten months after
his guilty plea.

4. Sentencing and Punishment =348
District court’s inquiry into defen-
dant’s concerns regarding his counsel was
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one outside when mistreated by a guard,
which foot would control? Rather than focus-
ing on the location where the claim accrued,
it is best to track the language of the statute.
We find that Marlowe’s claims relate to the
conditions of his confinement regarding the
manner in which he was restrained and
transported to the Southwest Virginia Re-
gional Jail. At the time these -claims
Jﬁ,zaccmed he was under the care and custo-
dy of the Southwest Virginia Regional Jail—
and he was in a state of confinement there.
Therefore, his claims fall within the parame-
ters of Code § 8.01-243.2. Accordingly, the
statute’s one-year statute of limitations ap-
plies to his claims and they are untimely.?

While we disagree with the circuit court’s
logic below, we agree with its outcome under
the right for the wrong reason doctrine. Mil-
ler & Rhoads Bldg., L.L.C. v. City of Rich-
mond, 292 Va. 537, 547, 790 S.E.2d 484 (2016)
(where the record supports the right reason,
the appellate court may reject the wrong
reason, but leave the correct judgment undis-
turbed); Haynes v. Haggerty, 291 Va. 301,
305, 784 S.E.2d 293 (2016) (applying right for
the wrong reason analysis). Marlowe’s claims
were properly dismissed.

CONCLUSION

We set aside the trial court’s denial of the
plea asserting that Marlowe’s claims were
barred under the statute of limitations set
forth in Code § 8.01-243.2. Because we find
that Marlowe’s claims are time-barred under
the governing statute of limitations, Code
§ 8.01-243.2, we affirm the judgment below
dismissing his second amended complaint.

Affirmed.
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9. We note that the definition of a “local correc-
tional facility”” in Code § 53.1-1 includes a “jail,
jail farm or other place used for the detention or
incarceration of adult offenders ...."”" We further
note that the “or other place” wording does not
appear in the definition of a “state correctional

81 Va.App. 433
PEGASYSTEMS INC.

V.
APPIAN CORPORATION
Record No. 1399-22-4

Court of Appeals of Virginia,
Leesburg.

July 30, 2024

Background: Computer software compa-
ny filed suit against competitor under Vir-
ginia Uniform Trade Secrets Act (VUT-
SA), alleging competitor misappropriated
its trade secrets through information gath-
ered from consultant it hired to provide
competitive intelligence. The Fairfax Cir-
cuit Court, Richard E. Gardiner, J., en-
tered judgment on jury verdict awarding
damages against competitor in the amount
of over $2 billion, plus attorney fees, costs,
and interest, and denied competitor’s mo-
tions to strike the evidence and to set
aside the verdict, and its request for new
trial or remittitur. Competitor appealed.

Holdings: The Court of Appeals, Fried-
man, J., held that:

(1) whether contested information consti-
tuted protected trade secret under the
VUTSA was question for jury;

(2) company’s expert testimony sufficiently
delineated contours of trade secrets it
alleged were misappropriated,;

(3) jury instruction regarding unjust en-
richment damages improperly relieved
company of burden of proving proxi-
mate cause;

(4) trial court’s error in excluding competi-
tor’s damages evidence based on inter-
rogatory response was not harmless;

(5) competitor was entitled to opportunity
to authenticate its software using dif-

facility.” We do not rely on this language in
reaching our conclusion. This avoids the incon-
gruous result that local jail vans may be intend-
ed, by statute, as places of confinement but state
transport vans are not.
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ferent laptop than one provided in dis-
covery;

(6) error in failing to give competitor that
opportunity was not harmless; and

(7) evidence of who had access to compa-
ny’s software, and in what numbers,
was relevant to whether it was protect-
ed trade secret under VUTSA, and
thus, was admissible.

Affirmed in part, reversed in part, and re-
manded.

1. Appeal and Error ¢=3937

On appeal from a judgment of a jury
verdict, the Court of Appeals considers the
evidence and all reasonable inferences fairly
deducible from it in the light most favorable
to the prevailing party below.

2. Trial &=158

When ruling on a motion to strike a
plaintiff’s evidence, a trial court is required
to accept as true all evidence favorable to a
plaintiff and any reasonable inferences that
may be drawn from such evidence.

3. Appeal and Error 4524
Trial €&=158

When ruling on a motion to strike a
plaintiff’s evidence, the trial court is not to
judge the weight and credibility of the evi-
dence, and may not reject any inference from
the evidence favorable to the plaintiff unless
it would defy logic and common sense; that
same standard is applicable to appellate re-
view of the decision of the trial court grant-
ing the motion to strike.

4. Antitrust and Trade Regulation ¢=412
Purpose of Virginia Uniform Trade Se-
crets Act (VUTSA) is to protect the owner of

a trade secret from another’s misuse of that
secret. Va. Code Ann. § 59.1-336 et seq.

5. Antitrust and Trade Regulation &=414

To state a trade secret claim under the
Virginia Uniform Trade Secrets Act (VUT-
SA), a plaintiff must allege sufficient facts to
establish (1) the existence of a trade secret,
and (2) its misappropriation by the defen-
dant. Va. Code Ann. § 59.1-336 et seq.
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6. Antitrust and Trade Regulation &417

The crucial characteristic of a trade se-
cret protected by the Virginia Uniform Trade
Secrets Act (VUTSA) is secrecy rather than
novelty. Va. Code Ann. § 59.1-336.

7. Antitrust and Trade Regulation &413

A list of contacts may have little novelty
but still may be a trade secret protected by
the Virginia Uniform Trade Secrets Act
(VUTSA). Va. Code Ann. § 59.1-336.

8. Antitrust and Trade Regulation &417

Secrecy need not be absolute for protec-
tion under the Virginia Uniform Trade Se-
crets Act (VUTSA); the owner of a trade
secret may, without losing protection, dis-
close it to a licensee, an employee, or a
stranger, if the disclosure is made in confi-
dence, express or implied. Va. Code Ann.
§ 59.1-336.

9. Antitrust and Trade Regulation ¢=413
Depending on the facts of a particular
case, software components, as parts of a com-
puter program, may be trade secrets covered
by the Virginia Uniform Trade Secrets Act
(VUTSA). Va. Code Ann. § 59.1-336.

10. Antitrust and Trade Regulation &=417

Trade secret can exist initially under the
Virginia Uniform Trade Secrets Act (VUT-
SA), but lose its status when process or
design becomes generally known or indepen-
dently derived by others over time. Va.
Code Ann. § 59.1-336.

11. Antitrust and Trade Regulation €419

Not every piece of information a busi-
ness might wish to keep from its competitors
is a trade secret under Virginia Uniform
Trade Secrets Act (VUTSA); if a party seeks
to avail itself of trade secret protections, it
must make reasonable efforts under the cir-
cumstances to keep its information secret.
Va. Code Ann. § 59.1-336.

12. Antitrust and Trade Regulation &417

If a company chooses to release or publi-
cize information, it cannot later wield a trade
secret club pursuant to the Virginia Uniform
Trade Secrets Act (VUTSA) against competi-
tors who gain access to the information. Va.
Code Ann. § 59.1-336.
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13. Antitrust and Trade Regulation =419

Generally, if an individual discloses his
trade secret protected by the Virginia Uni-
form Trade Secrets Act (VUTSA) to others
who are under no obligations to protect the
confidentiality of the information his proper-
ty right is extinguished. Va. Code Ann.
§ 59.1-336.

14. Antitrust and Trade Regulation €433

Whether contested information belong-
ing to software company was generally
known or readily ascertainable, and whether
company took reasonable steps to maintain
the secrecy of the information, as required to
establish existence of protected trade secret
under Virginia Uniform Trade Secrets Act
(VUTSA), were questions for jury, in compa-
ny’s action for misappropriation of trade se-
crets against competitor that hired consul-
tant to provide competitive intelligence,
where company presented considerable evi-
dence, including expert testimony, of numer-
ous ways it sought to safeguard its secrets
and that, contrary to competitor’s assertions,
information was not subject to wholesale dis-
closure, as indicated by competitor’s own ac-
cess problem. Va. Code Ann. § 59.1-336.

15. Antitrust and Trade Regulation =433

Whether a trade secret exists and
whether certain information constitutes a
trade secret under the Virginia Uniform
Trade Secrets Act (VUTSA) are generally
questions of fact. Va. Code Ann. § 59.1-336.

16. Antitrust and Trade Regulation &428

There is no heightened particularity
standard in identifying trade secrets that is
not found in Virginia Uniform Trade Secrets
Act (VUTSA), but the plaintiff is still re-
quired to plead and prove its case under
Virginia law with enough clarity that the
defendant is adequately informed of what it
is defending. Va. Code Ann. § 59.1-336.

17. Antitrust and Trade Regulation =432

Software company’s expert testimony
sufficiently delineated contours of trade se-
cret relating to a smart services feature that
it alleged competitor misappropriated, as re-
quired to support claim under Virginia Uni-
form Trade Secrets Act (VUTSA) against
competitor that hired consultant to obtain

competitive intelligence; expert testified that
competitor did not have smart services fea-
ture in earlier versions of its software, that
there was information available about exis-
tence of feature but information about how it
worked and was used was not publicly avail-
able, that competitor focused on feature in its
sessions with consultant, that competitor
added similar feature to its own platform,
which greatly enhanced competitor’s product,
and that competitor touted new feature as
reason for customers to purchase latest ver-
sion of its software. Va. Code Ann. § 59.1-
336.

18. Antitrust and Trade Regulation €432

Software company’s expert testimony
sufficiently delineated contours of trade se-
cret relating to custom data types that it
alleged competitor misappropriated, as re-
quired to support claim under Virginia Uni-
form Trade Secrets Act (VUTSA) against
competitor that hired consultant to obtain
competitive intelligence; expert testified that
competitor had different mechanism that was
difficult for developers to understand, that
competitor made improvements to platform
by adding custom data types that mimicked
software company’s feature, that changes sig-
nificantly simplified and accelerated data
modeling process in competitor’s platform,
and that competitor highlighted its new fea-
ture in its marking materials as one that
would make it easier and faster for develop-
ers to know how to use the data and make
modifications. Va. Code Ann. § 59.1-336.

19. Antitrust and Trade Regulation €432

Software company’s expert testimony
sufficiently delineated contours of trade se-
cret relating to ease-of-editing feature that it
alleged competitor misappropriated, as re-
quired to support claim under Virginia Uni-
form Trade Secrets Act (VUTSA) against
competitor that hired consultant to obtain
competitive intelligence; expert testified that
competitor’s editing process did not have
equivalent, that competitor’s changes to its
editing features were result of consultant’s
demonstrations of company’s platform for
competitor’s project management team, and
that changes were significant because they
enabled competitor’s platform to be used by
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a much broader constituency of users and
allowed less technical people to accomplish
far more. Va. Code Ann. § 59.1-336.

20. Antitrust and Trade Regulation €432

Software company’s expert testimony
sufficiently delineated contours of trade se-
cret relating to “out-of-the-box” mobile capa-
bilities that it alleged competitor misappro-
priated, as required to support claim under
Virginia Uniform Trade Secrets Act (VUT-
SA) against competitor that hired consultant
to obtain competitive intelligence; expert tes-
tified that competitor had very basic capabili-
ty that was not out of the box and suggested
that competitor was floundering in that arena
while company was already providing ability
to take applications and deliver them to mo-
bile devices and desktops, that competitor
added out-of-the-box ability to deploy appli-
cations to mobile devices in new version of
software, and that improvement increased
developer efficiency and eliminated need for
separate versions of applications. Va. Code
Ann. § 59.1-336.

21. Antitrust and Trade Regulation ¢=432

Software company’s expert testimony
sufficiently delineated contours of trade se-
cret relating to “out-of-the-box” feature that
allowed for better social interaction among
users working on a project that it alleged
competitor misappropriated, as required to
support claim under Virginia Uniform Trade
Secrets Act (VUTSA) against competitor that
hired consultant to obtain competitive intelli-
gence; expert testified that, prior to meeting
with consultant, competitor did not have com-
parable feature, that competitor made im-
provement after consultant conducted train-
ing videos on social interactions among users,
and that competitor listed its new social ca-
pabilities as a new and improved feature that
enhanced the value of its applications and
gave users the tools to chat easily with col-
leagues and incorporate external social-media
conversations. Va. Code Ann. § 59.1-336.

22. Antitrust and Trade Regulation =432

Software company presented sufficient
evidence delineating contours of trade of se-
cret relating to serious weaknesses in its own
platform that could be exploited, which it
alleged competitor misappropriated, as re-
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quired to support claim under Virginia Uni-
form Trade Secrets Act (VUTSA) against
competitor that hired consultant to obtain
competitive intelligence; company presented
evidence that consultant gave competitor
documents related to disaster recovery con-
figurations containing descriptions of soft-
ware, mobile and social configurations, and
user manual, and that competitor initiated a
program dubbed “Project Crush” in which it
analyzed company’s strengths and weakness-
es, and created and updated marketing mate-
rials attacking company based on those vul-
nerabilities. Va. Code Ann. § 59.1-336.

23. Appeal and Error ¢=3348

Sole purpose of appellate review of jury
instructions is to see that the law has been
clearly stated and that the instructions cover
all issues which the evidence fairly raises.

24. Appeal and Error ¢=3348

Court of Appeals reviews a trial court’s
decisions in giving and denying requested
jury instructions for abuse of discretion.

25. Appeal and Error ¢=3348

Whether a proffered jury instruction ac-
curately states the law is reviewed de novo.

26. Appeal and Error ¢=3363

Questions relating to burden of proof,
including the standard of proof and which
party bears the burden to meet it, are ques-
tions of law reviewed de novo.

27. Unjust Enrichment and Constructive
Contracts =12

Remedies based on unjust enrichment
require a defendant to disgorge its gain re-
sulting from a wrong.

28. Antitrust and Trade Regulation ¢=434

Jury instruction regarding damages
grounded in unjust enrichment, which in-
structed jury to apply a burden-shifting ap-
proach under which, upon software company
proving competitor misappropriated trade se-
crets pursuant to Virginia Uniform Trade
Secrets Act (VUTSA), company’s only fur-
ther burden was to establish competitor’s
sales, with burden then shifting to competitor
to prove what portion of sales were not at-
tributable to trade secrets, improperly re-
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lieved software company of its burden of
proving that misappropriation proximately
caused competitor to win any sale, and to
prove its damages and their cause with rea-
sonable certainty; result of instruction was
presumption that company’s trade secrets
were but-for cause of all of competitor’s
sales, including product lines that did not use
any information associated with the claimed
trade secrets. Va. Code Ann. § 59.1-338(A).

29. Appeal and Error ¢=3173
Statutes €=1080, 1111, 1405

Statutory interpretation is a question of
law which the Court of Appeals reviews de
novo, and it determines the legislative intent
from the words used in the statute, applying
the plain meaning of the words unless they
are ambiguous or would lead to an absurd
result.

30. Antitrust and Trade Regulation ¢=431

Virginia Uniform Trade Secrets Act
(VUTSA) places the burden of proving unjust
enrichment damages caused by misappropri-
ation on the complainant. Va. Code Ann.
§ 59.1-338(A).

31. Statutes e=1139, 1225

Where a legislative body deviates from a
model, uniform act to add language, the court
effectuates this deliberate and intentional
choice.

32. Damages =184

Virginia law generally places the burden
on plaintiffs in any case to prove with reason-
able certainty the amount of their damages
and the cause from which they resulted.

33. Antitrust and Trade Regulation ¢=437
Negligence €=379, 384

Establishing proximate cause requires a
plaintiff to prove that defendant’s unlawful
conduct produced the damages in a natural
and continuous sequence and that it was a
but-for cause without which that event would
not have occurred; this requirement also ap-
plies in the trade secret arena under the
Virginia Uniform Trade Secrets Act (VUT-
SA). Va. Code Ann. § 59.1-338(A).

34. Damages €~18, 184

A plaintiff must establish both a causal
connection between defendant’s wrongful
conduct and the damages claimed, and prove
the amount of damages with reasonable cer-
tainty using a proper method and factual
foundation for calculating such damages.

35. Trial ¢=213, 242

No instruction should be given that in-
correctly states the applicable law or which
would be confusing or misleading to the jury.

36. Antitrust and Trade Regulation =431

Under Virginia Uniform Trade Secrets
Act, proponent must bear burden of proving
trade secret claim, including as to damages;
this burden does not shift, even when plain-

tiff has presented prima facie case. Va.
Code Ann. §§ 59.1-336, 59.1-338(A).

37. Antitrust and Trade Regulation €431,
434

Even if burden-shifting framework in
Restatement (Third) of Unfair Competition,
which provided that after plaintiff established
sales causation, burden shifted to defendant
to isolate unjust gains from just gains, had
not been rejected under Virginia law, jury
instruction regarding damages grounded in
unjust enrichment, which instructed jury to
apply a burden-shifting approach under
which, upon software company proving that
competitor misappropriated trade secrets un-
der Virginia Uniform Trade Secrets Act
(VUTSA), company’s only further burden
was to establish competitor’s sales, with bur-
den then shifting to competitor to prove what
portion of sales were not attributable to
trade secrets, improperly relieved company
of its burden of proving proximate cause
under Restatement; nothing in Restatement
relieved company of its obligation to prove
causation in the first instance. Restatement
(Third) of Unfair Competition § 45.

38. Antitrust and Trade Regulation €=434

New Trial €=41(3)

Trial court’s instructional error, in fail-
ing to instruct jury that software company
had burden of proving proximate cause be-
tween misappropriation of trade secrets and
unjust enrichment damages under the Virgi-
nia Uniform Trade Secrets Act (VUTSA),
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was reversible error, warranting new trial, in
action by company against competitor that
hired consultant to provide competitive intel-
ligence in which jury awarded over $2 billion
in damages.

39. Pretrial Procedure ¢=224

Competitor’s response to software com-
pany’s interrogatory seeking information re-
garding revenues broken out by version of
software, which disclaimed any records based
on version of the product sold, was appropri-
ate discovery response, and was not disavow-
al that provided basis for excluding evidence
as to competitor’s revenue derived from
products not in competition with company’s
software, as relevant to unjust enrichment
damages and causation under Virginia Uni-
form Trade Secrets Act (VUTSA); interroga-
tory asked about “versions” of specific prod-
uct and not products or lines of business,
reporting that company did not track reve-
nue by software versions was not tantamount
to saying it sold no other products or that it
did not track revenue by product or lines of
business, company could have sought clarifi-
cation, and there was no ambush or surprise,
as breakdowns of other product lines were
provided in discovery. Va. Code Ann. § 59.1-
338(A); Va. Sup. Ct. R. 4:12.

40. Trial &=55

A trial court has the authority to exclude
evidence when, for example, a party makes a
blunt disavowal in discovery of overcharge
damages and then shows up at trial seeking
to prove such damages.

41. Appeal and Error 3361

Trial &=43

While a trial court wields considerable
discretion in deciding evidentiary matters,
discretion does not mean that the trial court
may do whatever pleases it; the phrase
“abuse of discretion” means instead that the
court has a range of choice, and that its
decision will not be disturbed as long as it
stays within that range and is not influenced
by any mistake of law.

42. Courts &=26(3)

An “abuse of discretion” can occur in
three principal ways: when a relevant factor
that should have been given significant
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weight is not considered; when an irrelevant
or improper factor is considered and given
significant weight; and when all proper fac-
tors, and no improper ones, are considered,
but the court, in weighing those factors, com-
mits a clear error of judgment.

See publication Words and Phrases for
other judicial constructions and defini-
tions.

43. Pretrial Procedure ¢=312

Even if evidence that competitor derived
significant revenue from other products not
in competition with company’s software was
excluded as discovery sanction for competi-
tor’s response to interrogatory seeking infor-
mation regarding revenues broken out by
version of software that disclaimed any rec-
ords based on version of the product sold,
sanction of excluding competitor’s evidence of
hundreds of millions of dollars in damages
based on strained reading of discovery re-
sponse as disclaiming records relating to
products or other lines of business was dis-
proportional to any offense in responding to
interrogatory, and thus not warranted, in
action under Virginia Uniform Trade Secrets
Act (VUTSA). Va. Code Ann. § 59.1-338(A);
Va. Sup. Ct. R. 4:12.

44. Pretrial Procedure ¢=44.1

Analysis as to whether to impose sanc-
tion for discovery violation must encompass
some notion of proportionality. Va. Sup. Ct.
R. 4:12.

45. Appeal and Error €=427(
Pretrial Procedure =312

Trial court’s error in excluding competi-
tor’s damages evidence as to products not in
competition with company’s software based
on skewed reading of interrogatory response
was not harmless error, in trial for misappro-
priation of trade secrets by software compa-
ny under Virginia Uniform Trade Secrets
Act (VUTSA), particularly given burden-
shifting instruction on damages that improp-
erly shifted burden to competitor to disprove
unjust enrichment damages and away from
company to prove proximate cause, and ulti-
mate damages award in excess of $2 billion;
exclusion of damages evidence, in tandem
with instruction’s emphasis on competitor’s
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total sales, exponentially increased likelihood
of runaway damages verdict that had no
correlation to proximate cause. Va. Code
Ann. § 59.1-338(A).

46. Appeal and Error ¢=3366

Generally, the Court of Appeals reviews
a trial court’s decision to admit or exclude
evidence using an abuse of discretion stan-
dard and, on appeal, will not disturb a trial
court’s decision to admit evidence absent a
finding of abuse of that discretion.

47. Evidence ¢844

The proponent of the evidence bears the
burden of establishing by a preponderance of
the evidence the facts necessary to support
its admissibility.

48. Evidence ¢=1462

In general, electronic documents or rec-
ords that are merely stored in a computer
raise no computer-specific authentication is-
sues; if a computer processes data rather
than merely storing it, authentication issues
may arise. Va. Sup. Ct. R. 2:901.

49. Evidence ¢=1462

When a computer is used to create a
data compilation, how much information will
be required about data input and processing
to authenticate the output will depend on the
nature and completeness of the data, the
complexity of the manipulation, and the rou-
tineness of the operation. Va. Sup. Ct. R.
2:901.

50. Evidence ¢=1462

A computer decodes electronic records,
converts them into a format understood by
users and either prints them or displays
them on a terminal, and a person who can
verify that the business records are authentic
can present the evidence by testifying about
what he saw displayed or by presenting a
printed copy of the display. Va. Sup. Ct. R.
2:901.

51. Evidence ¢=1462

Competitor was entitled to opportunity
to authenticate its software using different
laptop than one it provided in discovery, so
as to support admissibility of software, in
trial for misappropriation of trade secrets by

software company under Virginia Uniform
Trade Secrets Act (VUTSA); evidence at is-
sue was software and not method by which
evidence was transmitted in discovery, com-
pany’s discovery request sought software,
and it never lodged any pretrial objection to
what it received, competitor was prepared to
authenticate its software, company’s expert
had already displayed competitor’s software
on different medium earlier in trial, there
was no specific claim of tampering or corrup-
tion, and company could still challenge soft-
ware if it had plausible basis for doing so.
Va. Code Ann. § 59.1-336; Va. Sup. Ct. R.
2:901.

52. Courts &=26(3)

A court abuses its discretion when it
believes that the law requires something that
it does not.

53. Appeal and Error ¢=4376
Evidence €=1462

Trial court’s evidentiary error, in failing
to give competitor opportunity to authenti-
cate its software on laptop different than one
it provided in discovery, was not harmless, in
trial on claim for misappropriation of trade
secrets brought by software company under
Virginia Uniform Trade Secrets Act (VUT-
SA), though company asserted that competi-
tor’s witnesses were permitted to argue that
they did not copy company’s software; error
significantly hampered competitor’s liability
defense that features it was accused of copy-
ing either predated consultant it hired to
provide competitive intelligence, worked dif-
ferently, or both, particularly given compa-
ny’s expert testimony that opined liberally
that many things competitor saw on compa-
ny’s system were copied on grand scale, and
company’s closing argument that repeatedly
attacked competitor for its lack of software
evidence. Va. Code Ann. § 59.1-336; Va. Sup.
Ct. R. 2:901.

54. Appeal and Error ¢=3141, 3143

In evaluating whether a trial court
abused its discretion, the Court of Appeals
does not substitute its judgment for that of
the trial court; instead, it considers whether
the record fairly supports the trial court’s
action.
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55. Evidence ¢=864

Evidence is “relevant” if it has any logi-
cal tendency to prove an issue in a case, and
relevant evidence may be excluded only if the
prejudicial effect of the evidence outweighs
its probative value. Va. Sup. Ct. R. 2:401,
2:403.

See publication Words and Phrases for
other judicial constructions and defini-
tions.

56. Antitrust and Trade Regulation =430

Evidence of who was given access to
company’s software, and in what numbers,
was relevant to whether information was pro-
tected trade secret under Virginia Uniform
Trade Secrets Act (VUTSA), and thus was
admissible in trial by company against com-
petitor that hired consultant to provide com-
petitive intelligence; adequacy of company’s
confidentiality measures was hotly disputed,
particularly given evidence that thousands of
free trial users and prospective customers
had access to review secrets and company
did not keep track of how many of a certain
type of service-provider agreement it had
issued. Va. Code Ann. § 59.1-336; Va. Sup.
Ct. R. 2:401.

57. Antitrust and Trade Regulation €417,
419
Number of people who can see a secret
is not dispositive of whether information is
protected or generally known, so as to be a
trade secret protected from misappropriation
under the Virginia Uniform Trade Secrets
Act (VUTSA), especially where information
is zealously shielded; for example, millions of
people can enjoy a restaurant chain’s fried
chicken, but the recipe, if closely guarded,
can still be a trade secret. Va. Code Ann.
§ 59.1-336.

58. Antitrust and Trade Regulation =413

Fact that some or all of the components
of a trade secret are well-known does not
preclude protection for a secret combination,
compilation, or integration of the individual
elements under the Virginia Uniform Trade
Secrets Act (VUTSA); hence, even if all of
the information is publicly available, a unique
combination of that information, which adds
value to the information, also may qualify as
a trade secret. Va. Code Ann. § 59.1-336.
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59. Antitrust and Trade Regulation ¢=430

While number of people with access to
information is not, in isolation, determinative
of information’s trade secret status under the
Virginia Uniform Trade Secrets Act (VUT-
SA), such evidence is hardly irrelevant; to
the contrary, who is given access to such
information, and in what numbers, are
among most important factors in assessing
both whether information was generally
available and reasonableness of efforts to
maintain its secrecy. Va. Code Ann. § 59.1-
336.
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OPINION BY JUDGE FRANK K.
FRIEDMAN

_JussThis case raises questions about trade
secrets, corporate espionage, and the proper
measure of unjust enrichment damages for
such offenses under the Virginia Uniform
Trade Secrets Act (VUTSA). The trial below
resulted in the largest damages verdict in the
history of the Commonwealth of Virginia—an
award of over two billion dollars. A jury
found Pegasystems, Inc. (Pega) used improp-
er means to misappropriate trade secrets
from Appian Corporation (Appian). On ap-
peal, Pega asks this Court to reverse the
jury verdict and enter judgment for Pega
because it contends, as a matter of law,
_lusthere was insufficient evidence that Pega
misappropriated any trade secrets. In the
alternative, Pega seeks a new trial, arguing
the trial court erred in excluding certain
evidence and in granting flawed jury instruc-
tions (particularly with respect to proximate
cause). We reject Pega’s claim that it is
entitled to judgment as a matter of law;
however, we find that the trial court commit-
ted a series of errors that require us to
reverse the judgment as to Appian’s trade
secret claims.

BACKGROUND'!

I. The Business Process Management In-
dustry

[1] This controversy involves companies
engaged in the business process management
(BPM) industry. Appian and Pega are com-
petitors and “industry leaders” in the BPM
field. Both companies offer platforms that
enable third party business customers to
build complex software applications using
“low-code application development plat-
forms.” These customers purchase the BPM
platform to generate programs or applica-
tions (apps) that automate processes, such as
fulfilling orders or opening new customer
accounts. A BPM customer might use its own
employees to design a project or it might
hire outside “developers” to do so.

1. On appeal from a judgment of a jury verdict,
“[wle consider the evidence and all reasonable
inferences fairly deducible from it in the light
most favorable to the prevailing party below.”

At trial, Pega portrayed itself as having
expertise in platforms catering to big, com-
plex, and sophisticated problems with many
permutations for “very large ... companies.”
Pega’s platform put a premium on “scalabili-
ty”—the ability to quickly and reliably cre-
ate, customize, and modify apps used by
large numbers of users. Thus, Pega suggest-
ed its BPM product was particularly useful
for complex undertakings. Appian painted
Pega’s product as overly complex, difficult to

_lsograsp, hyper-technical, and clunky. By

contrast, Appian’s BPM product focused on
ease-of-use, speed, and simplicity.

The gist of this dispute is that Appian
contends that Pega misappropriated its trade
secrets to copy and steal Appian’s user-
friendly features to enhance Pega’s appeal
with a broader base of potential customers.
Appian further asserts that in the course of
stealing its secrets, Pega illicitly obtained
trade secrets regarding weaknesses in Appi-
an’s BPM platform and Pega used this ill-
gotten knowledge for its own advantage.

II. Pega Studies Appian’s Product

Pega acknowledges that “[l]ike most com-
panies in a competitive market, ... Pega
stays abreast of its competitors.” Appellant’s
Br. at 8. The trade secret claims in this case
primarily arose from activities that Pega’s
then-head of competitive intelligence, John
Petronio, managed from 2012 to 2014. Pega’s
goal was to examine how Appian’s BPM plat-
form performed from the perspective of a
developer creating apps. In so doing, Pega
hoped to improve its own platform and to
learn of Appian’s weaknesses to better mar-
ket its own platform. Pega did not have
access to Appian’s platform because, as Appi-
an witnesses confirmed, Appian “never made
[its] software publicly available without li-
cense terms.” Appian’s software, including its
“internal workings,” remained a mystery to
Pega. Internally, Pega acknowledged that
Appian was “guarded” with respect to its
“technology.”

MCR Fed., LLC v. JB&A, Inc., 294 Va. 446, 457,
808 S.E.2d 186 (2017) (quoting Government
Emps. Ins. Co. v. United Servs. Auto. Ass’n, 281
Va. 647, 655, 708 S.E.2d 877 (2011)).
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A. Pega Hires a Consultant, Zou, to Gain
Access to Appian’s Platform

Through a staffing agency, Petronio
sought a source to demonstrate how develop-
ers used Appian’s platform. In seeking out a
consultant, Petronio informed the recruit-
ment company that, “[aJcess to the Appian
BPM tool is a must” and “make sure they
aren’t ‘loyal’ to Appian because [Pega]
doesn’t want it getting back to Appian that
Pega is doing this work.” This search culmi-
nated in Pega hiring Youyong Zou to provide
consulting services for Pega about Appian’s
BPM platform. Zou’s consulting work for
Pega was a side-job; h%lworked for Serco,
a company that implemented government
contracts. Zou had access to Appian’s plat-
form through his employment with Serco,
which licensed Appian’s platform.

As part of his consulting services, Zou
provided presentations to Pega in which he
demonstrated Appian’s platform, illustrating
strengths and weaknesses. Petronio de-
scribed Zou as Pega’s “spy.” Appian charac-
terized Zou as Pega’s “Trojan horse.” Pega
took measures to hide Zou’s identity by giv-
ing him an alias and blurring his username
on screenshots. Over a two-and-a-half-year
period, Zou spent approximately 200 hours
consulting for Pega and received $23,608 in
compensation.

Pega’s executives observed some of Zou’s
demonstrations, which were recorded for
training purposes. Pega recorded nearly 100
videos of Zou using Appian’s platform, in
which Zou would explain strengths and
weaknesses of various features on Appian’s
BPM system. See, e.g., Pl. Ex. 853-910 (train-
ing videos). Zou also demonstrated building
apps with Appian’s software. At trial, Appian
established Pega’s widespread use of Zou’s
tutorials. Several of the videos “cascaded”
through Pega’s product management team.
Zou even came to Pega’s Massachusetts
headquarters for an all-day meeting with
Pega’s senior leadership. Pega’s engineers
participated in meetings with Zou, including
Kerim Akgonul, Pega’s Head of Product
Management—the group responsible for
making improvements to Pega’s platform.
Petronio encouraged Akgonul to meet with
Zou to “see something in [t]here that [Ak-
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gonul] might like for our product.” PL Ex.
853 at 01:00-01:15. Appian’s expert opined
that following Zou’s demonstrations, Pega
made changes to its platform that had “strik-
ing similarities” to Appian’s product. More-
over, Pega used the information gathered by
Zou to improve its own platform and also to
identify and attack Appian’s weaknesses.

B. Pega Employees Access Appian’s Plat-
form Independent of Zou’s Efforts

After Zou stopped consulting for Pega,
Pega continued its attempts to access Appi-
an’s trade secrets via improper means.

_|uFor example, in 2017, three years after

Zou stopped consulting for Pega, Pega em-
ployees accessed Appian’s platform using
aliases to discreetly view Appian’s free trials.

III. Appian Learns of Pega’s “Research”
and Files this Action

In 2015, Petronio and Pega parted ways.
Appian hired Petronio the following year as a
consultant. He later became Appian’s Senior
Director of Market Intelligence and Strate-
gy. Eventually, in 2020, Petronio informed
Appian about Zou and his consulting work on
behalf of Pega. Appian responded by suing
Pega and Zou.

Appian brought claims against Pega under
the Virginia Uniform Trade Secrets Act,
Code § 59.1-336 et seq., based on Pega’s
alleged misappropriation of trade secrets
through its dealings with Zou, and under the
Virginia Computer Crimes Act, Code § 18.2-
152.1, et seq., relating to Pega’s efforts to
obtain improper access to Appian materials.

IV. What Secrets Did Pega Allegedly Re-
ceive?

The trade secrets that Appian contends
were misappropriated by Pega basically fell
into three categories: (1) functions of Appi-
an’s platform that Appian accused Pega of
copying; (2) knowledge relating to weakness-
es of Appian’s platform which Pega used to
its own advantage; and (3) access to Appian’s
confidential documentation such as its user
manual which assisted Pega in copying Appi-
an’s strengths and exploiting its weaknesses.
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A. The Copied Functions that Improved
Pega’s Platform

Appian identified five functions related to
“the architecture and design underlying spe-
cific features of Appian’s platform” that Pega
copied to improve its platform based on Zou’s
demonstrations. Appellee’s Br. at 8. Dr. Mar-
shall, Appian’s expert witness, provided ex-
tensive testimony over the course of multiple
days. He testified that it appeared Pega
made improvements to its platform based on
trade secrets it oﬂt_ained453 from Appian.
Marshall testified that Pega misappropriated
the following features of Appian’s platform,
which constituted trade secrets: (1) Smart
Services, (2) Custom Data Types, (3) Ease-
of-Editing Functionality, (4) Out-of-the-Box
Ability to Deploy Applications to Mobile, and
(5) Out-of-the-Box Integrated Social View of
Worklist and Tasks. These features can be
briefly summarized as follows:

1. smart services: this tool enables a de-
veloper to implement a function by
dragging and dropping an icon into an
app;

2. custom data types: these features allow
a developer to group related pieces of
data together;

3. an edit button: this tool lets a develop-
er toggle between testing an applica-
tion and editing it;

4. out-of-the-box mobile: this feature per-
mits apps to run on both a desktop and
mobile device without additional con-
figuration;

5. out-of-the box social: this provides a
pre-programmed user interface that
displays work lists and tasks in a social
feed permitting easy communication
among teams.

Pega countered that none of these features
were unique to Appian, that it was common-
place for businesses to study competitors’
products, and that its own software did not
utilize any of Appian’s innovations.

2. At the same time, similar information was
available through reviews, internet videos, and
basic customer observation and comparison. Re-
latedly, when asked whether Appian’s business
partner, Serco, was required to have prospective

B. Pega Gains Access to Appian Docu-
mentation and Insights into Weak-
nesses in Appian’s Platform

Zou’s presentations suggested that Appian
struggled with “scalability”—the ability to
handle large, complex projects. Pega’s head
of sales concluded that Appian’s “weaknesses
are glaring and big.” Pega’s product manager
for social features was “not impressed” with
Appian’s social features, while noting its mar-
keting was “impress[ive].” Pega also identi-
fied significant weaknesses in Appian’s mo-
bile capabilities. Upon learning about the
“internal workings” of Appian’s platform
from Zou, Petronio announced, “we should
never lose to|4s4Appian.” Prior to Zou’s work
for Pega, Pega’s marketing materials had
addressed various Appian weaknesses. How-
ever, Pega updated and bolstered these ma-
terials to reflect its competitor’s shortcom-
ings based on information Zou provided.

Appian asserted Pega’s knowledge of these
platform foibles constituted additional trade
secrets related to the “sensitive structural
limitations of Appian’s platform previously
unknown to Pegal.]” Appellee’s Br. at 14.
Most of the purported secrets were Appian
product deficiencies that Appian did not want
potential customers to consider when making
purchasing decisions.? Appian ultimately cat-
egorized these “weakness” trade secrets as
problems involving:

1. Concurrent Development and Locking

of Process Model

2. Specific Reporting Tools and Chart
Types Available

3. Web Services Returned Only the Pro-
cess ID

4. Specifics on Unified Management
Tools Available

5. Star Schema/Reporting on External
Data

6. Configuration and Customization of
Checkpointing

7. Topology Specifics, Including Informa-
tion from Experimentation

customers sign non-disclosure agreements after
receiving demonstrations, Appian’s witness Dr.
Cole stated, “I don’t believe they do, but they do
have restrictions,” including “careful[] super-
vis[ion].”
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This is verbatim how Appian described the
weaknesses to the jury in closing argument.

Finally, Appian asserted that, through
Zou, Pega obtained Appian’s documentation
which included private information that en-
abled Pega to further exploit its knowledge
of Appian’s platform. For example, Zou gave
Pega confidential portions of Appian materi-
als, including a document entitled “High
Availability and Disaster Recovery Configu-
rations.” This document contained descrip-
tions of Appian’s software. Zou also provided
_|4ssPega documentation related to Appian’s
mobile and social capabilities. Zou further
accessed Appian’s user manual through Appi-
an Forum and provided this information to
Pega. With respect to Appian’s “weakness-
es,” Pega used the information it gained from
Appian’s documents to create marketing ma-
terials that attacked Appian.

V. How Secret was the Information Pega
Obtained?

Appian contended that the information
Pega received was “confidential” and closely
guarded. Appian’s evidence demonstrated
that many features of its BPM platform were
protected from widespread public consump-
tion. For example, Appian stored its software
and related documentation on Appian Forum,
a password protected website accessible by
authorized users including Appian employees
and business partners. To access Appian Fo-
rum, a prospective user had to comply with
Appian’s terms of use, which incorporated
individual license agreements that contained
some confidentiality provisions. As one wit-
ness explained, Appian “never made [its]
software publicly available without license
terms.”

Appian asserted that any third-party com-
panies or partners accessing its software and
documentation “had licensing agreements in
place” and “any individuals that were access-
ing ... Appian Forum” had to agree to the

3. Appian delegated discretion to these resellers
to demonstrate features of its platform and to
display documentation to prospective customers.
It permitted resellers to decide what was reason-
able to disclose, while actively encouraging re-
sellers to promote the benefits of the product.
Appian diminishes the breadth of this discretion
by retaining the right to enforce disclosure re-
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“terms of use.” Appian’s “terms of use” on its
Forum stated, in part, as follows:

Use of Software

You may access and download certain soft-
ware .... Any Software You download or
access through the Site is the copyrighted
work of Appian .... Use of the Software
is subject to the terms of the ... software
license agreement between You and Appi-
an which governs Your use of the Software
and which triggered Your receipt of a us-
ername and password to access the Site.
To the extent you do not have a ... license
agreement with Appian for the Software,
you are prohibited from downloading, ac-
cessing or using the Software without Ap-
pian’s express prior written consent.

_|4s6At the same time, Appian was involved
in sales—and it encouraged its sales repre-
sentatives to share information about its plat-
form. It urged these representatives or “re-
sellers”—who worked on commission—to
demonstrate the platform to potential buyers
without significant restrictions.> Appian did
not limit “the number of people who could be
shown the documentation” or view demon-
strations provided by its resellers.

Appian also granted latitude in its agree-
ments with its business partners, authorizing
them to “market, promote and demonstrate
the Appian software to prospective custom-
ers.” Business Partner Agreement at §§ 1.1,
2.2.1; see also Value-Added Service Provider
Agreement. Serco was just one of many of
Appian’s business partners. The Business
Partner Agreement provides the business
partner “with a nonexclusive, nontransfera-
ble license to use, copy and display Appian’s
published marketing materials associated
with the Appian Software, and to incorporate
the Marketing Materials into Business Part-
ner’s promotional and marketing literature
....” In addition to granting business part-
ners the ability to demonstrate Appian’s soft-
ware for prospective customers, with certain

strictions. Appian confirmed it had no way of
tracking usage of its software by its business
partners: “We had no automated mechanism for
introspecting and auditing installations ... by
companies like Serco.” Appian further acknowl-
edged it gave discretion to its partners to decide
who could have access to Appian’s software.
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limitations, the agreement provides that a
business partner can “[e]lnhance, modify
and/or combine the Appian software with
other software or code to develop prototypes
to be demonstrated to prospective custom-
ers.” The business partner agreement con-
tained a confidentiality provision, but it did
not mention any trade secrets. See Business
Partner Agreement at § 6.1 (listing software
as confidential).

_lusrPotential customers, who received de-
mos from Appian partners like Serco, could
share descriptions, screenshots, and videos of
the demos. Further, potential customers, who
received demos from Appian’s business part-
ners, were not required to sign non-disclo-
sure agreements. Similarly, Appian offered
free trials to prospective buyers. These pro-
spective buyers were not required to sign
restrictive non-disclosure agreements either
(but were subject to “click-through” terms of
service). Nonetheless, Appian asserted that it
could impose careful supervision over pro-
spective customers and business partners.

VI. Serco’s Restrictions on Zou

Notably, Zou was not an Appian employee;
he was employed by Serco, a government
contractor. Zou had access to Appian’s plat-
form and user manuals through his work at
Serco, which was a business partner of Appi-
an’s. Zou did not have access to Appian’s
source code. In 2012, Zou, as a condition of
employment with Serco, signed an “Employ-
ee Proprietary and Confidential Information
Agreement.” As part of his contract with
Serco, Zou was precluded from sharing confi-
dential information that he learned through
his work. Appian claimed “all [its] develop-

4. The question of whether Zou's agreement to
protect Serco’s confidential information extends
to Appian is a point debated by the parties. Zou's
confidentiality agreement with Serco included
the following provisions related to confidentiali-
ty:

® ‘“‘Confidential Information’ means any and
all information disclosed or made available
to the Employee or known by the Employee
as a direct or indirect consequence of or
through his or her employment by Serco
and not generally known in the industry in
which Serco is or may become engaged
during the course of Employee’s employ-
ment, and which is non-public information

”»”

ers” were governed by “[slimilar agree-
ments” as Zou’s.* Appellee’s Br. at 6.

_|4sVIL.  Disputed Rulings at Trial

A. The Trial Court Grants Appian’s Mo-
tion 1 Limine Excluding Evidence of
the Number of People with Access to
its Software as “Irrelevant”

Appian filed a motion in limine to exclude
evidence of the number of people with access
to its software. Appian argued, and the trial
court ruled, that the number of people with
access to Appian’s trade secrets was “not
relevant at all” to the question of whether
the software was sufficiently protected to be
a trade secret. The court gave the jury a
specific instruction that provided, “[t]he num-
bers of users of the Appian Platform and
Appian Forum licenses are not relevant to
any issue in this case, and any evidence as to
those numbers should be disregarded.” In
explaining its decision, the trial court stated,
“Pegasystems cannot offer mere numbers as
a way of showing that the trade secret—that
these are not Appian’s trade secrets
Pegasystems can certainly put on evidence
concerning the security that Appian attached
to its licensees and require of its licensees
... but it cannot just offer sheer numbers as
a way to show that Appian was not maintain-
ing the secrecy of its alleged trade secrets.”

After the trial court granted Appian’s mo-
tion in limine prohibiting evidence of the
number of people with access to its platform,
Pega proffered the following evidence, which
it argued was relevant to whether Appian
took reasonable measures to protect its trade
secrets and whether the trade secrets were
generally known:

of commercial value to Serco, and/or any
information related to Serco’s business, em-
ployees, customers, products, processes ...
and trade secrets.”

® “Employee agrees not to use or disclose to
anyone or any entity, other than as neces-
sary and appropriate in further of Serco’s
business activities, any Confidential Infor-
mation, either during or after employment
by Serco.”

® “Employee agrees that all Confidential In-
formation used or generated by him or her
in connection with employment for Serco is
the sole property of Serco.”
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® From 2012 through 2016, over 12,500
individuals were granted access to Ap-
pian Forum.

® Appian did not track the number of
“value added service providers” it had.?
® |,00ver 44,000 people had access to
Appian Forum between 2012 and 2021.

® Appian entertained 12,000 free-trial re-
cipients between 2017 and 2021.

B. The Trial Court Prevented Pega From
Demonstrating its Software to the
Jury to Show that it Had Not Stolen
Disputed Features of Appian’s Plat-
form

Before trial, Pega timely disclosed, in an
exhibit list, that it intended to introduce ver-
sions of its software as evidence, including
versions 6.3 and 7.1. Per the exhibit list,
Pega stated that it would present its soft-
ware evidence on a “Pega Laptop” that it
described as a “physical object.” During dis-
covery, Pega provided Appian with a laptop
containing its software for Appian to review.
Notably, despite numerous objections to the
exhibit list generally, Appian did not object
to Pega’s exhibit list entries providing that it
intended to present its software evidence to
the jury. In fact, during the trial, Appian
itself presented evidence of Pega’s BPM plat-
form software on a different computer than
that used in discovery.

At trial, Pega sought to present its soft-
ware to illustrate that many of the features
Appian claimed Pega had “stolen” pre-exist-
ed Pega’s contact with Zou or were devel-
oped wholly independently of his demon-
strations. However, when Pega sought to
introduce this software evidence at trial, on
a computer that was not the same laptop
on which it had transmitted a copy of the
software during discovery, Appian objected
because the evidence was on a different
computer than used in discovery. Pega ex-
plained that the original laptop, which

5. The Value Added Service Provider Agreement
enabled companies (or service providers) to
“provide value-added intellectual property on top
of the Appian platform.” The agreement allowed
service providers to “market, promote and dem-
onstrate” Appian’s software to “prospective End
Users[.]” See Value Added Service Agreement at
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transported the software for discovery pur-
poses, |sgowas simply a medium for transfer-
ring its evidence to Appian. The original,
transport laptop was now inoperable and
could not run the software at trial; thus,
Pega argued it should be allowed to present
its software evidence via another medium
such as a different laptop so long as it
could authenticate the software. Appian had
already introduced the software on a differ-
ent laptop during its case in chief. Yet Ap-
pian argued that Pega’s evidence was inad-
missible unless Pega used the exact same
laptop on which it transmitted a copy of the
software to Appian during discovery. The
trial court agreed.

The trial court suggested that using a dif-
ferent computer might raise doubts about the
software’s authenticity, calling for “a trial
within a trial to authenticate.” Pega was pre-
pared to authenticate the software through
Stephen Bixby—the person who led develop-
ment of the software at Pega. Bixby would
have testified that the software introduced at
trial was “the exact same thing” Pega pro-
duced to Appian during discovery. The trial
court, however, refused to permit Pega to
attempt to authenticate the software:

The fact that this upcoming witness may
be able to authenticate what’s on there,
we're not doing that. We’re not having a
trial within a trial to authenticate that.
That’s something that should have been
dealt with pre-trial during discovery.

I'm not going to—this is essentially what
you're asking me to do is to conduct a
discovery proceeding here to determine
whether the information on the software is
the same as other software, and I'm simply
not going to do that. That should have
been done during discovery pre-trial.

The court permitted Pega witnesses to tes-
tify that various features were not copied
from Appian. However, the jury was not
allowed to view Pega’s software evidence.

§ 2.2.1. The agreement also allowed service pro-
viders to “enhance, modify and/or combine the
Appian software with other software ... to devel-
op prototypes to be demonstrated to prospective
End Users ....” Service providers ‘retain[ed]
exclusive ownership and control of the resulting
enhancement ...."
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C. The Damages Instruction Relating to
Proximate Cause

One of the central disputes at the instruc-
tions phase of the trial concerned the appro-
priate proximate cause instruction in |the
unjust enrichment context under VUTSA.
Over Pega’s objection, the trial court granted
Instruction 14:

If you find that plaintiff Appian has proved
by greater weight of the evidence its claim
for misappropriation of trade secrets
against defendant Pegasystems, you must
find your verdict for Appian and decide the
issue of damages as to Pegasystems. You
may award the amount of unjust enrich-
ment caused by misappropriation.
For unjust enrichment, Appian is entitled
to recover Pegasystems’ net profits. Appi-
an has the burden of establishing by great-
er weight of the evidence Pegasystems’
sales; Pegasystems has the burden of es-
tablishing by greater weight of the evi-
dence any portion of the sales not attribut-
able to the trade secret or trade secrets
and any expenses to be deducted in deter-
mining net profits.

Thus, the court instructed the jury that
Appian could prove its damages simply by
establishing “Pegasystems’ sales” during the
relevant time frame. Upon Appian proving
Pega’s total sales, the burden would shift to
Pega to prove damages (sales) were unrelat-
ed to its wrongdoing. Accordingly, Appian
produced evidence that Pega’s sales for the
relevant time period were in the billions of
dollars. Consistent with Instruction 14, Appi-
an stated in closing argument that “the bur-
den is on [Pega]. If they want to show you
some of those sales were innocent, right,
because it’s about some other feature than
ours, they have to show that[,]” and further,
“remember the shifting burdens, it’s their
burden to show you any sales they made
were innocent.”

D. The Trial Court Excluded Critical
Damages Evidence Based on an Inter-

rogatory Answer
Instruction 14 allowed Appian to rely on
Pega’s total sales to establish its damages
and shifted the burden to Pega to prove
which sales were not tainted. Pega was then
prohibited from introducing significant evi-

dence regarding its “total sales” based on a
discovery response. Appian propounded the
following interrogatory to Pega in discovery
seeking informaftiony, relating to revenues
tied to wversions of Pega’s BPM software:

Interrogatory No. 18: Identify all revenues

received by Pegasystems for each fiscal

year from 2012 through 2021 relating to

Pega 6.3, Pega 7.0 and any subsequent

version broken out by year and version of

the software; and identify the costs and
expenses Pegasystems incurred in order to
realize those revenues.

Pega responded:

Answer: Pegasystems does not record or

report revenue, or any associated costs and

expenses incurred by Pegasystems, based

on the “version” of the product sold (e.g.,

Pega 6.3, Pega 7.0). There is no mechanism

or process by which Pegasystems is able to

determine these revenue, cost and expense
amounts. As a result, Pegasystems’ finan-
cial results (including total revenue and all
associated costs and expenses) for each
applicable fiscal year as reported to the

SEC in Pegasystems’ annual Form 10-K

filings and quarterly Form 10-Q filings are

attached as Schedule 3.

(Objections omitted; emphases added). The
trial court viewed this response as a declara-
tion that Pega “can’t breakdown [its] revenue
based on lines of business.” Thus, it ruled
that Pega could not present evidence that
much of its revenue came from products with
which Appian did not even compete.

Pega asserted that the fact that it did not
track revenue by wversion of its BPM soft-
ware did not mean that Pega did not track
revenue by other products or lines of busi-
ness. In fact, Pega submitted an expert re-
port in discovery breaking down its revenues
from other business sources. However, the
trial court ruled that Pega had “essentially
given up” any such defense to damages with
its response to Interrogatory 18.

As a result, the trial court excluded this
“other lines of business” damages evidence
and Pega made a proffer of what its evidence
would have been. According to the proffer,
Pega’s Chief Executive Officer Allen Trefler
would have testified that Pega sold products
that did not compete with Appian; specifically
“more than 50 percent of Pega’s revenue is
derived fromﬁgcustomers for these other
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products” that do not compete with Appian.
Trefler also would have testified that Pega
offers features unrelated to Appian’s trade
secrets. Pega’s Chief Technology Officer Don
Schuerman would have testified that Pega
had customers who “bought things that Appi-
an didn’t sell.” Schuerman was barred from
testifying about 25 products unique to Pega
that increased its sales and that were distinct
from its BPM platform. Further, Simon
Platt, who created an expert damages report
for Pega, would have testified that Appian’s
damages should be significantly reduced to
account for sales driven by Pega’s unique
products that “were not available from Appi-
an.” Platt would have provided that the asso-
ciated revenue from these sales was attribut-
able to Pega’s own innovation rather than as
a result of misappropriating Appian’s trade
secrets. Finally, in challenging the testimony
of Appian’s damages expert, James Malack-
owski, Pega was prevented from demonstrat-
ing that the expert’s damages figure included
Pega sales unrelated to Pega’s BPM plat-
form.

VIII. The Verdict

The jury returned a verdict in Appian’s
favor, finding that Pega and Zou misappro-
priated Appian’s trade secrets, in violation of
VUTSA, and awarding damages against Pega
in the amount of $2,036,860,045. The jury
also rendered judgment against Zou in the
amount of $5,000.5 The trial court entered a
written order of judgment in Appian’s favor
against Pega, awarding the damages verdict,
plus attorney fees, costs, and interest. The
trial court denied Pega’s motions to strike
the evidence and to set aside the verdict. The
court also denied Pega’s request for a new
trial or remittitur. This appeal followed.

_LusANALYSIS

I. The Trial Court Did Not Err in Denying
Pega’s Motions to Strike and to Set
Aside the Verdict

A. Standard of Review

[2,3] “When ruling on a motion to strike
a plaintiff’s evidence, a trial court ‘is required

6. The jury also found in Appian’s favor on its
computer fraud claim, in violation of the VCCA,
and awarded damages in the amount of $1. Pega
has not appealed the VCCA verdict. The court
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to accept as true all evidence favorable to a
plaintiff and any reasonable inferences that
may be drawn from such evidence.’” TB
Venture, LLC v. Arlington Cnty., 280 Va.
558, 562, 701 S.E.2d 791 (2010) (quoting
James v. City of Falls Church, 280 Va. 31,
38, 694 S.E.2d 568 (2010)). “The trial court is
not to judge the weight and credibility of the
evidence, and may not reject any inference
from the evidence favorable to the plaintiff
unless it would defy logic and common
sense.” Id. at 562-63, 701 S.E.2d 791 (quoting
Austin v. Shoney’s, Inc., 254 Va. 134, 138,
486 S.E.2d 285 (1997)). “That same standard
is applicable to [appellate] review of the deci-
sion of the trial court granting the motion to
strike.” Baysden v. Roche, 264 Va. 23, 26, 563
S.E.2d 725 (2002).

Pega asks this Court to enter judgment on
its behalf as a matter of law on the ground
that Appian failed to prove the existence of
its trade secrets. Specifically, Pega argues (1)
“[nJone of Appian’s purported secrets were
trade secrets as a matter of law because
Appian exposed them without requiring con-
fidentiality,” Appellant’s Br. at 19, and (2)
“Appian did not identify key trade secrets
with the requisite particularity.” Id. at 26.

[4,5] The purpose of VUTSA is “to pro-
tect the owner of a trade secret from anoth-
er’s misuse of that secret.” Collelo v. Geo-
graphic Servs., 283 Va. 56, 68, 727 S.E.2d 55
(2012) (quoting MicroStrategy Inc. v. Li, 268
Va. 249, 263, 601 S.E.2d 580 (2004)). “To
state a trade secret claim, a plaintiff must
allege sufficient facts to establish (1) the
existence of a trade secret, and (2) its misap-
propriation by the defendant.” Preferred Sys.
Sols., Inc. v. GP Consulting, LLC, 284 Va.
382, 405, 732 S.E.2d 676 (2012). Our Supreme
Court has stated that “whether a |jestrade
secret exists,” and “whether a trade secret
has been misappropriated” are generally fact
questions for the factfinder. See MicroStrate-
gy Inc., 268 Va. at 264-65, 601 S.E.2d 580; see
also Decision Insights, Inc. v. Sentia Grp.,

entered a suspension of judgment pending the
appeal. Similarly, Zou has not appealed the judg-
ment against him and is not a party to this
appeal.
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Inc., 311 F. App’x 586, 592 (4th Cir. 2009)
(“Whether or not a trade secret exists is a
‘fact-intensive question to be resolved at tri-
al.’” (quoting Hoechst Diafoil Co. v. Nan Ya
Plastics Corp., 174 F.3d 411, 419 (4th Cir.
1999))).

B. Identifying Trade Secrets and Misap-
propriation

Under Virginia law, a “trade secret” is
“information, including but not limited to, a
formula, pattern, compilation, program, de-
vice, method, technique, or process,” that
“[d]erives independent economic value, actual
or potential, from not being generally known
to, and not being readily ascertainable by
proper means by, other persons who can
obtain economic value from its disclosure or
use” and “[i]s the subject of efforts that are
reasonable under the circumstances to main-
tain its secrecy.” Code § 59.1-336; see also
Dionne v. Southeast Foam Converting &
Packaging, Inc., 240 Va. 297, 302, 397 S.E.2d
110 (1990).

Under VUTSA, “[mlisappropriation” re-

quires:

1. Acquisition of a trade secret of another
by a person who knows or has reason
to know that the trade secret was ac-
quired by improper means; or

2. Disclosure or use of a trade secret of
another without express or implied
consent by a person who

a. Used improper means to acquire
knowledge of the trade secret; or

b. At the time of disclosure or use,
knew or had reason to know that his
knowledge of the trade secret was

(1) Derived from or through a person
who had utilized improper means to
acquire it;

(2) Acquired under circumstances giv-
ing rise to a duty to maintain its se-
crecy or limit its use;

_l466(3) Derived from or through a per-
son who owed a duty to the person
seeking relief to maintain its secrecy
or limit its use; or

7. A trade secret can exist initially, but lose its
status when the process or design becomes gen-
erally known or independently derived by others

(4) Acquired by accident or mistake.

Code § 59.1-336. “Improper means” includes
theft, bribery, misrepresentation, use of a
computer network without authority, breach
of a duty or inducement of a breach of a duty
to maintain secrecy, or espionage through
electronic or other means. Id.; see Kent Sin-
clair, 1 Virginia Remedies § 29-1 (2023) (not-
ing “the Act’s definition of improper means is
broad to the point of being sweeping”).

[6-9] “The crucial characteristic of a
trade secret is secrecy rather than novelty.”
Dionne, 240 Va. at 302, 397 S.E.2d 110. For
example, a list of contacts may have little
novelty but still may be a trade secret. See,
e.g., MicroStrategy, Inc. v. Bus. Objects, S.A.,
331 F. Supp. 2d 396, 416 (E.D. Va. 2004)
(finding “under the right set of [factual] cir-
cumstances” customer lists, pricing informa-
tion, marketing and sales techniques, and
information about products can be considered
trade secrets), aff’d, 429 F.3d 1344 (Fed. Cir.
2005). Further, secrecy need not be absolute:
“the owner of a trade secret may, without
losing protection, disclose it to a licensee, an
employee, or a stranger, if the disclosure is
made in confidence, express or implied.”
Dionne, 240 Va. at 302, 397 S.E.2d 110; see
also Trandes Corp. v. Guy F. Atkinson Co.,
996 F.2d 655, 664 (4th Cir. 1993) (“Absolute
secrecy is not essential. It is enough that
[plaintiff] made it difficult for others to ac-
quire copies of the software through
proper means” (internal citations and quota-
tions omitted))). “Depending on the facts of a
particular case, software components, as
parts of a computer ‘program,” may be trade
secrets covered by the Act.” MicroStrategy
Inc., 268 Va. at 263, 601 S.E.2d 580.

[10] Pega asserts the jury verdict should
be reversed because, as a matter of law,
there was insufficient evidence to find that
Pega misappropriated information that quali-
fied as trade secrets. It claims that the infor-
mation Zou accessed was not secret, but
generic knowledge that was unprotected as it

_|usrfloated amidst thousands of users and var-

ious internet discussions and displays.” Pega

over time. See Synopsys, Inc. v. Risk Based Sec.,
Inc., 70 F.4th 759, 772 (4th Cir. 2023) (“The
trade secret’s economic value depreciates or is
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argues that Appian’s alleged trade secrets
lost legal protection because they were “gen-
erally known,” “readily ascertainable,” and
no reasonable efforts were taken to maintain
their secrecy. As a result, Pega asks this
Court to enter judgment on its behalf. Simi-
larly, Pega claims the trial court erred in
denying Pega’s motion to strike and motion
to set aside the verdict on the grounds that
Appian failed to “identifly] its alleged trade
secrets with sufficient particularity.” We ad-
dress each argument in turn.

C. Appian did not Fail, as a Matter of
Law, to Show the Misappropriated In-
formation Qualified as Trade Secrets

[11,12] Not every piece of information a
business might wish to keep from its compet-
itors is a trade secret. If a party seeks to
avail itself of trade secret protections, it must
make reasonable efforts under the circum-
stances to keep its information secret. Code
§ 59.1-336. If a company chooses to release
or publicize the information, it cannot later
wield a trade secret club against competitors
who gain access to the information. See M-
croStrategy Inc., 268 Va. at 262, 601 S.E.2d
580 (“[T]he owner of a trade secret is not
entitled to prevent others from using public
information to replicate his product, nor may
the owner prevent others from making simi-
lar products which are not derived from the
trade secret.” (quoting Am. Can Co. v. Man-
sukhant, 742 F.2d 314, 329 (Tth Cir. 1984))).

[13] There is an inherent tension be-
tween a company’s goal of keeping its prod-
uct’s secret features hidden, while also pro-
moting the product’s innovative attributes to
boost sales. To help businesses navigate this
uncertain landscape, the law | ssimposes cer-
tain requirements of proof on a party assert-
ing a trade secret claim: (1) each trade secret
must derive independent economic value
from not being “generally known” nor “readi-
ly ascertainable by proper means”; and (2)

eliminated altogether upon its loss of secrecy[.]”
(quoting Oakwood Labs. LLC v. Thanoo, 999 F.3d
892, 913 (3d Cir. 2021))).

8. Pega acknowledges that Appian used “terms of
use,” which were imposed on developers. Pega
argues that Appian’s “terms of use” are insuffi-
cient to protect its trade secrets because many of

the “terms of use”” provisions contained no confi-
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the plaintiff must make reasonable efforts to
maintain the secrecy of the information at
issue. Code § 59.1-336. Thus, generally “[i]f
an individual discloses his trade secret to
others who are under no obligations to pro-
tect the confidentiality of the information . ..
his property right is extinguished.” Ruckel-
shaus v. Monsanto Co., 467 U.S. 986, 1002,
104 S.Ct. 2862, 2872, 81 L.Ed.2d 815 (1984).

1. Pega’s Claims that the Trade Secrets
were “Generally Known” or Left

Unprotected

[14] Pega asserts that Appian lost trade
secret protection because it “exposed” its
secrets “without requiring confidentiality.”
Appellant’s Br. at 19. For example, Pega
claims that Appian delegated to independent
resellers complete discretion to disclose its
software. Pega also points to Appian’s agree-
ments with its resellers as proof that strict
confidentiality measures were not in place
and that trade secret protection, accordingly,
was not preserved. See Business Partner
Agreement; Value-Added Service Provider
Agreement.

Relatedly, Pega argues that Appian shared
its secrets with countless independent devel-
opers and end users without taking reason-
able measures to guard its secrets. Pega
claims that “[jludgment is required for the
separate reason that Appian exposed its al-
leged secrets to thousands of independent
app developers ... without imposing the re-
quired confidentiality obligation.” Appellant’s
Br. at 23. For example, Pega asserts:
“[t]here were over 6000 people with access to
the alleged trade secrets through Appian Fo-
rum alone when Zou provided his demonstra-
tions ....”8

_l4gol15] The problem with Pega’s analysis
is that, as our Supreme Court stated in Mi-
croStrategy Inc., “whether a trade secret
exists” and “whether certain information

dentiality restrictions. Pega acknowledges that
the agreement between Zou and his employer,
Serco, did in fact contain “‘some confidentiality
provisions.” Appellant’s Br. at 25. But it also
points out that the language does not mention
Appian, nor identify what information constitutes
Appian’s trade secrets.
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constitutes a trade secret” are generally
questions of fact. 268 Va. at 264-65, 601
S.E.2d 580. Under VUTSA, a trade secret is
information that: (1) derives economic value
from being neither generally known nor
readily ascertainable, and (2) is the subject
of reasonable efforts to maintain its secrecy.
Code § 59.1-336. And secrecy need not be
absolute. See Dionne, 240 Va. at 302, 397
S.E.2d 110. Certainly, here, a jury question
was presented where the reasonableness of
Appian’s efforts was hotly contested—and
Appian provided considerable evidence that
it took careful steps to safeguard its secrets
and that the information was neither “gener-
ally known” nor readily ascertainable.

2. The Record Contains Ample Evidence that
the Contested Information was not Gen-
erally Known nor Readily Ascertain-
able—and that Appian Took Reasonable
Steps to Protect its Trade Secrets

Appian’s evidence included extensive ex-
pert testimony regarding Appian’s measures
to protect its trade secrets, including through
employing “terms of use and license agree-
ments,” restricting “access to documenta-
tion,” and using “firewalls.” Appian’s expert,
Dr. Cole, also described Appian’s use of
“multifactor authentication,” “encryption ...
[,] user authentication, [and] password
change requirements.” Ultimately, Dr. Cole
opined that the steps Appian took to protect
its trade secrets were reasonable under the
circumstances and entirely consistent with
industry standards. Courts consistently have
recognized such measures as reasonable un-
der comparable circumstances. See Sinclair, 1
Virginia Remedies, supra, § 29-1 (listing rea-
sonable efforts to protect trade secrets).

_laroMoreover, while Pega suggested that
resellers could freely disclose the targeted
information to prospective buyers, the
lengthy record is devoid of any evidence of
such wholesale disclosures taking place. As
Appian observes, evidence from Pega’s own
witnesses spoke volumes as to the difficulty
Pega had getting its hands on Appian’s prod-
uct. One Pega executive, Ben Baril, told a
colleague: “Appian is very guarded about
their technology so some of this information
is impossible to come by without access to a

system.” Given Pega’s access problem, when
Petronio utilized a search firm to identify a
developer to share the desired information,
he advised the recruiter that “access to the
Appian BPM tool is a must” and “make sure
they aren’t loyal to Appian . ...” Ultimately,
the evidence, when viewed in best light to
Appian, reveals that Pega used a “spy” to
obtain access to Appian’s software and confi-
dential “documentation.”

The trial court here correctly determined
that Appian provided sufficient evidence to
survive Pega’s motions to strike and to set
aside the verdict. Whether Appian estab-
lished that its information constituted a trade
secret was a question of fact for the jury.
The voluminous record here demonstrates
numerous, earnest ways in which Appian
sought to protect its information; similarly,
when viewed in best light to Appian, the
record shows that the trade secrets were not
generally known nor readily ascertainable.
Accordingly, we cannot say, as a matter of
law, that Appian failed to prove the existence
of any trade secrets.

D. Pega’s “Particularity” Argument

Pega next asserts that Appian failed to
identify its secrets with sufficient particulari-
ty “to allow the finder of fact to distinguish
that which is legitimately a trade secret from
other information that is simply confidential
but not a trade secret, or is publicly available
information.” MicroStrategy Inc., 331 F.
Supp. 2d at 418.

[16] Pega suggests that a heightened
“particularity” requirement should be read
into Code § 59.1-336. But, as theJﬂlUtah
Supreme Court has opined: “[I]f a ‘particu-
larity’ requirement beyond what is present in
the statute is to be required in trade secret
cases, it is for the legislature to implement.”
USA Power, LLC v. PacifiCorp, 372 P.3d
629, 649 n.44 (Utah 2016). Otherwise, a plain-
tiff need only “defin[e] its purported trade
secret in a manner that would allow the
factfinder to determine if it met the statutory
requirements.” Id. at 649-50. Virginia’s Gen-
eral Assembly has implemented no “particu-
larity” requirement here.
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Nonetheless, this debate is somewhat se-
mantic—because Appian is still required to
plead and present its case under Virginia law
with enough clarity that Pega is adequately
informed of what it is defending. See Ted
Lansing Supply Co. v. Royal Aluminum &
Constr. Corp., 221 Va. 1139, 1141, 277 S.E.2d
228 (1981). In Dionmne, our Supreme Court
noted that “the proponent must bear the
burden of proving a trade-secret claim.” 240
Va. at 303 n.2, 397 S.E.2d 110; see also
Preferred Sys. Sols., 284 Va. at 407, 732
S.E.2d 676 (stating plaintiff’'s trade secret
claim must provide sufficient facts informing
defendant of the nature and character of the
claim asserted); Restatement (Third) of Un-
fair Competition § 39 ecmt. d (explaining “[a]
person claiming rights in a trade secret bears
the burden of defining the information for
which protection is sought with sufficient def-
initeness to permit a court to apply the crite-
ria for protection ... and to determine the
fact of an appropriation”).

The need for such clarity is paramount in
the trade secret arena because the scope of a
trade secret may be quite broad, while at the
same time there is no requirement that the
holder must file with an administrative body
either a written description or an example of
the material to be protected, in contrast to
patent and copyright law, respectively. See
35 U.S.C. §§ 111-112; 17 U.S.C. § 411. Only
the plaintiff knows what it considers to be
secret—and the defendant cannot harness a
defense without gaining a meaningful de-
scription of the violation. See Inteliclear,
LLC v. ETC Glob. Holdings, Inc., 978 F.3d
653, 658 (9th Cir. 2020) (to “prove ownership
of a trade secret, plaintiffs ‘must identify the
trade secrets and carry the |spburden of
showing they exist’” (quoting MAI Sys.
Corp. v. Peak Comput., Inc., 991 F.2d 511,
522 (9th Cir. 1993))). Similarly, the factfinder
needs to know the alleged secrets’ precise
contours so it can determine whether the
information was generally known and reason-
ably protected, as well as to assess its worth.
See Trandes Corp., 996 F.2d at 661 (a plain-
tiff must “describe the subject matter of its
alleged trade secrets in sufficient detail to
establish each element of a trade secret”).
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While we decline to impose any “height-
ened” particularity standard that is not found
in VUTSA, we do adhere to the admonition
that Appian was required to identify its
claims in a manner that informed the defen-
dant of the character of the claims asserted.
See Preferred Sys. Sols., 284 Va. at 407, 732
S.E.2d 676; MicroStrategy, Inc., 331 F. Supp.
2d at 418. We believe, on this record, Appi-
an’s evidence sufficiently identified its secrets
to survive Pega’s motions to strike and to set
aside the verdict.

1. The “Architecture and Design” Trade Se-
crets Were Sufficiently Delineated to
Survive a Motion to Strike and to Set
Aside the Verdict on this Record

Appian alleged that Pega misappropriated
five “architecture and design” trade secrets:
ie., information Pega lifted from Appian’s
platform to bolster its own product. These
design secrets were Appian innovations deal-
ing with Smart Services, Custom Data
Types, Ease-of-Editing Functionality, Out-of-
the-Box Ability to Deploy Applications to
Mobile, and Out-of-the-Box Integrated Social
View of Worklist and Tasks. We will address
each feature in turn—and in each case Appi-
an’s expert, Dr. Marshall, provided testimony
establishing the contours of the secret.

(a) Smart Services

[17] Appian’s Smart Services feature en-
abled software developers to build applica-
tions more easily by making available a pre-
coded tool “shape” to perform a given task.
Dr. Marshall testified that Pega “did not
have Smart Services” in | 473Versions 6.2 and
6.3 of its software. He further testified that
although “[t]here was information that these
services existed,” information about “how
they worked, how [they] were used was not
publicly available. That was privileged infor-
mation.” According to Dr. Marshall, Pega
focused on this feature in its sessions with
Zou, “asking a number of questions about
how Smart Services work in the context of
building an applicationl.]”

Ultimately, according to Dr. Marshall,
Pega added a Smart Services feature similar
to Appian’s to its own platform. Dr. Marshall
testified that Pega’s improvement related to
Smart Services was “released in September
2013” and “there [was] a new category that
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ha[d] been added to the flow editor, which is
the Pega equivalent of what we’ve just seen
called smart shapes. These smart shapes are
a subset of the Smart Services offered by
Appian.” This improvement, according to Dr.
Marshall, “greatly enhance[d] [Pega’s] ease
of use,” “greatly reduce[d] the need for train-
ing,” “reduced the number of errors that
developers malde],” “increase[d] the number
of people who can use the [Pega] platform,”
and “increaseled] the productivity of those
people.” In Pega’s marketing publication,
“Pega T: Why Upgrade?” Pega touted this
new feature as a reason for customers to
purchase the latest version of its software.

(b) Custom Data Types and Ease-of-Editing

[18] Appian’s Custom Data Types
(CDTs) were a means of improving “human
understanding of data” in a project. Accord-
ing to Marshall, Pega had a “different mech-
anism” called “data classes” which was “dif-
ficult for developers to understand.” Dr.
Marshall testified that Pega made improve-
ments to its platform by adding custom data
types that mimicked Appian’s CDTs. He fur-
ther testified that “[t]hese changes signifi-
cantly simplify and accelerate the data mod-
eling process in the Pega platform.” In its
marketing materials, including its “Why Up-
grade?” publication, Pega highlighted its
new CDT-like feature that would “make[ ] it
easier and faster fouimdevelopers to know
how to use the data and modify the applica-
tion.”

[19] Appian’s Ease-of-Editing Function-
ality feature allowed developers to transition
from a simulated end-user environment to an
editing environment without having to go
through a complex series of navigations. Zou
also disclosed this feature to Pega. According
to Marshall, Pega’s “editing process” did not
have an equivalent feature, and Appian al-
leged that Pega copied this feature to im-
prove its own platform. Dr. Marshall opined
that Pega’s changes to its editing features
were the result of Zou’s demonstrations of
the platform for Pega’s product management
team. He further testified these changes
were significant because they enabled Pega’s
platform to be used by “a much broader
constituency of users,” and allowed “business
analysts, less technical people to be able to
accomplish far more.”

(¢) Out-of-the-Box Features

[20] According to Appian’s evidence,
Pega also co-opted Appian’s “out-of-the-box”
mobile capabilities. Appian’s model did not
require any coding to deliver applications to
mobile devices, while “Pega had a very basic
capability that was not out of the box” and
“[dlidn’t do very much.” Marshall suggested
that Pega was floundering in this arena while
Appian’s mobile capability “was already de-
livering the ability to take your applications

. and deliver them to mobile devices as
well as the desktop ....” Ultimately, Pega
added out-of-the-box ability to deploy appli-
cations to mobile devices in Version 7.1. Per
Dr. Marshall: “this improvement increased
developer efficiency and eliminated the need
to create separate versions of an application
for a phone, tablet, or desktop.”

[21] Appian’s final “architecture and de-
sign” trade secret related to its “Out-of-the-
Box Integrated Social View of Worklist and
Tasks.” This feature allowed for better social
interaction among users working on a pro-
ject. Again, according to Marshall, prior to
meeting with Zou, Pega did not have a com-
parable feature, as its social capability was
“extremely | ysbasic.” After Zou conducted
training videos on social interactions among
users, Pega subsequently made an improve-
ment to this feature. In its “Why Upgrade?”
publication, Pega listed its new social capabil-
ities as a “new and improved feature[ ]” that
“enhance[d] the value of ... Pega applica-
tions,” and “gives users the tools to chat
easily with colleagues[,] ... advance a pro-
cess or resolve a case directly from their
conversation feeds, and even incorporate con-
versations from external social media net-
works.”

Appian’s expert identified contours of each
of these “Design and Architecture” trade
secrets. Marshall’s testimony spanned nearly
three days and over 800 transcript pages.
Appian sufficiently laid out these trade se-
crets, letting the jury know what Pega was
accused of misappropriating.

2. Identifying “Documentation” Secrets and
Weaknesses in Appian’s Product

[22] In addition to identifying its “Archi-
tecture and Design” trade secrets, Appian
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asserted additional trade secrets were misap-
propriated based on “sensitive structural lim-
itations of Appian’s platform previously un-
known to Pegal.]” These secrets essentially
boiled down to serious weaknesses in Appi-
an’s BPM platform that competitors could
exploit. Again, VUTSA’s definition of a trade
secret encompasses information that derives
independent economic value from not being
known or readily ascertainable by competi-
tors who “can obtain economic value for its
disclosure or use.” Code § 59.1-336. Appian’s
asserted trade secrets in this regard relate to
Pega obtaining Appian’s “written documenta-
tion” that included private information as
well as Pega’s ability to identify and exploit
weaknesses in Appian’s software once armed
with Zou’s demonstrations and Appian’s doc-
umentation.®

_lareIndeed, Pega initiated a program
dubbed “Project Crush” where it analyzed
Appian’s strengths and weaknesses, and de-
termined that Pega’s software had many sig-
nificant advantages over Appian’s. But-
tressed by this knowledge, Pega created or
updated marketing materials attacking Appi-
an based on these vulnerabilities. Each of the
so-called “weakness” trade secrets identified
by Appian was the subject of a Pega market-
ing foray. Supra at 453-55, 904 S.E.2d at
257-58. Pega marketing materials addressing
these weaknesses were presented to the jury
as exhibits.

On this record, the trial court did not err
in denying Pega’s motions to strike and to
set aside the verdict as a matter of law.
Having rejected Pega’s position that it is
entitled to judgment as a matter of law, we
next turn to Pega’s claims that a series of
evidentiary errors and instruction missteps
below necessitate a retrial. Here, we agree
with Pega.

9. For example, Zou gave Pega confidential por-
tions of certain Appian documents including one
entitled “High Availability and Disaster Recovery
Configurations,” which contained descriptions of
Appian’s software. Zou also gave Pega a portion
of Appian’s “Tempo documentation,” and addi-
tional documentation relating to its mobile and
social capabilities. Zou further accessed Appian’s
user manual through Appian Forum and provid-
ed this information to Pega.
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II. The Trial Court Erred by Giving In-
struction 14 Which Failed to Place the
Burden of Proving Proximate Causation

on Appian
A. Standard of Review

[23-26] The sole purpose of appellate re-
view of jury instructions is “to see that the
law has been clearly stated and that the
instructions cover all issues which the evi-
dence fairly raises.” Dorman v. State Indus.,
Inc., 292 Va. 111, 125, 787 S.E.2d 132 (2016)
(quoting Cain v. Lee, 290 Va. 129, 134, 772
S.E.2d 894 (2015)). “We review a trial court’s
decisions in giving and denying requested
jury instructions for abuse of discretion.”
Conley v. Commonwealth, 74 Va. App. 658,
675, 871 S.E.2d 640 (2022). “Whether a prof-
fered jury instruction accurately states the
law, however, is reviewed de novo.” Holmes
v. Commonwealth, 76 Va. App. 34, 53, 880
S.E.2d 17 (2022). “Questions relating to bur-
den of proof, including the standard of proof
and which party bears the burden to meet it,

|sr7are questions of law reviewed de novo.”

La Bella Dona Skin Care, Inc. v. Belle Fem-
me Enters, LLC, 294 Va. 243, 257, 805
S.E.2d 399 (2017) (quoting Ballagh v. Fauber
Enters., 290 Va. 120, 124, 773 S.E.2d 366
(2015)).

B. VUTSA and Virginia Precedent Re-
quire Plaintiffs to Prove Proximate
Cause

[27] Remedies based on unjust enrich-
ment require a defendant to disgorge its gain
resulting from a wrong. Schmidt v. House-
hold Fin. Corp., 276 Va. 108, 116, 661 S.E.2d
834 (2008)." The damages Appian sought
against Pega were grounded in unjust en-
richment. VUTSA requires the complainant
to prove that “unjust enrichment” damages
were “caused by misappropriation.” Code
§ 59.1-338(A). Yet, the trial court’s instruc-
tions, here, relieved Appian of its burden of

10. VUTSA expressly states that it “displaces con-
flicting tort, restitutionary, and other law of this
Commonwealth providing civil remedies for mis-
appropriation of a trade secret.” See Babcock &
Wilcox Co. v. Areva NP, Inc., 292 Va. 165, 205
n.51, 788 S.E.2d 237 (2016) (quoting Code
§59.1-341(A)).
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proving that the alleged misappropriation
caused Pega to win any sale. The trial court
rejected Pega’s requests for instructions re-
quiring Appian to prove that “Pega’s wrong-
ful conduct was the proximate cause of Appi-
an’s damages.” Instead, the court instructed
the jury to apply a burden-shifting approach
under which, upon proving a misappropria-
tion of a trade secret, Appian’s only further
burden was to “establish[ ] by ... greater
weight of the evidence Pegasystems’ sales.”
(Emphasis added).

The result was a presumption that Appi-
an’s trade secrets were the but-for cause of
all of Pega’s sales—including product lines
that did not use any information associated
with Appian’s claimed trade secrets. Under
this hotly contested framework, once Appian
proved Pega’s total sales revenue (which was
billions during the relevant time frame), the
burden shifted to Pega to prove what portion
of these sales were not attributable to the
trade secrets. Pega contended that this dam-
ages rubric was impermissible on multiple
levels: (1) iuﬂgfailed to place the burden of
proving proximate cause on Appian, (2) it
utilized burden shifting concepts that the Su-
preme Court of Virginia has rejected, and (3)
even if burden shifting were appropriate in
the unjust enrichment arena, the instruction
utilized here, which was modeled after princi-
ples enunciated by the Restatement of Un-
fair Competition, improperly applied the Re-
statement framework. We agree with Pega
on all fronts.

1. Instruction 14

Appian argued to the trial court that bur-
den shifting was appropriate under the Re-
statement (Third) of Unfair Competition in
the situation where a victim of misappropria-
tion has relied upon unjust enrichment dam-
ages under VUTSA because the wrongdoer
has more knowledge of its own sales than the
victim. Based on this logic, Appian champi-
oned a burden-shifting framework which
placed the onus on Pega, after Appian dem-
onstrated misappropriation, to prove all of its
sales were not tainted. This instruction fol-
lowed:

If you find that plaintiff Appian has proved

by greater weight of the evidence its claim

for misappropriation of trade secrets

against defendant Pegasystems, you must
find your verdict for Appian and decide the
issue of damages as to Pegasystems. You
may award the amount of unjust enrich-
ment caused by misappropriation.

For unjust enrichment, Appian is entitled
to recover Pegasystems’ net profits. Appi-
an has the burden of establishing by great-
er weight of the evidence Pegasystems’
sales; Pegasystems has the burden of es-
tablishing by greater weight of the evi-
dence any portion of the sales not attribut-
able to the trade secret or trade secrets
and any expenses to be deducted in deter-
mining net profits.

Instruction 14.

[28] Per the instruction, the court ad-
vised the jury that Appian could prove its
damages simply by establishing “Pegasys-
tems’ sales.” This framework impermissibly
“shifted the burden” to Pega to prove sales
were not related to the |sswrongdoing and
relieved Appian of its burden to prove proxi-
mate cause for the misappropriation. Put an-
other way, for damages purposes, Appian
only had to establish Pega’s enrichment—it
did not have to prove “unjust” enrichment.
Moreover, by permitting Appian to use all of
Pega’s sales as damages, the instruction re-
moved any causation nexus between the sales
and the misappropriation.

2. VUTSA’s Express Language Forecloses
Appian’s Theory

[29] “Statutory interpretation is a ques-
tion of law which we review de novo, and we
determine the legislative intent from the
words used in the statute, applying the plain
meaning of the words unless they are ambig-
uous or would lead to an absurd result.”
Wright v. Commonwealth, 278 Va. 754, 759,
685 S.E.2d 655 (2009). When a statute “is
plain and unambiguous, [courts] are bound
by th[at] plain meaning.” Jones v. Common-
wealth, 296 Va. 412, 415, 821 S.E.2d 540
(2018) (quoting Alston v. Commonwealth, 274
Va. 759, 769, 652 S.E.2d 456 (2007)). A court
“must presume that the General Assembly
chose, with care, the words that appear in a
statute, and must apply the statute in a
manner faithful to that choice.” Id. (quoting
Johnson v. Commonwealth, 292 Va. 738, 742,
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793 S.E.2d 321 (2016)). “Once the legislature
has acted, the role of the judiciary ‘is the
narrow one of determining what [the legisla-
ture] meant by the words it used in the
statute.”” Dionne, 240 Va. at 304, 397 S.E.2d
110 (quoting Diamond v. Chakrabarty, 447
U.S. 303, 318, 100 S.Ct. 2204, 2212, 65
L.Ed.2d 144 (1980)).

[30] VUTSA’s plain language places the
burden of proving unjust enrichment dam-
ages caused by misappropriation on the com-
plainant:

Damages can include both the actual loss

caused by misappropriation and the un-

just enrichment caused by misappropria-
tion that is not taken into account in com-
puting actual loss. If a complainant is
unable to prove a greater amount of dam-
ages by other methods of measurement,
the damages caused by misappropriation
can be measured exclusively by
_lssoimposition of liability for a reasonable
royalty for a misappropriator’s unautho-
rized disclosure or use of a trade secret.

Code § 59.1-338(A) (emphases added). First,
under the statute’s plain language, only dam-
ages “caused by misappropriation” are recov-
erable.

[31] Moreover, the second sentence of
the provision makes clear that it is the com-
plainant—Appian—that has the burden to
“prove” unjust enrichment damages.!! It is
also notable that the key statutory language
“[iif a complainant is unable to prove” is
unique to VUTSA. While forty-eight other
states have enacted the Uniform Trade Se-
crets Act (UTSA), the model uniform act
does not speak in terms of the complainant
“proving” damages.!? Virginia expressly codi-
fied this language clarifying that the burden

11. Construing the burden is straightforward. The
first sentence authorizes damages in the form of
actual loss and/or unjust enrichment caused by
misappropriation. The second sentence sets forth
when a plaintiff may pursue a reasonable royalty.
In doing so, the second sentence refers to “other
methods of measurement”—which includes the
methods mentioned in the first sentence: actual
loss and unjust enrichment. Code § 59.1-338(A).
Thus, a reasonable royalty is available only if a
complainant is unable to prove a greater amount
of actual loss, unjust enrichment or other dam-
ages caused by misappropriation. Notably, the
availability of the royalty recovery hinges on the
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to “prove” damages is on the complainant.
Where a legislative body deviates from a
model, uniform act to add language, we effec-
tuate this “deliberate and intentional” choice.
Commonwealth, Dep’t of Taxation v. Cham-
pion Int’l Corp., 220 Va. 981, 992, 265 S.E.2d
720 (1980); see Cornell v. Benedict, 301 Va.
342, 350, 878 S.E.2d 191 (2022) (“Our canons
of statutory construction presume that the
General Assembly’s decision” not to adopt
some of the statute’s definitions, while ac-
cepting others, “represents a conscious

Jégldecision with deliberate implications.”).

Thus, VUTSA’s express language militates
against relieving Appian of its burden of
proving proximate cause.

3. Virginia Precedent Requires that Appian
Bear the Burden of Proving Proximate
Cause

[32,33] Even if VUTSA did not contain
this clarifying language, Virginia law gener-
ally places the burden on plaintiffs “in any
case” to “prove with reasonable certainty the
amount of [their] damages and the cause
from which they resulted.” Hale v. Fawcett,
214 Va. 583, 585-86, 202 S.E.2d 923 (1974).
Establishing proximate cause requires a
plaintiff to prove that defendant’s unlawful
conduct produced the damages in a “natural
and continuous sequence” and that it was a
but-for cause “without which that event
would not have occurred.” Ford Motor Co. v.
Boomer, 285 Va. 141, 150, 736 S.E.2d 724
(2013); see also Saks Fifth Ave., Inc. v.
James, Ltd., 272 Va. 177, 189, 630 S.E.2d 304
(2006) (plaintiff bears burden of proving its
damages were proximately caused by defen-

complainant’s inability to prove higher unjust en-
richment damages; this framework confirms the
complainant has the burden to prove unjust en-
richment caused by misappropriation in the first
instance.

12. In discussing when a royalty remedy is avail-
able, the corresponding sentence in section 3(a)
of the UTSA begins in relevant part: “In lieu of
damages measured by any other methods ....”
Virginia replaced this wording with: “If a com-
plainant is unable to prove a greater amount of
damages by other methods of measurement
...." Supra at 479, 904 S.E.2d at 270.
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dant’s wrongful conduct). This requirement
also applies in the trade secret arena.

[34] Our Supreme Court has stated that
to establish lost profits a plaintiff has “the
burden of proving with reasonable certainty
the amount of damages and the cause from
which they resulted; speculation and conjec-
ture cannot form the basis of the recovery.”
Banks v. Mario Indus., 274 Va. 438, 455, 650
S.E.2d 687 (2007) (quoting Saks Fifth Ave.,
Inc., 272 Va. at 188, 630 S.E.2d 304). A
plaintiff must establish both a causal connec-
tion between defendant’s wrongful conduct
and the damages claimed—and prove the
amount of damages with reasonable certainty
using a proper method and factual foundation
for calculating such damages. See Saks Fifth
Ave., Inc., 272 Va. at 188-89, 630 S.E.2d 304.
Professor Sinclair’s treatise on remedies also
notes that this causation requirement should
be applied to trade secret claims, including
claims for unjust enrichment damages. See
Sinclair, 1 Virginia Remedies, supra, § 29-
3[A]; see also Saks Fifth Ave., Inc., 272 Va.
at 190, 630 |4S.E.2d 304 (Plaintiffs must
“show the necessary factor of proximate cau-
sation.”).

[35] Given the plain language of the Act
and the foregoing case law on causation and
damages principles, Instruction 14 was erro-
neous in requiring Appian to prove only mis-
appropriation plus Pega’s total sales to meet
its burden in proving damages. Appian
should have been required to carry the bur-
den of proving that the misappropriation
caused the damages—and to prove its dam-

13. Appian observes that the instructions permit
the jury to find “the amount of unjust enrich-
ment caused by misappropriation.” However, we
agree with Pega that saying a jury may ‘“find
something is not the same as saying Appian has
the burden of proving it. Only one sentence in
the instructions addresses Appian’s burden: ...
‘Appian has the burden of establishing by greater
weight of the evidence Pegasystems’ sales.””” Re-
ply Br. at 13. Even if we did not hold that this
instruction is erroneous, under Virginia law, the
uncertainty spawned by this framework would
warrant reversal based on confusion. See River-
side Hosp., Inc. v. Johnson, 272 Va. 518, 536, 636
S.E.2d 416 (2006) (“[W]here an erroneous in-
struction conflicts with an instruction that cor-
rectly states the law, the verdict must be set aside
because it is impossible to determine which in-

ages and their cause with reasonable certain-
ty.® Banks, 274 Va. at 455, 650 S.E.2d 687.

C. Virginia has Rejected the Burden-
Shifting Framework Adopted by the
Trial Court—and even if it had not,
the Instruction Granted by the Trial
Court Misconstrues the Restatement

Approach

[36] In addition to relieving Appian of its
obligation of proving proximate cause, the
trial court’s Instruction 14 openly applies a
burden-shifting framework. Our Supreme
Court | ssshas explicitly addressed the issue of
burden-shifting under VUTSA: “The plain
language of the Act does not provide any
burden-shifting requirement. As we observed
in Dionne, ‘the proponent must bear the
burden of proving a trade-secret claim.” This
burden does not shift, even when a plaintiff
has presented a prima facie case.” MicroS-
trategy Inc., 268 Va. at 265, 601 S.E.2d 580
(quoting Dionne, 240 Va. at 303 n.2, 397
S.E.2d 110).

Appian argues that MicroStrategy is not
controlling here because it was discussing
burden-shifting in the context of the misap-
propriation element. However, the Court in
MicroStrategy did not qualify or limit its
finding that VUTSA does not permit any
burden-shifting. While the Court made this
ruling in the context of the misappropriation
element, VUTSA contains no burden-shifting
requirement as to damages either; indeed, as
discussed above, the statutory language in
Code § 59.1-338(A) places the burden of
proof for damages squarely on the complain-
ant.

struction was the basis for the jury’s decision.”);
Gabbard v. Knight, 202 Va. 40, 47, 116 S.E.2d 73
(1960) (finding that giving conflicting and incon-
sistent instructions is error, unless it plainly ap-
pears from the record that the jury could not
have been misled by them); see also ADA Motors,
Inc. v. Butler, 7 Wash.App.2d 53, 432 P.3d 445,
451 (2018) (finding trial court erred by granting
instruction that only required plaintiff to estab-
lish defendant’s sales because such instruction
contained potential for confusion or uncertainty).
“No instruction should be given that incorrectly
states the applicable law or which would be
confusing or misleading to the jury.” Kennemore
v. Commonwealth, 50 Va. App. 703, 712, 653
S.E.2d 606 (2007) (quoting Mouberry v. Common-
wealth, 39 Va. App. 576, 581-82, 575 S.E.2d 567
(2003)).
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1. A Proper Reading of the Restatement
Reveals that the Complainant Bears the
Burden of Proving Proximate Cause

[37] Even if it were appropriate under
Virginia law to employ burden-shifting and
to invoke the approach adopted by the Re-
statement (Third) of Unfair Competition, the
instruction advanced by Appian wholly mis-
construed the Restatement framework. Ju-
risdictions that allow burden-shifting require
plaintiffs to prove more than misappropria-
tion plus total sales. These jurisdictions still
require the plaintiff to prove “whether or
not the sales are attributable to the trade se-
cret[s]”—what some commentators call
“sales causation.” See, e.g., ADA Motors, Inc.
v. Butler, 7 Wash.App.2d 53, 432 P.3d 445,
449-51 (2018); Syntel Sterling Best Shores
Mauritius Ltd. v. Trizetto Grp., Inc., 68
F.4th 792, 810 (2d Cir. 2023) (finding Re-
statement requires plaintiff to establish “de-
fendant’s profits on sales attributable to the
use of the trade secret”).

Under the Restatement formula, after the
plaintiff has established sales causation, the
burden shifts to defendants for | ss4analysis of
subsequent considerations including: (1) de-
ducting expenses from revenue to yield prof-
its; and (2) what is often called “apportion-
ment” which is the exercise of segregating
the portion of revenue from any particular
sale that is attributable to the misappropriat-
ed information from the portion that is “not
attributable to the trade secret[s].”* ADA
Motors, Inc., 432 P.3d at 450-51.

14. Apportionment attempts to identify the value
of the copied feature from the value attributable
to the defendants’ own contributions. ADA Mo-
tors, 432 P.3d at 450-51; accord William O. Kerr
& Richard B. Troxel, Calculating Intellectual
Property Damages 8§88 7:2, 7:4 (2018 ed.). For
example, if a defendant made a wonderful,
groundbreaking innovation, but then misappro-
priated one minor editing function from a com-
petitor to enhance the creation, the competitor
would not usually recover all profits from the
innovation. See Restatement § 45, cmt. f: “[I]f the
trade secret accounts for only a portion of the
profits earned on the defendant’s sales, such as
when the trade secret relates to a single compo-
nent of a product marketable without the secret,
an award to the plaintiff of a defendant’s entire
profit may be unjust.”

15. Taylor v. Meirick, 712 F.2d 1112, 1122 (7th
Cir. 1983) (“[IJf General Motors were to steal
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These steps—apportionment and profit
calculation—help isolate the defendant’s un-
just gains from its just ones. See William O.
Kerr & Richard B. Troxel, Calculating Intel-
lectual Property Damages § T:4 (2018 ed.);
Collelo, 283 Va. at 84, 727 S.E.2d 55 (McCla-
nahan, J., concurring and dissenting in part)
(explaining that plaintiffs must “provid[e] a
factual basis upon which a jury could discern
between [defendants’] just and unjust enrich-
ment”). And, again, the Restatement shifts
the burden to defendant to prove these ad-
justments to the damage -calculation—de-
ducting expenses, apportionment, and isolat-
ing “just” profits—only after plaintiffs prove
the first step: the share of sales that were
caused by the misappropriation. In short,
nothing in the Restatement methodology re-
lieved Appian of its obligation to prove causa-
tion in the first instance. This approach is
consistent with the Restatement comments
and uniform practice of the states that have
adopted the Restatement framework. See
ADA Motors, Inc., 432 P.3d at 451 (“The
plaintiff has the initial burden of proving
sales attributable to the trade secret.”); Icon-
ics, Inc. v. Massaro, 266 F. Supp. 3d 461, 467
(D. Mass. 2017) (“[iln order to establish de-
fendants’ unjust profits, plaintiffs must ‘do
more | g5initially than toss up an undifferenti-
ated gross revenue number; the revenue
stream must bear a legally significant rela-
tionship to the infringement” (citations omit-
ted)).’> The Restatement certainly does not
authorize a plaintiff to sidestep its burden of
proof as to proximate cause between sales
and the misappropriation.'®

your copyright and put it in a sales brochure,
you could not just put a copy of General Motors’
corporate income tax return in the record and
rest your case for an award of infringer’s prof-
its.”); Inteum Co. v. Nat’l Univ. of Sing., 371 F.
Supp. 3d 864, 884-85 (W.D. Wash. 2019) (pro-
viding the plaintiff bears the initial burden of es-
tablishing the defendant’s profits, and then the
defendant subsequently bears the burden of es-
tablishing which portion of those profits is not
attributable to the trade secret and any expenses
that should be deducted).

16. The Restatement makes clear that unjust en-
richment is not simply a deep pocket mechanism
for collecting sales profits unconnected to wrong-
doing. “Allegations that the defendant is a
wrongdoer, and that the defendant’s business is
profitable, do not state a claim in unjust enrich-
ment.”” Restatement (Third) of Restitution and
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2. The Trial Court Misplaced Reliance on
Comment f in the Restatement of Unfair
Competition § 45 and on Petters v. Wil-
liamson & Assocs., Inc., 151 Wash.App.
154, 210 P.3d 1048 (2009), to Justify
Instruction 14; Neither the Restatement
nor the Washington Case Law Support
Instruction 14

The trial court granted Instruction 14
based on a misreading of comment f of the
Restatement of Unfair Competition § 45 and
a case from Washington state that utilized
the instruction at issue in another context.
Ultimately, Instruction 14 was inconsistent
with the very authorities Appian invoked—
the Restatement and Washington law.

Comment f, set out below, actually con-
firms that plaintiffs bear the burden to show
proximate cause (or sales causgtion)ss.'” The
comment first defines the outer limits of
recoverable unjust enrichment damages:
plaintiffs can recover a defendant’s “profits
on sales attributable to the use of the trade
secret.” Restatement (Third) of Unfair Com-
petition § 45, emt. f (1995) (emphasis added).
The comment then uses the language Appian
emphasized in Instruction 14—identifying a
plaintiff’s burden as “establishing the defen-
dant’s sales.” Id. This mid-paragraph propo-
sition, however, assumes what has been pre-
viously stated in the comment—that plaintiff
must first identify sales attributable to the
improper use of the trade secret. Thus, when
this sentence speaks of identifying defen-
dants’ “sales,” it takes for granted that this
figure will be a subset of relevant damages—

Unjust Enrichment § 51, cmt. I (2011); accord
Restatement (First) of Torts § 747, cmt. ¢ (1934)
(“[Tlhe defendant is liable not for the entire
profits of his business but only for the profits
earned by means of his tortious conduct.”).

17. In pertinent part, comment f states:

Relief measured by defendant’s gain. The tradi-
tional form of restitutionary relief in an action
for the appropriation of a trade secret is an
accounting of the defendant’s profits on sales
attributable to the use of the trade secret. The
general rules governing accountings of profits
are applicable in trade secret actions. The
plaintiff is entitled to recover the defendant’s
net profits. The plaintiff has the burden of es-
tablishing the defendant’s sales; the defendant
has the burden of establishing any portion of
the sales not attributable to the trade secret

i.e., sales attributable to the use of the trade
secret.!8

The trial court, however, applied the term
“sales” to all Pega’s sales—not just sales
attributable to the misappropriation of the
trade secret. To support its reading of com-
ment f, the trial court adopted a novel inter-
pretation of the law of Washington state and
purported to follow Petters, 210 P.3d at 1054.
Petters involved the misappropriation of the
design of an undersea drill. Notably, Petters
did not absolve plaintiffs of the initial burden
of proving sales causation; it addressed the
defendant’s apportionment burden following
the Restatement’s burden-shifting template.
Id. Critically, several yearsJ_mlater, in ADA
Motors, the Washington Court of Appeals
clarified and emphasized that Petters should
not be read to relieve a plaintiff of its burden
of proving proximate cause. The ADA Mo-
tors court flatly rejected an instruction near-
ly identical to the one issued here: “Plaintiff
has the initial burden of proving defendants’
sales.” See 432 P.3d at 451 (emphasis omit-
ted). The ADA Motors court held the instruc-
tion to be error—even under Petters—Dbe-
cause it could “be read to allow the plaintiff
to satisfy its burden with gross sales data,
whether or not the sales are attributable to
the trade secret.” Id. (emphasis added). That
is exactly what happened here.

The ADA Motors court explained that a
proper instruction must impose on plaintiffs
the burden of proving not just any sales, but
sales “attributable to the trade secret.” Id.;

and any expenses to be deducted in determin-
ing net profits.
Restatement (Third) of Unfair Competition § 45,
cmt. f (1995) (emphases added).

18. Comment f then shifts the burden to defen-
dants to winnow damages via other factors such
as profit calculation and apportionment; for ex-
ample, showing the value of features that the
defendant contributed to the disputed sale.

19. Here, the trial court acknowledged that In-
struction 14 was inconsistent with Washington
law under ADA Motors: “I see that and I disagree
with [ADA Motors’] conclusion ... I think this is
the wrong standard” under Virginia law. In do-
ing so, it adopted Petters while rejecting a subse-
quent—and controlling—holding of the same
court.
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accord Inteum Co., 371 F. Supp. 3d at 884-
85.20

[38] Thus, Instruction 14 contravenes
Virginia case law, VUTSA’s express lan-
guage, and the Restatement’s own burden-
shifting framework. We hold that the grant-
ing of Instrudtionss 14 was reversible error.
Accordingly, we remand for a new trial in
which the jury is instructed that the com-
plainant bears the burden of proving proxi-
mate cause between the misappropriation
and any unjust enrichment damages. See
Saks Fifth Ave., Inc., 272 Va. at 190, 630
S.E.2d 304.2
III. The Trial Court Erroneously Excluded
Evidence Relevant to Damages and
Causation Based on a Skewed Reading
of an Interrogatory Response

[39] After Instruction 14 improperly
shifted the burden to Pega to disprove dam-
ages, the trial court then hampered Pega
from meeting that burden by precluding
Pega from presenting evidence, or conduct-
ing cross-examination, to demonstrate that
much of Pega’s total sales revenue was at-
tributable to products with which Appian did
not compete and that had “nothing to do
with” the misappropriation. This evidence,
highlighted in detail earlier, supra at 462-63,
904 S.E.2d at 261-62, included testimony that
“more than 50 percent of Pega’s revenue is
derived from customers” buying products not
in competition with Appian and that Pega
had many customers who “bought things that
Appian didn’t sell.”

Pega’s efforts to disprove such total sales,
under the flawed instruction, were short-cir-
cuited based upon a dispute involving an

20. Finally, from a policy perspective, chaos
would ensue in commercial litigation settings if
we adopted the premise that the burden for a
plaintiff seeking unjust enrichment for any mis-
appropriation of a trade secret in Virginia is
simply showing all sales made by the defendant.
Here, Instruction 14 bluntly informed the jury
that Appian could establish damages merely by
showing that Pega earned $6 billion in sales
revenue during the relevant time frame. That is
certainly what Appian argued to the jury, noting
that “the burdens of proof ... are critical” and
repeatedly focusing on Instruction 14: “We just
got to show all the money that flowed in, the 6
billion plus from their customers, right? That’s
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interrogatory. The interrogatory sought in-
formation about Pega revenues derived from
different versions of its software:

Interrogatory No. 18: Identify all revenues

received by Pegasystems for each fiscal

year from 2012 through 2021 relating to

Pega 6.3, Pega 7.0 and any subsequent

version broken out by year and version of

the software; and identify the costs and
expenses Pegasystems incurred in order to
realize those revenues.

Answer: Pegasystems does not record or

report revenue, or any associated costs and

expenses incurred by Pegasystems,
Jéggbased on the “version” of the product
sold (e.g., Pega 6.3, Pega 7.0). There is no
mechanism or process by which Pegasys-
tems is able to determine these revenue,
cost and expense amounts. As a result,

Pegasystems’ financial results (including

total revenue and all associated costs and

expenses) for each applicable fiscal year as
reported to the SEC in Pegasystems’ an-
nual Form 10-K filings and quarterly

Form 10-Q filings are attached as Schedule

3.

R. 47525-26 (objections omitted). While Pega
disclaimed revenue records for versions of its
software in this answer—the trial court in-
terpreted the response to disclaim records
for all of its products or other lines of busi-
ness: “[Y]ou've essentially given up by an-
swering an interrogatory that you can’t
breakdown the damages, you can’t break-
down your revenue based on lines of busi-
ness.”

The trial court’s reading of the response
misses the distinction between different
products and different “versions” of the
same product. The interrogatory asked about
“versions” of a specific product: Pega’s soft-

what we have to show.” If this instruction were
correct, billions of dollars in “total sales” com-
monly would be in play in corporate trade secret
cases involving unjust enrichment—regardless of
whether a single, minor misappropriation were
asserted or a hundred serious ones. Trade secret
litigation routinely would devolve into a “bet the
company’’ gamble unfettered by proximate cause
burdens.

21. We recognize that this error is central to
damage issues; however, errors addressing liabil-
ity follow which require a new trial on VUTSA
liability issues as well.
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ware. Reporting that Pega does not track
revenue by software versions is not tanta-
mount to asserting that Pega sells no other
products or that Pega does not track revenue
by product or by lines of business. This is
particularly true where long before trial
Pega’s damages expert, Platt, submitted a
report breaking out revenue attributable to
various products.

[40] A trial court has the authority to
exclude evidence when, for example, a party
makes a blunt disavowal of “overcharge dam-
ages” and then shows up at trial seeking to
prove such damages. See Little v. Cooke, 274
Va. 697, 717-18, 652 S.E.2d 129 (2007). Simi-
larly, if a party asserts in discovery it has no
witnesses on whether the traffic light was
green or red—and that it conducted no tests
on its car’s brakes—the trial court can limit
the litigant from providing witnesses at trial
who claim the light was green, Martin &
Martin v. Bradley Enters., 256 Va. 288, 292,
504 S.E.2d 849 (1998); it can also bar undis-
closed test reports that reveal the brakes
were working perfectly. See John Crane, Inc.
v. Jones, 274 Va. 581, | 190593, 650 S.E.2d 851
(2007) (in an expert report context). The logic
behind this authority is (1) to aid in disclo-
sure of “all relevant and material evidence
before trial in order that the trial may be an
effective method for arriving at the truth”
and (2) to prevent ambush at trial. Cooke, 274
Va. at 717-18, 652 S.E.2d 129.

The above examples of clear discovery mis-
statements are straightforward and stark.
And litigants who provide misleading or false
answers in discovery run the risk of harsh
consequences at trial. But, here, Pega’s dis-
covery response was appropriate, under the
circumstances, and the proponent did not
object or seek clarification of the response
prior to trial. Appian framed its interrogato-
ry to ask about “versions” of software rather
than product lines. Pega answered the inter-
rogatory as it was posed. The interrogatory

22. If Appian saw a possible inconsistency be-
tween Pega’s interrogatory answer and its evi-
dence at trial, then its options for relief included
objecting or seeking clarification pre-trial, or in-
troducing the response as evidence at trial and
asking the jury to reject Pega’s “new position’” as
untrue. See TransilLift Equip., Ltd. v. Cunning-
ham, 234 Va. 84, 93, 360 S.E.2d 183 (1987)

sought revenues “relating to Pega 6.3, Pega
7.0 and any subsequent version broken out
by year and version of the software.” R.
47525 (emphases added). The interrogatory
request by its express language did not ask
Pega to break down revenue based on other
product or business lines—rather it focused
on “versions” of software. There was no am-
bush by Pega—or even surprise—as Appian
received breakdowns of other product lines
in discovery.

If Appian felt the interrogatory answer
was unclear or incomplete, it was permitted
to seek clarification through a pre-trial mo-
tion to compel and, further, a motion seeking
sanctions for any failure to comply. Rule
4:12.22 These options, too, are consistent with
the objectives stated in Cooke of employing
methods designed to arrive “at the truth”
and to J4oprevent trial by ambush. /d. What
happened at trial with respect to Interroga-
tory 18 defeated both of these goals.

[41,42] While a trial court wields consid-
erable discretion in deciding evidentiary mat-
ters, discretion does “not mean that the [tri-
al] court may do whatever pleases it. The
phrase [abuse of discretion] means instead
that the court has a range of choice, and that
its decision will not be disturbed as long as it
stays within that range and is not influenced
by any mistake of law.” Landrum v. Chip-
penham Johnston-Willis Hosps., Inc., 282
Va. 346, 352, 717 S.E.2d 134 (2011) (quoting
Kern v. TXO Prod. Corp., 738 F.2d 968, 970
(8th Cir. 1984)).

An abuse of discretion ... can occur in
three principal ways: when a relevant fac-
tor that should have been given significant
weight is not considered; when an irrele-
vant or improper factor is considered and
given significant weight; and when all
proper factors, and no improper ones, are
considered, but the court, in weighing

(““Resolution of any inconsistencies and discrep-
ancies is peculiarly within the province of the
jury.”); see also Gentry v. Toyota Motor Corp., 252
Va. 30, 34 n.2, 471 S.E.2d 485 (1996) (‘‘Discov-
ery depositions and answers to interrogatories
generally are not conclusively binding upon a
party.”).
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those factors, commits a clear error of
judgment.

Id. (quoting Kern, 738 F.2d at 970).

We do not see any justifiable basis for
the trial court’s decision to bar admission of
evidence of Pega’s massive revenue from
products which had nothing to do with any
alleged misappropriation based on the inter-
rogatory response. See Lawlor v. Common-
wealth, 285 Va. 187, 213-14, 738 S.E.2d 847
(2013); Landrum, 282 Va. at 352, 717 S.E.2d
134. Here, the trial court demonstrated an
error in judgment in concluding that Pega’s
response to this interrogatory somehow
foreclosed the availability of evidence of
sales of other product lines.

[43,44] Appian now posits two cases in
an attempt to justify the exclusion of this
evidence as a recourse for “discovery abus-
es.” But both cases involve exclusion of evi-
dence as a sanction for violation of a court
order. See Spaid v. Spaid, No. 0021-22-4, slip
op. at 10-11, 2022 WL 14156360 (Va. Ct. App.
Oct. 25, 2022) (affirming discovery sanction
“after the circuit court ordered” compliance);
Moore v. Moore, No. 0314-20-4, slip op. at 22,
2020 WL 6277427 (Va. Ct. App. Oct. 27, 2020)
(“[Wlife violated the scheduling order.”). Ap-
pian did not seek sanctions or assert noncom-
pliance with a court order regardings the
interrogatory below. The trial court did not
exclude Pega’s damages evidence as a sanc-
tion pursuant to Rule 4:12; thus, Appian’s
reliance on the two, unpublished cases is
unpersuasive.?

[45] The trial court’s ruling to exclude
Pega’s damages evidence was particularly
consequential given the burden-shifting in-
struction on damages; we cannot say the
wrongful exclusion of this evidence based on
the interrogatory response constitutes harm-
less error, given the type of evidence exclud-
ed and the ultimate award in excess of two

23. Notably, even if a sanction had been im-
posed—and it was not—sanction analysis must
encompass some notion of proportionality. See
Emerald Point, LLC v. Hawkins, 294 Va. 544,
558-59, 808 S.E.2d 384 (2017) (in a spoliation
context, ‘“[t]o allow such a severe sanction as a
matter of course when a party has only negli-
gently destroyed evidence is neither just nor pro-
portionate” (quoting Brookshire Bros., Ltd v. Al-
dridge, 438 S.W.3d 9, 24 (Tex. 2014))); see also
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billion dollars. See Egan v. Butler, 290 Va.
62, 69, 772 S.E.2d 765 (2015) (“In a civil case,
the erroneous exclusion of evidence is revers-
ible error when the record fails to show
plainly that the excluded evidence could not
have affected the verdict.” (quoting Barkley
v. Wallace, 267 Va. 369, 374, 595 S.E.2d 271
(2004)). Indeed, the exclusion of this damages
evidence—in tandem with Instruction 14’s
emphasis on Pega’s total sales—exponential-
ly increased the likelihood of a runaway dam-
ages verdict that had no correlation to proxi-
mate cause.

IV. The Trial Court Erred in Excluding
Pega’s Software Evidence on the
Ground It Was Not on the Original
Laptop Used in Discovery and in Deny-
ing Pega the Opportunity to Authenti-
cate It Under Rule of Evidence 2:901

[46] “Generally, we review a trial court’s
decision to admit or exclude evidence using
an abuse of discretion standard and, ]sgs0n
appeal, will not disturb a trial court’s decision
to admit evidence absent a finding of abuse
of that discretion.” Warren v. Common-
wealth, 76 Va. App. 788, 802, 883 S.E.2d 709
(2023) (quoting Avent v. Commonwealth, 279
Va. 175, 197, 688 S.E.2d 244 (2010)). “The
abuse-of-discretion standard includes review
to determine that the discretion was not
guided by erroneous legal conclusions.” Id.
(quoting Coffman v. Commonwealth, 67 Va.
App. 163, 166-67, 795 S.E.2d 178 (2017)).

[47] “The proponent of the evidence
bears the burden of establishing by a prepon-
derance of the evidence, the facts necessary
to support its admissibility.” Bell v. Com-
monwealth, 49 Va. App. 570, 576, 643 S.E.2d
497 (2007). “The requirement of authentica-
tion or identification as a condition precedent
to admissibility is satisfied by evidence suffi-
cient to support a finding that the thing in

United States v. Rhynes, 218 F.3d 310, 321 (4th
Cir. 2000) (en banc) (“[Slanction analysis must
encompass proportionality, and sanctions as ex-
treme as witness exclusion must be proportional
to the offense.”’). Here, the exclusion of evidence
of hundreds of millions of dollars in damages
based on a strained reading of a discovery re-
sponse would lie beyond the pale of proportion-
ality.
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question is what its proponent claims.” Va. R.
Evid. 2:901.

[48-50] “In general, electronic documents
or records that are merely stored in a com-
puter raise no computer-specific authentica-
tion issues. If a computer processes data
rather than merely storing it, authentication
issues may arise.” Midkiff v. Commonwealth,
54 Va. App. 323, 337, 678 S.E.2d 287 (2009)
(citations omitted), aff’d, 280 Va. 216, 694
S.E.2d 576 (2010). “When a computer is used
to create a data compilation, how much infor-
mation will be required about data input and
processing to authenticate the output will
depend on the nature and completeness of
the data, the complexity of the manipulation,
and the routineness of the operation.” Id.
(quoting McCormick on Evidence § 227
(Kenneth S. Broun et al. eds., 6th ed. 2006));
see generally Charles E. Friend & Kent Sin-
clair, The Law of Evidence in Virginia § 17-1
(8th ed.).®

_lagsA.  The Discovery and Trial History of
the Excluded Software Evidence

Appian served a discovery request asking
Pega to produce relevant “versions” of its
platform so Appian could analyze it and de-
termine whether Pega made improvements
based on Appian’s trade secrets. Pega com-
plied with the discovery request and pro-
vided its software to Appian via a laptop
computer. Prior to trial, Pega twice timely
disclosed that it intended to introduce “ver-
sions” of its software that both pre-dated
and post-dated Zou’s tutorials. The exhibit
list had entries entitled, “Pega Laptop Con-
taining Version 6.3 and subversion (Physical
Object)” and “Pega Laptop Containing Ver-
sion 7.1 and subversions (Physical Object).”

24. A “computer decodes electronic records, con-
verts them into a format understood by users and
either prints them or displays them on a termi-
nal. A person who can verify that the business
records are authentic can present the evidence
by testifying about what he saw displayed or by
presenting a printed copy of the display.” Lee v.
Commonwealth, 28 Va. App. 571, 577, 507
S.E.2d 629 (1998); see also United States v. Ahl-
strom, 530 F. App’x 232, 239 (4th Cir. 2013)
(noting that any concerns about the reliability of
machine-generated information are addressed
through the process of authentication, which is
generally satisfied by evidence describing the

Appian did not object either time. Indeed,
Appian conceded when arguing this issue
that its discovery request sought Pega’s
BPM platform—not an old laptop.

The original laptop was, in Pega’s words,
“a mechanism of getting the software” to
Appian. Moreover, Appian was fully aware of
the laptop’s transmission function; upon re-
ceiving Pega’s software, Appian moved the
software onto another medium to view it and
concluded the laptop was “unusable” for oth-
er purposes. Again, Appian raised no objec-
tion. And during its case in chief, Appian
showed the jury Pega’s software using a
different laptop than the one it received dur-
ing discovery. However, when Pega sought to
do the same thing, Appian balked.

Specifically, Appian objected that, based
on Pega’s discovery response, Pega could
only present its software evidence if it used
the original laptop from discovery. Pega ar-
gued the laptop was simply a means to pro-
duce its evidence, and the evidence at issue
was its software. The trial court agreed with
Appian and sustained the objection, exclud-
ing Pega from introducing its software evi-
dence and any demonstrative images taken
from it, stating “[yJour objection to the use of

_l4gstheir—this new laptop is sustained.” The

trial court observed that Pega was free to
use the original, non-functional laptop used in
discovery to show the software—but the dis-
covery laptop was not able to show it.2s

After initially being rebuffed, Pega moved
again to admit its software evidence when
presenting its case. Pega restated that Appi-
an never objected to the exhibit list entries in
question. Pega proffered that its witness,
Bixby, who worked for Pega for nearly 20
years as a chief designer of software, “can

process or system used to produce the result and
showing it produces an accurate result).

25. The issue arose initially when Pega was cross-
examining Appian’s expert and moved to admit
the software evidence. Pega wanted to introduce
its software to counter Appian’s expert, who al-
leged that Pega used Appian’s trade secrets to
improve its platform. The trial court refused,
finding “Pega produced the computer the way it
is. If they're not ready to go with it now, that’s
on them ... if we can’t start the computer up,
then you're going to have to do your cross with-
out it.”
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testify about how that software is kept in the
course of time and whether or not this [is]
the same thing that was given to Dr. Mar-
shall.” Pega argued that its software is a
fungible product, and the software it would
produce is the exact same thing as the soft-
ware Pega gave to Appian during discovery.
Pega asked the trial court to allow Bixby to
attempt to authenticate the software evi-
dence specifically as it related to his testimo-
ny “about his product that he developed,
what it can do, what features it had.” Pega
further explained that “it’s difficult for a
witness to explain what that software looks
like without showing something to the jury to
help them understand it.”

Ultimately, the trial court ruled against
Pega, stating “[t]hat computer is not coming
into evidence one way or another. It is not
the same computer that was provided.” The
trial court found that Pega’s ability to au-
thenticate the demonstratives via Bixby did
not change anything: “The fact that this up-
coming witness may be able to authenticate
what’s on there, we’re not doing that. We're
not having a trial within a trial to authenti-
cate that.”

In this case, we must determine whether
the trial court abused its discretion when it
ruled Pega could not introduce its software
evidence at trial because the software was on
a |yedifferent laptop than the one used in
discovery. Further, we must determine
whether the trial court abused its discretion
in refusing to give Pega an opportunity to
authenticate its software on a different lap-
top pursuant to Rule 2:901.

26. In support of its position that the software
evidence was properly excluded, Appian cites
two cases that acknowledge electronic evidence
may be manipulated, and thus, Appian argues a
higher standard should apply to authenticating
electronic evidence. But neither case stands for
the proposition that Appian suggests. See United
States v. Browne, 834 F.3d 403, 412 (3d Cir.
2016) (while recognizing the unique nature of
electronic evidence, the court nonetheless found
that traditional authentication principles apply).
Relatedly, in Knowles v. Commonwealth, No.
1814-97-3, slip op. at 9, 1998 WL 743695 (Va. Ct.
App. Oct. 27, 1998), an unpublished opinion, we
stated that “[a] computer record is peculiarly
susceptible to tampering and to unidentifiable
alterations by any person who has access to the
computer.” In Knowles, however, the trial court
excluded electronic evidence on the ground that
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B. The Court Improperly Prevented
Pega from Authenticating Its Soft-
ware

[51] In a technical case where a multi-
billion-dollar claim turned on whether and
how Pega copied Appian’s functions, the trial
court prevented Pega from displaying its
software and any demonstrative images tak-
en from it. This deprived Pega of evidence
that could show that functions it was accused
of stealing actually pre-dated Zou or differed
from Appian’s. Pega told the court the soft-
ware was “probably the most important ex-
hibit in the case.”

The trial court’s basis for excluding Pega’s
software was that the software was inadmis-
sible unless it was contained on the same
physical object on which it was produced to
the opposing party in discovery. In so ruling,
the court conflated the evidence at issue—
software—with the method by which the evi-
dence was to be transmitted in discovery
(i.e., an electronic transfer link, an external
hard drive, or a different laptop). Appian
acknowledged its discovery request sought
software—and Appian never lodged any pre-
trial objection to what it received.

This Court has held, “electronic documents
or records that are merely stored in a com-
puter raise no computer-specific authentica-
tion issues.” Midkiff, 54 Va. App. at 337, 678
S.E.2d 287 (quotation marks omitted).2®
Thus, Pega was entitled toJﬁwintroduce a
copy of its software as long as it was rele-
vant, under Rule of Evidence 2:401, and au-
thenticated, under Rule 2:901.27 See Va. R.
Evid. 2:402.

“the computer professional” who was to offer
authenticating testimony was not present to testi-
fy. By contrast, in this case, Pega’s witness was
both qualified and present to authenticate the
evidence. See id. at 8-9. Neither case Appian
invokes stands for the proposition that a higher
standard applies when authenticating electronic
evidence in Virginia, nor does either case suggest
that a refusal to permit Pega to authenticate its
software evidence was appropriate here. Instead,
both cases, while noting that electronic evidence
may be susceptible to tampering in certain cir-
cumstances, suggest that traditional authentica-
tion principles apply even to electronic evidence.

27. The requirement of authentication or identifi-
cation as a condition precedent to admissibility is
satisfied by evidence sufficient to support a find-
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For purposes of authentication, under Vir-
ginia’s “very modest” standard, Friend &
Sinclair, The Low of Evidence in Virginia,
supra, § 16-1, the question was whether Pega
had evidence “sufficient for the trier of fact”
to conclude Pega’s software was actually
Pega’s software. Walters v. Littleton, 223 Va.
446, 451, 290 S.E.2d 839 (1982) (emphasis
added). Pega was prepared to authenticate
the software through the person, Stephen
Bixby, who led development of the software
that Pega sought to introduce and who also
would have testified that it was “the exact
same thing” Pega produced to Appian in
discovery.

The trial court observed that allowing
Pega to use a different computer to display
the evidence might raise doubts about the
software’s authenticity. However, the court
then expressly prohibited Pega from authen-
ticating it (“we’re not doing that”)—even
though the court recognized that Pega’s wit-
ness, Bixby, “may be able to authenticate
what’s on there.” And it prohibited Pega
from using a different laptop to demonstrate
_lugsthe software after having already allowed
Appian to show the software on a different
laptop.?

[52] A court abuses its discretion when it
makes a mistake of law. See Lawlor, 285 Va.
at 214 n.5, 738 S.E.2d 847. It abuses its
discretion when it fails to consider a relevant
factor that should have been given significant
weight—or gives substantial weight to an
immaterial factor. Landrum, 282 Va. at 352,
717 S.E.2d 134. A court also abuses its dis-
cretion “when it believes that the law re-
quires something that it does not ....” Law-
lor, 285 Va. at 213, 738 S.E.2d 847.

ing that the thing in question is what its propo-
nent claims. Va. R. Evid. 2:901.

28. As this Court observed over 35 years ago, ‘‘the
potentially limitless application of computer
technology to evidentiary questions will continu-
ally require legal adaptation.” Penny v. Common-
wealth, 6 Va. App. 494, 499, 370 S.E.2d 314
(1988). As artificial intelligence progresses, bat-
tles over the accuracy of computer images and
manipulation of “deepfakes” can be expected to
intensify. See generally Paul W. Grimm et al,,
Artificial Intelligence as Evidence, 19 Nw. J.
Tech. & Intell. Prop. 9 (2021). No such issues

Here, the law did not require that Pega
must play the software to the jury on the
same laptop it provided in discovery. Id. If
the exhibit were a voicemail or an officer’s
body camera footage, would only the exact
thumb drive submitted in discovery be ad-
missible??? Moreover, the court did not men-
tion any basis under either Rule 2:901 or
2:403 for refusing to allow authentication and
excluding the evidence. It did state that the
matter should have been resolved pre-trial—
but, again, Appian never filed any objection
to the list during discovery. Appian authored
the timing of its objection. Here, there sim-
ply was no indication that basic authentica-
tion would have caused any unreasonable
delay or hardship. Again, (1) Bixby was pres-
ent and prepared to say the software was the
same as tendered in discovery, (2) there was
no specific claim |gg00f tampering or corrup-
tion, (3) Appian had already introduced the
software to the jury on its own laptop, (4)
authentication would not prevent Appian
from challenging the software if it had a
plausible basis for doing so, and (5) no objec-
tion had been lodged by Appian pre-trial in
response to the discovery designation.

Appian cites no case prohibiting a party
from introducing—let alone even attempting
to authenticate—software evidence on the
ground that the software resides on a medi-
um different from the one used to transmit it
in discovery. Nor does Appian explain why it
was appropriate for the court to prohibit
Pega from using the software on that basis
when Appian’s expert displayed the software
on a different medium earlier at trial. Ulti-
mately, under these circumstances, the trial
court abused its discretion in denying Pega
the opportunity to authenticate its software.

were raised here. Basic authentication efforts
were simply prohibited.

29. Notably, introducing the authenticated evi-
dence would not have deprived Appian of the
opportunity to challenge it, if it had a basis for
doing so. Appian would still be free to argue to
the jury that the software was corrupted. See
Church v. Commonwealth, 71 Va. App. 107, 122-
23, 834 S.E.2d 477 (2019) (finding when thresh-
old for proving admissibility has been met, any
gaps in the evidence are relevant to the jury's
assessment of its weight rather than its admissi-
bility).
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See Landrum, 282 Va. at 352, 717 S.E.2d
134.30

C. Appian’s Attempt to Defend the Trial
Court’s Exclusion of Pega’s Software
Fails

On appeal, Appian seeks to circumvent the
trial court’s actual rationale for exclusion,
which was that the computer Pega brought
to trial “was not ‘the laptop [Pega] gave
[Appian].’” Lacking support for the trial
court’s ruling, Appian attempts to recast the
trial court’s decision in various ways. First,
Appian seeks to portray the trial court’s
order as a sanction based on a purported
“finding” of “gamesmanship” in discovery.
However, there is no such finding in the
record. In fact, Appian sought no such sanc-
tion during discovery, and the trial court
imposed none. Nor could it have: Appian
never objected to, or tried to flesh out,
Pega’s discovery response.

_|s00Appian then recasts the ruling by sug-
gesting that the “court merely applied Rule
2:901’s authentication requirement.” Appel-
lee’s Br. at 42. Again, the record offers Appi-
an no solace. Prohibiting a party from even
attempting to authenticate evidence is not
tantamount to applying the authentication
rule. Moreover, Appian does not contest
Pega’s proffer that Bixby had first-hand
knowledge that the software was what Pega
represented it to be and “the exact same
thing” Pega produced in discovery. Mere
speculation about tampering generally goes
to the weight of the evidence, not its admissi-
bility. See McDaniel v. Commonwealth, T3
Va. App. 299, 316, 858 S.E.2d 828 (2021);
Reedy v. Commonwealth, 9 Va. App. 386,
391-92, 388 S.E.2d 650 (1990).

[563] Appian finally tries to minimize the
impact of the ruling by suggesting that Pega
witnesses were permitted to argue they did
not copy Appian’s software. Appian argues
this was enough—and that any error in ex-
cluding the software was de minimis or
harmless. We reject this analysis. Pega ex-

30. We do not suggest that concern regarding a
drawn-out and unnecessary ‘“trial within a trial”
cannot be a proper basis for exclusion of evi-
dence. At the same time, a trial within a trial is
sometimes mandated by our precedent. See
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plained to the trial court that where software
was concerned, demonstrative aids were vi-
tal. With the software, Pega claims it could
have shown the jury that “the features in
question in this case ... either existed in
Version 6.3, which predated Mr. Zou, or were
developed entirely independently within Pega
without any input from Appian.” Further,
Appian’s expert was given broad discretion
to opine—and he opined liberally—that many
things Pega saw on Appian’s system were
copied by Pega on a grand scale. The best
way to disprove this testimony was by show-
ing the jury that each function either predat-
ed Zou or worked differently from Appian’s,
or both.

The trial record further confirms the im-
portance of this evidence. Virginia courts
have noted on multiple occasions that a liti-
gant’s emphasis on certain evidence in clos-
ing argument provides insight into whether
an error in admitting or excluding evidence is
harmless. See Keesee v. Donigan, 259 Va.
157, 162, 524 S.E.2d 645 (2000) (identifying
prejudice from “emphasi[s] ... in [a] closing
argument”); see also Hodges v. Common-
wealth, 272 Va. 418, 437, 634 S.E.2d 680
(2006) (notinmlfrequent emphasis on erro-
neous evidence in closing argument); Durant
v. Commonwealth, 7 Va. App. 454, 461, 375
S.E.2d 396 (1988) (prosecution emphasis on
issue in closing argument weakens harmless
error claim). Here, Appian repeatedly at-
tacked Pega for its lack of software evidence
in arguing to the jury. For example, Appian
urged the jury in closing argument to reject
the testimony of Pega’s witnesses who denied
that Pega copied Appian’s trade secrets; Ap-
pian argued that Pega asked the jury simply
to “take [its] word for it,” with no corroborat-
ing evidence. It further exploited Pega’s lack
of software evidence, telling the jury: “Show
me, where it is? They haven’t shown you a
thing .... That’s how you tell, you look at
the platform.” (Emphasis added).

Prohibiting Pega from introducing its soft-
ware was not harmless error. See Food Lion
v. Melton, 250 Va. 144, 153, 458 S.E.2d 580

Campbell v. Bettius, 244 Va. 347, 352, 421 S.E.2d
433 (1992) (legal malpractice damages issues).
On this record, however, there was no logical
basis for prohibiting Pega to authenticate its soft-
ware evidence.
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(1995) (exclusion of evidence not harmless).
The error significantly hampered Pega’s lia-
bility defense, and we cannot say it did not
affect the verdict. Barkley, 267 Va. at 374,
595 S.E.2d 271. Thus, the error necessitates
reversal of the judgment.?!

V. The Trial Court Erred in Instructing the
Jury that the Number of People with
Access to Appian’s Secrets was “Not
Relevant” and Abused Its Discretion in
Excluding Relevant Evidence on the
Ground It Was “Irrelevant”

Because this case will be remanded for a
new trial, we must consider an additional
issue that is likely to arise on retrial. Velocity
Express Mid-Atlantic v. Hugen, 266 Va. 188,
203, 585 S.E.2d 557 (2003); Emerald Point,
LLC v. Hawkins, 294 Va. 544, 555, 808
S.E.2d 384 (2017). The question is whether it
is appropriate for the trial court to instruct
the jury—as it did in Instruction 13-1—that
the number of users of Appian’s platform is
“not relevant to any issue in this case” and to
exclude related evidence.

ﬂ)gA. Standard of Review

[54] Evidentiary rulings are reviewed for
an abuse of discretion. Galloway v. Novth-
ampton Cnty., 299 Va. 558, 563, 855 S.E.2d
848 (2021). In evaluating whether a trial
court abused its discretion, we do not substi-
tute our judgment for that of the trial court.
Instead, we consider whether the record fair-
ly supports the trial court’s action. See Car-
ter v. Commonwealth, 293 Va. 537, 543, 800
S.E.2d 498 (2017). “A [circuit] court by defi-
nition abuses its discretion when it makes an
error of law .... The abuse-of-discretion
standard includes review to determine that
the discretion was not guided by erroneous

31. While a retrial is required on liability and
damages under VUTSA, Pega has not appealed
the judgment on the VCCA claim and it stands.

32. Instruction 13-1 stated:
The numbers of users of the Appian platform
and Appian Forum licensees are not relevant
to any issue in this case, and any evidence as
to those numbers should be disregarded.

33. In explaining its decision, the trial court stat-
ed,

Pegasystems cannot offer mere numbers as a
way of showing that the trade secret — that

legal conclusions.” Porter v. Commonwealth,
276 Va. 203, 260, 661 S.E.2d 415 (2008) (quot-
ing Koon v. United States, 518 U.S. 81, 100,
116 S.Ct. 2035, 2048, 135 L.Ed.2d 392 (1996)).

[55] In Virginia, “[a]ll relevant evidence
is admissible, except as otherwise provided
by ... statute, Rules of the Supreme Court
of Virginia, or other evidentiary principles.”
Va. R. Evid. 2:402(a). “ ‘Relevant evidence’
means evidence having any tendency to make
the existence of any fact in issue more proba-
ble or less probable than it would be without
the evidence.” Va. R. Evid. 2:401. Evidence is
relevant if it has any logical tendency to
prove an issue in a case, and relevant evi-
dence may be excluded only if the prejudicial
effect of the evidence outweighs its probative
value. See John Crane, Inc., 274 Va. at 590,
650 S.E.2d 851; Jones v. Commonwealth, 50
Va. App. 437, 446, 650 S.E.2d 859 (2007).
Here, the trial court did not apply balancing
considerations; it held that the “numbers”
evidence was irrelevant, excluded it, and in-
structed the jury accordingly. Whether an
instruction accurately states the law is re-
viewed de novo. Holmes, 76 Va. App. at 53,
880 S.E.2d 17.32

_|s03B.  Evidence of the Number of People
with Access to the Secrets is Not Irrele-
vant

[566] The trial court granted Appian’s mo-
tion in limine to exclude evidence of the
number of people with access to Appian’s
platform. The trial court ruled that the num-
ber of people with access to Appian’s plat-
form was “not relevant at all.” The court
gave the jury an instruction that provided,
“[t]he numbers of users of the Appian plat-
form ... are not relevant to any issue in this
case.”

these are not Appian’s trade secrets .... Pega-
systems can certainly put on evidence concern-
ing the security that Appian attached to its
licensees and require of its licensees ... but it
cannot just offer sheer numbers as a way to
show that Appian was not maintaining the
secrecy of its alleged trade secrets.
The suggestion that mere numbers alone cannot
defeat a trade secret claim, however, does not
mean that evidence that thousands of users had
access to Appian’s trade secrets is irrelevant.
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Pega then proffered a swath of evidence
that demonstrated that thousands of people
had access to the alleged trade secrets, supra
at 458-59, 904 S.E.2d at 259-60, with varying
degrees of restrictions. For example, various
users were under different agreements, in-
cluding licensing agreements, terms of use
for Appian Forum, additional terms of use,
the Value-Added Service Provider Agree-
ment, the Business Partner Agreement, and
the Cloud Trial and Evaluation Clickwrap
Agreement, all of which required shifting
amounts of protection. These agreements,
moreover, did not identify—or put users on
notice of—the trade secrets at issue in this
case.

Appian’s own expert lent some support to
Pega’s theory. At trial, Dr. Cole testified that
prospective customers that received free de-
mos were not required to sign non-disclosure
agreements. He also confirmed that prospec-
tive customers, who received free demos,
could share descriptions, screenshots, and
videos. Dr. Cole suggested that free trial
users had access to Appian’s trade secrets
but were bound by terms of service, despite
not having to sign non-disclosure agree-
ments. |spsAppian put faith in the proposition
that free users and others carefully reviewed
the legal restrictions buried behind the click
screen. Pega had less faith in this mecha-
nism.

[57,58] We do not disagree with the trial
court’s basic premise that the number of
people who can see the secret is not disposi-
tive of whether the information is protected
or generally known. This is especially true
where the information is zealously shielded.
See Bd. of Trade of Chi. v. Christie Grain &
Stock Co., 198 U.S. 236, 250-51, 25 S.Ct. 637,
639-40, 49 L.Ed. 1031 (1905) (finding holder
of trade secret does not lose rights by com-
municating secrets to others if done confiden-
tially pursuant to a contract); see also Mi-
croStrategy Inc., 268 Va. at 262, 601 S.E.2d

34. The fact that some or all of the components of
the trade secret are well-known does not pre-
clude protection for a secret combination,
compilation, or integration of the individual
elements. Hence, even if all of the information
is publicly available, a unique combination of
that information, which adds value to the in-
formation, also may qualify as a trade secret.
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580 (a trade secret owner does not lose pro-
tection “by disclosing the secret to a licensee,
an employee, or others” so long as the disclo-
sure is made in “confidence”). For example,
millions of people can enjoy a restaurant
chain’s fried chicken, but the recipe, if closely
guarded, can still be a trade secret.?

Pega’s argument is that, while not disposi-
tive, the number of people with access to
Appian’s trade secrets is relevant because it
goes to multiple issues in the case—specifi-
cally, whether Appian took reasonable efforts
in protecting its secrets and whether such
secrets were generally known and readily
ascertainable. See Code § 59.1-336. Indeed,
courts have consistently held that “the extent
to which the information is known outside of
[one’s] business” is a “factor[ ] to be consid-
ered in determining whether given informa-
tion is one’s trade |sessecret.” SI Handling
Sys., Inc. v. Heisley, 753 F.2d 1244, 1256 (3d
Cir. 1985) (quoting Restatement (First) of
Torts § 757, emt. b (1939)). The Restatement
of Torts lists the following factors as instruc-
tive:

(1) the extent to which the information is
known outside of his business; (2) the ex-
tent to which it is known by employees and
others involved in his business; (3) the
extent of measures taken by him to guard
the secrecy of the information; (4) the val-
ue of the information to him and to his
competitors; (5) the amount of effort or
money expended by him in developing the
information; (6) the ease or difficulty with
which the information could be properly
acquired or duplicated by others.

See Restatement of Torts, § 757, emt. b;
Pawwels v. Deloitte LLP, 83 F.4th 171, 181
n.2 (2d Cir. 2023) (applying Restatement fac-
tors); Allstate Ins. Co. v. Fougere, 79 F.4th
172, 188 (1st Cir. 2023) (same).

[59] Thus, while the number of people
with access to information is not, in isolation,
determinative of the information’s trade se-

Penalty Kick Mgmt. v. Coca Cola Co., 318 F.3d
1284, 1291 (11th Cir. 2003) (internal citations
omitted); see also Decision Insights, Inc. v. Sentia
Grp., Inc., 416 F. App’x 324, 329 (4th Cir. 2011)
(recognizing “‘a trade secret may be composed of
publicly-available information if the method by
which that information is compiled is not gener-
ally known”).
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cret status—such evidence is hardly irrele-
vant. To the contrary, who is given access to
such information, and in what numbers, are
among the most important factors in assess-
ing both whether the information was gener-
ally available and the reasonableness of ef-
forts to maintain its secrecy. Twurret Labs
USA, Inc. v. CargoSprint, LLC, No. 21-952,
2022 WL 701161, at *2, 2022 U.S. App. LEX-
IS 6070, at *5 (2d Cir. Mar. 9, 2022) (listing
cases); see MicroStrategy Inc., 268 Va. at
264, 601 S.E.2d 580 (inquiries “require[ ] an
ad hoc evaluation of all the surrounding cir-
cumstances”).3

The bar for establishing that evidence is
relevant is not high. See McNeir v. Greer-
Hale Chinchilla Ranch, 194 Va. 623, 629, 74
S.E.2d 165 (1953) (“The criterion of relevancy
is whether or not the evidence tends to cast
any light upon the subject of the inquiry.”).
Appian has not provided a single case
_Isoewhere an instruction was given informing
a jury that such “numbers” evidence is irrel-
evant. Instead, it has framed a different
question: is it permissible for a factfinder to
determine that confidentiality provisions are
so clear as to preserve trade secrecy despite
disclosure to numerous trusted people??¢ But
that is a distinet inquiry, going to the merits
of the claim, from the question we are re-
viewing: is the excluded evidence about thou-
sands of people having access to Appian’s

35. Similarly, courts have observed that “the
chance of a leak increases as the number of
people having access to information increases.”
United Steelworkers of Am. v. Auchter, 763 F.2d
728, 743 (3d Cir. 1985).

36. To be sure, there are cases that answer this
question in the affirmative. See SyncSort v. Inno-
vative Routines, Int’l, No. 04-3623, 2011 WL
3651331, at *15, 2011 U.S. Dist. LEXIS 92321, at
*40 (D.N.J. Aug. 18, 2011) (‘“distribution ... to
many users”’ does ‘“‘not necessarily negate trade
secrecy,” as a matter of law, if the owner also
took correspondingly reasonable measures to
protect secrecy); see Dionne, 240 Va. at 297, 397
S.E.2d 110 (“The secrecy need not be absolute;
the owner of a trade secret may, without losing
protection, disclose it to a licensee, an employee,
or a stranger, if the disclosure is made in confi-
dence, express or implied.”). Similarly, courts
have rejected trade secret claims based on the
limited ‘“number of people who had access”’—
however, even this confirms that the ‘“numbers”
evidence was considered. See Oberfoell v. Kyte,
No. A17-0575, 2018 WL 492629, at *3, 2018
Minn. App. Unpub. LEXIS 74, at *10 (Jan. 22,

trade secrets irrelevant as a matter of law in
the context of a trade secret claim?

Appian does not argue it was entitled to
judgment below as a matter of law—it ar-
gues the factfinder’s verdict should be up-
held. But, none of the cases cited by Appian
prohibit a factfinder from making the trade
secret determination based on many factors,
including the number of people with access to
the alleged secret. This is particularly true
where, as here, the adequacy of confidentiali-
ty measures was hotly disputed. Pega prof-
fered, for example, that thousands of free
trial users and prospective customers of Ap-
pian had access to review the secrets and
that Appian did not even keep track of how
many “Value Added Service Provider Agree-
ments” it had issued.

_|s07As noted above, Appian took many le-
gitimate steps to protect its secrets—and a
reasonable jury certainly could find its ac-
tions sufficient to afford its information trade
secret status. But, ultimately, in this case,
that is a factual question; and here the trial
court improperly removed a relevant factor
from the jury’s consideration. MicroStrategy
Inc., 268 Va. at 264-65, 601 S.E.2d 580
(whether a trade secret exists is generally a
question of fact). This error denied Pega the
opportunity to effectively argue that Appian
forfeited its trade secret protection by broad-
ly sharing the information with thousands.?

2018). Ultimately, trade secret ‘“‘number” issues
come in varying shapes and sizes. For example,
in Dionne, a family owned business was at issue
and the actions of one actor with a confidentiali-
ty agreement were under review—by contrast, in
a software case thousands of users may have
access, with varying levels of restrictions, and the
measures for controlling such restrictions may be
hotly contested.

37. Appian posits that the trial court actually ex-
cluded the numbers evidence based on other
grounds: ‘“‘confusion” concerns, application of
Rule of Evidence 2:403(a)(i), or as a trial sanc-
tion. While Appian made these arguments to the
trial court, ultimately the trial court excluded the
evidence on relevancy grounds; the record does
not support Appian’s suggestion that the trial
court’s exclusion was on any ground other than
relevancy. The trial court, upon considering case
law from both sides, found the evidence that
related to the number of people with access to
Appian’s trade secrets was simply irrelevant.
“My view is that the numbers are not relevant at
all, as I read the cases.” In granting jury Instruc-
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On remand, an instruction telling jurors that
such evidence is not relevant should not be
granted.

CONCLUSION

This complex trial ventured into uncharted
legal waters and culminated in a multi-billion
dollar damages award which we now reverse.
We reject Pega’s claim that Appian failed to
establish misappropriation of any trade se-
cret as a matter of law. However, we agree
with Pega that the trial court erred in grant-
ing Instruction 14, which relieved Appian of
its proper burden to prove causation between
the alleged misappropriation and any dam-
ages. Moreover, while Jury Instruction 14
erroneously permitted Appian to rely on
Pega’s total “sales” to prove unjust enrich-
ment damages, the trial court then improper-
ly foreclosed Pega, based on Interrogatory
18, from showing| sesthat many of Pega’s total
sales were in areas in which Appian did not
even compete with Pega.

Under the circumstances of this case, the
trial court also abused its discretion by refus-
ing to permit Pega to attempt to authenticate
its software evidence and, as a consequence,
by excluding Pega’s software—a principal
means of demonstrating it did not steal se-
crets through Zou—on the basis that it was
on a different laptop than provided in discov-
ery. Finally, on remand, the trial court
should refrain from instructing the jury that
the number of people with access to Appian’s
platform is “not relevant”—and, accordingly,
should not exclude all related evidence of
these numbers on that basis. We reverse the
judgment as to the VUTSA claims and re-
mand for a new trial consistent with this
opinion.

Affirmed in part, reversed in part, and
remanded.

O ¢ KEY NUMBER SYSTEM
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tion 13-1, the trial court stated, “I've re-reviewed
the case law, and it’s my view that the numbers
are not, not relevant. The reason is pretty simple.
The case law indicates what that would mean is
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Brittany Fraser
v.
Samuel Rolofson

Record No. 0535-23-4, Record
No. 0828-23-4

Court of Appeals of Virginia,
Fredericksburg.

July 30, 2024

Background: Army officer brought action
alleging that fellow officer had defamed
him. The Fairfax Circuit Court, Tania
M.L. Saylor, J., sustained defendant’s plea
in bar, denied plaintiff’s motion for leave to
amend, ruled that Virginia’s anti-SLAPP
(strategic lawsuit against public partic-
ipation) statute did not apply, and denied
defendant’s motion for reconsideration.
Plaintiff appealed, and defendant cross-
appealed.

Holdings: The Court of Appeals, Frucci,
J., held that:

(1) defendant’s testimony at Board of In-
quiry (BOI) hearing was entitled to
absolute judicial proceeding privilege;

(2) defendant’s purported statement that
“she was in fear of her life because
[plaintiff] knew her address and had
sued her” was non-actionable expres-
sion of opinion;

(3) circuit court did not abuse its discretion
by not granting plaintiff leave to amend
his complaint;

(4) as a matter of first impression, defen-
dant’s statements before BOI did not
address “matter of public concern” un-
der anti-SLAPP statute;

that you got more successful selling your secret,
you lose the secret. Certainly the law can’t allow
that.”



Trends in Trade Secret
Litigation Report
VOLUME 3




Table of
Contents

Introduction

Key Findings

Post-DTSA Growth in Trade Secret Filings Has Tapered

Trade Secrets in Employment Litigation

In-Depth Research and Analysis of Trade Secret Litigation Trends
Appendix I: Research Methodology and Limitations

Appendix II: Recent Large Verdicts in Trade Secret Cases
Appendix Ill: Comparing the UTSA and DTSA

Stout’s Trade Secret Experience

12

16

20

38

40

46

4s




B

—l»

° L

* )

I Ly s

- q"mr'"ﬂlllrt

-.'h

§ilk [ ) i |----.



c
=
e

(&

-
=

-

-
e
L=




Whether developed and maintained to protect firms'
algorithms, manufacturing processes, or proprietary
methods for optimizing logistics, trade secrets are
crucial to many business operations. Companies
large and small know the pitfalls of key secrets
being exposed and have long looked to the state

and federal court system as one forum in which to

safeguard and defend their trade secrets.

The development, protection, and enforcement of
trade secrets has always been a vital part of the
toolkit available to companies whose success is tied
to their intellectual assets. In recent years —

as competition intensifies, firms increasingly

digitize their data, and evolving patent law has

both limited certain historical remedies available to
firms and introduced new risks to patent assertion —
trade secrets have arguably become more important

than ever.

It is against that backdrop that we have provided
this update, which focuses on the period since the
issuance of Stout's last Trends in Trade Secrets
Report in 2020. This report analyzes recent
developments in trade secret litigation and considers

whether those trends are likely to persist.

stout.com / 5




From 2015 to 2018, likely spurred on in part by the
passage of the Defend Trade Secret Act of 2016
(DTSA), trade secret litigation rose approximately
28%. In the years since, however, trade secret
litigation filings have leveled off and are perhaps
showing early signs of decreasing. Whether such
decrease is simply a blip in a longer-run trend of
growth, or whether it portends further reductions,
will depend on several factors. Some of these are:

1| Macroeconomic Factors: What had previously
been a gradual evolution in the nature of labor
accelerated considerably with the onset of the
COVID-19 pandemic, which began to impact the
U.S. economy in 2020. Future years will bring
increasing clarity on which of the drastic changes
seen in the last four years are here to stay. To the
extent that workforce mobility, the utilization of
contract workers, and the acceptance of non-
traditional work structures continue to expand,
certain causes of action in labor and employment
litigation that often include a trade secret
component may also grow.

2| Statutory Factors: The enactment of the Defend
Trade Secrets Act of 2016 (DTSA) appeared
to drive an initial spike in trade secret filings,
which extended approximately three years after
its passage. That growth has since halted and
perhaps even reversed. However, the DTSA
remains relatively new, and firms and their legal
counsel continue to adjust to its impact on the
trade secret landscape. Whether new or modified
law surrounding trade secrets is passed — and
whether firms develop new legal strategies within
the context of the DTSA — may have significant
impact on the growth curve in trade secret filings
in the coming years.

3| Courtroom Factors: Statute alone will not
determine the legal and practical considerations
facing companies as they consider how to best
defend their trade secrets. Both legal precedent
stemming from the courts’ interpretation of

the DTSA and the prevalence of large damages
awards will impact the cost/benefit analysis of
filing a trade secret case and seeing it through
to trial. The mean trade secret judgment has
increased to $8.2 million in recent years, though
this growth is largely attributable to a handful
of very large decisions rather than a clear and
sustained increase in the median award. In fact,
most awards are still at or below $1 million.
Given the expense associated with litigation,

an increase in the median award, either due to
evolving precedent around trade secret damages
or some other combination of factors, could be
one accelerant to future filings.

4| Shifting Trade-offs: Trade secret strategy is not

only a relevant consideration at the point of
litigation, but far earlier, at the point of innovation.
For those innovations that may be eligible for
protection through either the maintenance of

a trade secret or the issuance of a patent, the
traditional tradeoffs are well-understood. Patents
require public disclosure and have an expiration
date, but they protect from competitive use for
20 years regardless of independent competitive
discovery and are protected by more well-
established law around damages. However,

the increase in successful invalidity challenges
against asserted patents has the potential to
change this calculus; filing a patent litigation
now carries the risk of losing protections entirely
and leaving a firm with a patent that has been
declared invalid and has been publicly disclosed.
If firms become more hesitant to seek patents

in the first place and instead bolster their trade
secret protections, one downstream result could
be a long-term substitution of trade secret filings
for patent filings.




As a result of these factors, attorneys and industry experts
must continue to be mindful of the nuances impacting where a
trade secret case is filed, the damage remedies available in that
venue, and emerging precedents available to practitioners for
determining damages.

This report presents Stout’s comprehensive research on

trade secret litigation, spanning three decades. It details our
observations and analyses on the types of trade secrets at issue,
certain case-specific matters, and a discussion of trends since our
last report issued in 2020.

The insight we have gathered into certain trends paints a clear
picture of the far-ranging effects, changing patterns in patent
litigation, and the labor and employment landscape will have on

trade secret litigation going forward.

REPORT BACKGROUND

Stout initially conducted an independent analysis of federal trade secret
cases decided over the 27-year period from 1990 through the summer of
2017, studying the historical impact of these matters. This report, originally
published in 2017, has been updated to include federal trade secret cases
decided through 2022. Stout's research methodology is detailed in Appendix
| to this report.

We have observed numerous trends in trade secret litigation via continual
research, monitoring, and marketplace exposure. We discuss our findings
throughout this report, and our research and results have been summarized
to highlight notable observations.



Key Findings

Our research uncovered a number of interesting findings
in trade secret litigation between 1990 and 2022.

OBSERVED TRENDS (2017-2022)

- Trade secret litigation filings have
decreased back to pre-DTSA levels.

- 42% of trade secret cases included
multiple types of trade secrets.

- Over 80% of trade secret cases also
include contract claims.

: The majority of the top ten trade secret
damages awarded were appealed.

: While the average trade secret damages
awards have been increasing over recent
years, the median damages award has
remained at approximately $1 million.




What constitutes a trade secret and what constitutes confidential information can

vary between organizations. All trade secrets are confidential information, but not

all confidential information is a trade secret.

EMPLOYEE MOBILITY

While trade secret filings slightly decreased in

2022 in the aggregate, trade secret cases related

to employee turnover have increased. This can be
attributed in part to increased labor market turnover
resulting from the Great Recession and accelerated
by the COVID-19 pandemic and its after-effects.
These shifts in the labor market — alongside other
factors, including an increasingly service-based
economy, strategic recruiting by competitors, and

the ease of misappropriating digitized information —
have increased the frequency with which employee
departures drive trade secret litigation. Based on an
in-depth analysis of a representative sample of 327
trade secret cases from 2017-2022, 82% included
contract claims (largely comprised of employment-
related contract breaches), 36% included breaches of
fiduciary duty, and many included additional causes of
action associated with misappropriation by a current or
prior employee.

CONFIDENTIAL INFORMATION

There has also been a significant influx of cases
involving trade secrets and/or confidential information
related to:

* Computer technology, programing methods, and
source code

* Customer lists
* Proprietary pricing
* Supplier relationships

* Designs/blueprints

Our analysis considered data relating to thousands
of trade secret cases filed in recent years. However,
for purposes of better understanding some

relevant trends, we performed a more detailed
analysis of a representative sample of 327 trade
secret misappropriation cases filed since 2017.

Of this sample, 143 (or 43%) of the cases alleged
misappropriation of trade secrets related to business

relationships such as customer/client information,
vendor information, employee information, supplier
information, subscriber information, and reseller lists.

However, what constitutes a trade secret and what
constitutes confidential information can vary between
organizations. All trade secrets are confidential
information, but not all confidential information is

a trade secret. Often, the categories of financial
information and business relationships overlap,
resulting in matters in which customer lists, proprietary
pricing, and other marketing and financial records are
at issue. The complexity of distinguishing trade secrets
from other, similar information is likely responsible for
at least some non-willful trade secret misappropriation
and may also be responsible for some filings that
ultimately prove unsuccessful.

CASE RESOLUTIONS

Plaintiffs received favorable judgments in 81% of cases
in our sample which ultimately resulted in a judgment.
Defendants/counterclaimants received favorable
rulings in the remaining minority of cases. While this
could incentivize further filings, it may also be more
indicative of the confidence necessary for plaintiffs

to proceed all the way to trial and incur the associated
costs. At the increment, increased filings might be less
meritorious on average and reduce this measure. At
this point, however, trade secret plaintiffs’ success at
trial appears fairly stable, with amounts varying by only
a few percentage points from year to year.

Favorable Judgments

84* | 16*

Plaintiffs Defendants

stout.com / 9
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Federal cases that
went to trial:

787

awarded damages

ZZZZZ.

Ten largest awards each

*100+m

DAMAGES

Our sample included over 9,600 federal cases with
trade secret claims whose most recent docket activity
occurred since the beginning of 2017. Of these, 271
include a trial verdict in district court. In 228 of these
cases (84%), a trial judgment was entered in favor of
the claimant, while the finding was for the defendant
in the remaining 43 (16%). Damages were awarded in
212 of the 228 cases in which judgment was entered
for the claimant, or 78% of all federal cases with trade
secret claims that went to trial during the sample
period.

Of the 212 cases’ with an asserted trade secret claim in
which damages were awarded, 50 included damages
numbers explicitly tied to trade secret claim?, with
contract damages, damages associated with other
classes of intellectual property, and various other
claims comprising the remaining awards (either in lieu
of or in addition to trade secret damages). In addition
to these 50, the sample includes four additional cases
with publicly available records of trade secret-specific
awards. Three of these are cases that have not yet
been terminated and, thus, are not coded as having a
"Case Resolution” in the data source used to assemble
our dataset. The fourth additional public trade secret
award resulted from a default judgment.

The resulting sample of 54 trade secret-specific
awards provides several interesting insights into the
present state of trade secret damages at the federal
level. The trade secret components of these awards
ranged from six awards of less than $100,000 on the
low end to three awards in excess of $100 million on
the high end. Ten of the 54 awards exceeded $100
million in aggregate (i.e., when aggregating associated
claims along with the trade secret claims).

Total damages across the sample of 54 cases reached
nearly $2.5 billion, of which $970 million can be tied

We note that certain of these cases had appeals pending as of the time
of our data analysis. We have included the results of initial verdicts in the
data cited in this section to provide an instructive sample of trial results
in district courts.

This number may understate the economic impact of the trade secret
claim(s]), as certain verdicts included damages measures that would have
considered multiple or averlapping claims.



directly to trade secret claims. The mean trade
secret award across the 54-case sample is thus
approximately $18 million, though the largest awards
cause that average to skew significantly higher than
the median award of approximately $1.3 million.
Aside from the amounts tied directly to trade secret
damages, the 54 cases included enhanced damages
— comprised of punitive damages, prejudgment
interest, and attorneys’ fees and other costs of the
action — of an additional $923 million (or a mean of
approximately $17 million per case). While we have
not identified these additional damages as entirely
due to trade secret claims, the strong likelihood is that
the majority — and perhaps overwhelming majority —
of these damages do relate to trade secret awards.

We have also analyzed certain publicly available
verdict forms and post-trial orders to estimate the
composition of the various trade secret damages
awards. Of the $970 million in trade secret damages
aggregated across the 54 judgments in our study,
over two-thirds (approximately $669 million) were
awards of unjust enrichment. Trade secret lost profits
and reasonable royalty awards made up the balance,
contributing approximately $147 million and $153
million, respectively. An interesting observation is
that, while the aggregate amount of lost profits and
reasonable royalties awarded in these cases were
very similar, the frequency with which they were
awarded differed significantly. $147 million in trade
secret lost profits damages resulted from 41 separate
awards that included lost profits. Only four cases

in the sample of 54 included damages specifically
identified as arising from a reasonable royalty
approach, but these awards were significantly larger
on average. When awarded, both unjust enrichment
and reasonable royalty damages for cases in the
sample were approximately $40 million per judgment,
on average.

We note a correlation between the number of cases
adjudicated in a particular jurisdiction and the average
size of damages awards. Whether that correlation

indicates causality, and in which direction any such
causality goes (i.e., whether plaintiffs take cases to
trial more frequently in jurisdictions where they know
awards are higher or whether judges and juries in
larger trade secret dockets rule more favorably for
plaintiffs) is a potentially interesting question for
further study.

FORUM PREFERENCES
Many factors affect plaintiffs’ decisions regarding the
jurisdiction in which to file a case. These include, but
are not necessarily limited to, speed-to-trial rates,
the court’s experience with the type of litigation
at issue, and the perceived likelihood of positive
outcomes (and large awards). Prior to the advent of
the DTSA, plaintiffs commonly filed trade secret suits
in such jurisdictions as the Eastern District of Texas,
the Northern District of lllinois, and the District of
Colorado. Since the introduction of the DTSA, this has
shifted slightly, with the Central District of California,
the Southern District of New York, and the Northern
District of California joining the Northern District of
Illinois as the most popular districts. For example:
* Over half of the cases in our research were in just four
federal circuits from 1990 to 2016. Since 2017, the
spread of federal trade secret cases were more evenly

distributed throughout multiple districts, with fewer than
20% of cases filed in the top four federal circuits.

* Federal district courts in Texas were responsible for
nearly 20% of trade secret case decisions in our last
report but represent fewer than 6% since 2018.

* The Central District of California, the Southern District of
New York, and the Northern District of lllinois each had
approximately a 5% share of the filed trade secret cases.

stout.com / 11



Post-DTSA Growth in Trade
Secret Filings Has Tapered

Historically, trade secret assets have been protected at both the federal and state
court levels, yet the definition of “trade secret” has varied. For several decades,
litigators have looked to the Uniform Trade Secrets Act (UTSA) as a framework for
trade secret proceedings. The introduction of the DTSA broadened the definition of a
trade secret, and the 2017 edition of this report observed an increase in trade secret
filings in the first year following its enactment. However, that increase quickly leveled
out, and trade secret filings have begun to show signs of potential decline.

How the UTSA Defines Trade Secrets

The Uniform Trade Secrets Act, published

by the Uniform Law Commission in 1979 and
amended in 1985, was promulgated in an
effort to provide a legal framework to better
protect trade secrets for U.S. companies
operating in multiple states. The UTSA aimed
to codify and harmonize standards and
remedies regarding misappropriation of trade
secrets that had emerged in common law on
a state-to-state basis.?

Under UTSA § 1.4, “a ‘trade secret’ means
information, including a formula, pattern,
compilation, program, device, method,
technique, or process, that: i) derives
independent economic value, actual or
potential, from not being generally known to,
and not being readily ascertainable by proper
means by, other persons who can obtain
economic value from its disclosure or use, and
is the subject of efforts that are reasonable
under the circumstances to maintain its
secrecy."

3 Uniform Trade Secrets Act with 1985 Amendments, Section 1.4.
4 Ibid.
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How the DTSA Defines Trade Secrets

The Defend Trade Secrets Act of 2016, which
was signed into law on May 11, 2016, by President
Barack Obama, amended the earlier-enacted
Economic Espionage Act of 1996, which
designated trade secret misappropriation as a
federal crime.

The DTSA — the first U.S. law to create a federal
civil cause of action for the misappropriation of
trade secrets — allows businesses to choose to
sue for theft of trade secrets and seek remedies
in either federal or state court.®

While one intention of the DTSA was to align
federal statute with the UTSA, the two laws
differ in certain respects. The DTSA's definition
of trade secrets is broad, allowing a wide range
of proprietary information to fall within the
purview of trade secret protection under the
statute. The DTSA defines trade secrets as: “all
forms and types of financial, business, scientific,
technical, economic, or engineering information,
including patterns, plans, compilations, program
devices, formulas, designs, prototypes,
methods, techniques, processes, procedures,
programs, or codes, whether tangible or
intangible, and whether or how stored, compiled,
or memorialized physically, electronically,

TRADE SECRET LITIGATION FILINGS POST-DTSA

Several trends emerged in the years following
enactment of the DTSA. First, the geographic mix of
trade secret lawsuits began to shift. California and
Texas each accounted for over 5% of total national
filings in the first year. Aggregate filings also initially
grew. An uptick in the late spring of 2016 gave way to

graphically, photographically, or in writing if

(A) the owner thereof has taken reasonable
measures to keep such information secret;

and (B) the information derives independent
economic value, actual or potential, from not
being generally known to, and not being readily
ascertainable through proper means by, another
person who can obtain economic value from the
disclosure or use of the information.”®

Trade secret actions filed pursuant to the DTSA
can originate in federal district courts. However,
the DTSA does not conflict with, replace, or
preempt state laws. Rather, it works alongside
state laws, providing victims of trade secret
misappropriation easier access to federal courts,
which are better equipped to handle cross-state
and international cases, as well as complex
technological issues.

For example, a federal court may still enjoin

an employee under relevant state law, and a
company may still elect, as a strategic matter, to
file suits in state court and use the DTSA for the
same alleged misappropriation.

For more information on how the DTSA
compares with the UTSA, see Appendix Il.

some seasonality for the remainder of that year before
a significant spike in filings materialized in March 2017.7
Specifically, an average of 1,400 federal trade secret
lawsuits were filed from 2017 through 2019, compared
to approximately 1,100 per year in the six full years
(2010-2015) preceding the passage of the DTSA.

5 Tony Dutra, “New Trade Secret Law: More to Consider in Patent Trade-0ff;” Bloomberg BNA, May 31, 2016.
B Bret A Cohen, Michael T. Renaud, and Nicholas W. Armington, “Explaining the Defend Trade Secrets Act,” American Bar Assaciation: Business Law Today,

September 2016.

7 David L. Newman and Christina 0. Alahi, “The Federal Gates Are Open: Defense of Trade Secrets Act 2016,” Gould & Ratner, LLP, May 2016.
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The first jury verdict under the DTSA was returned by

a federal jury in Pennsylvania on February 27, 2017.

The jury in Dalmatia Import Group, Inc. v. FoodMatch,
Inc. et al., 16-cv-02767 (E.D. Pa. Feb. 24, 2017) found
for the plaintiff (the owner of a proprietary fig spread),
awarded damages of $500,000 for its trade secret
misappropriation claim, and issued an injunction
preventing future use of the trade secrets. While the
facts and outcome of this matter are fairly ordinary, the
timeline is notable: the verdict came less than a year
after the DTSA became law with the intention to allow
trade secret cases to “move quickly to federal court,
with certainty of the rules, standards, and practices to
stop trade secrets from winding up being disseminated
and losing their value.”®

Waymo v. Uber® was one of the first DTSA cases

to make national headlines. Waymo (a subsidiary

of Google's parent, Alphabet) filed a trade secret
misappropriation claim alleging theft of over 14,000
files by former Waymo employee and then-Uber
employee Anthony Levandowski, as well as improper
solicitation of Google employees by Uber. In May
2017, the Northern District of California awarded a
preliminary injunction against Uber, including a bar
on Levandowski further working on the technology at
issue in the case, ultimately leading to Levandowski’s
firing by Uber. Five days into the trial, the parties
reached a settlement under which Uber compensated
Waymo in shares of its stock, valued at $245 million.™

In another notable case, BladeRoom v. Emerson
Electric, a California jury found that Emerson
misappropriated trade secrets from BladeRoom in
order to win a bid for a $200 million Facebook data
center. BladeRoom trade secrets at issue in the matter
consisted of a method for manufacturing and installing
prefabricated data centers. BladeRoom had previously
described the method to both Emerson and Facebook
in pitches and claimed that the two larger companies

8 David Opderbeck, “DTSA Statistics,” The Cybersecurity Lawyer, May 10, 2017.

The DTSA [allows] trade secret cases

to “move quickly to federal court, with
certainty of the rules, standards, and
practices to stop trade secrets from
winding up being disseminated and losing
their value.”

had secretly worked together to steal BladeRoom'’s
proprietary techniques for the project. In 2019, a jury
found in favor of BladeRoom and awarded $30 million
in damages. A California federal judge enhanced the
award, adding prejudgment interest, attorneys fees,
and $30 million in exemplary damages."

The 2017 spike in trade secret filings was not the
beginning of an extended period of growth. It did,
however, result in a higher “plateau’ of trade secret
filings. In subsequent years, filings initially remained
relatively consistent and, even though annual filings
began to decline in 2020, filings still exceeded the
1,101 cases filed in the last full pre-DTSA year in each
individual year from 2016 through 2022 (i.e., in every
year considered in this study).

Whether this decline is an indication of things to come,
or simply a temporary blip in either an upward trend or
a sustainably higher plateau, remains to be seen.

Numbers aside, the change in incentives stemming
from the DTSA provides reason to expect at least
modest growth, as business owners leverage stronger,
more consistent rules of procedure, protections, and
enhanced remedies against unwarranted exposure of
their trade secret information.

We also anticipate that federal case law from other IP
areas will increasingly influence the determination of

9 Thomas A. Muccifori and Daniel BeFiglio, “Jam Recipe Yields 1st DTSA Verdict,” Law360, March 28, 2017.
10 Waymo, LLC v. Uber Technolagies, Inc., et al., United States District Court for the Northern District of California, 3:17-cv-00939.
11 Josh Rychlinski, “Waymo v. Uber: An Update on the Ongoing Trade Secret Dispute,” Trade Secrets Trends, May 22, 2017; Dennis Crouch, “Waymo and Uber at

the Federal Circuit - Round 2,” Patently-0, June 7, 2017.



trade secret damages under the DTSA. By consolidating cases
to federal courts, the DTSA may, over time, provide trade secret
litigators with a more established and broader set of precedents
with which to work in evaluating damages.

Similarly, a correlation exists between the steady increase in
trade secret claims in both state and federal courts in recent
years — rather than cannibalizing state court filings, the DTSA
appears to have emboldened owners to believe that this is an
asset class capable of being defended (and monetized) in the
courtroom.

Perhaps the biggest impact the DTSA will have is the creation
of a uniform body of federal law on trade secret litigation, in
the same vein as trademark or patent law. Federal courts may
provide a more efficient litigation process and more consistent
decisions compared with state courts.

This may fundamentally alter the risk/reward calculus of filing
litigation in favor of trade secret owners and, as these owners
and their outside counsel gain a better understanding of the
new terrain and associated rules of engagement, drive filings to
sustainably higher levels.

FIGURE 1:
Trade Secret Filings from 2012 to 2022
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Trade Secrets in
Employment Litigation

Labor and employment litigation filings have significantly increased during the past
several decades. Firms are increasingly proactive in pursuing a variety of claims
following an employee’s departure or termination, and trade secret enforcement

is not exempt from this trend. Companies frequently seek a temporary restraining
order immediately upon discovering that a former employee has taken confidential
information. These cases often resolve quickly, with the employee returning the
information and agreeing to cease and desist use. For those that are not resolved so
simply, litigation is the likely next step.

INCREASE OF CLAIMS OF MISAPPROPRIATION

OF TRADE SECRETS IN LABOR AND
An observable increase in litigation EMPLOYMENT LITIGATION
related to alleged breaches of Several factors are likely responsible for the increasing
confidentiality agreements and
restrictive covenants, including
noncompete and non-solicitation
agreements, has also occurred since

frequency of trade secret claims as components of
broader labor and employment litigation. These factors
include the rapid pace and advent of new technologies,

the prior edition of this report. Legal greater workforce mobility, growing consistency and
strategy sometimes dictates that awareness of trade secret law, and increased risk to
underlying claims related to the companies of international exposure.

alleged misappropriation of trade

secrets in these cases are plead One of the most significant factors affecting trade
separately. secret litigation is the diversity and speed to market of

new technologies, which simplify the misappropriation
of information intended to be kept as a trade secret.
As companies become more reliant on digital media
for the storage and creation of information, barriers

to stealing protected information are lowered. Instead
of key locks and safes, companies use firewalls and
encryption to keep out the public — but not always
their employees.

16



The focus on reducing external theft can, at times,
leave companies more exposed to internal theft from
employees with sufficient access to otherwise-secure
systems. Once an employee gains access to protected
trade secrets, copying, preserving, and disseminating
that information is far easier in the modern digital world
of social media, ubiquitous smartphones and tablets,
and growing technological literacy. By the same
token, these technological shifts reduce a trade secret
owner's ability to identify and mitigate the theft until it
is too late. This ease of theft and preservation has lead
to an increase in the filing of trade secret claims within
labor and employment litigation.

In addition to new technologies, the emergence of a
more highly mobile U.S. workforce, in part linked to
the Great Recession and the COVID-19 pandemic, has
direct implication on the theft of trade secrets within
an employment environment.

As job mobility increases, and remote work requires
new types of access to be granted to employees, the
opportunity for individuals to misappropriate trade
secrets also rises.

PROTECTABLE TRADE SECRETS COMPARED WITH
CONFIDENTIAL INFORMATION

When firms bring action against former employees for
allegedly breaching noncompete and non-solicitation
agreements, one common goal is to prevent the
defendant from using the trade secrets, or other
confidential information, in a manner that could
compete with or otherwise harm the plaintiff. When
paired with a claim of trade secret theft, plaintiffs

are required to specify the confidential information
embodying an asserted secret.

One potential challenge for parties and courts to
navigate, however, is that defining the metes and
bounds of a particular trade secret in the context of
a litigation is not always straightforward. Companies
may attempt to pre-empt this issue long before the
point of litigation by defining specific trade secrets
within employees’ restrictive covenant agreements
(e.g., confidentiality, nondisclosure, and noncompete

agreements) alongside explicit protections for other IP
classes, such as patents, trademarks, and copyrights.
If this has been done, then employment litigation
centering around the breach of these agreements may
allow plaintiffs to assert trade secrets that, at least in
their minds, have already been defined and agreed to
by and among the parties to the litigation.

Labor and employment litigators must appreciate the
legal distinction between what constitutes a trade
secret and what constitutes confidential information.
As previously discussed, while all trade secrets

are confidential information, not all confidential
information constitutes a trade secret. Confidential
information represents a much broader category,
including virtually any information about the business
that is not generally known to the public.

As a simple example, a given company may consider
that it possesses certain trade secrets relating to

its manufacturing know-how, processes, formulae,
customer lists, and pricing information. That company
may further define these business assets as trade
secrets in an employee’s confidentiality agreement.
However, that confidentiality agreement is likely to be
far broader and to cover not only those trade secrets
but also any information the company deems to be
confidential, nonpublic information. In this example,
confidential information could include the company’s
financial position, its business plan, volumes purchased
by customers, and key suppliers.

It is important, therefore, to recognize that an alleged
theft of trade secrets may also involve the theft of
separate confidential information. There are significant
legal issues to address in determining whether to
pursue litigation pertaining to theft of trade secrets
and/or confidential information, such as the specificity

The diversity and speed to market
of new technologies are making the
misappropriation of trade secret
information easier.
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in employment agreements, arbitration provisions,
whether to pursue a claim against the new employer
of the former employee via trade secrets, jurisdiction
and case law, and other considerations. The answers to
these questions may have consequences that impact
recoverable damages, the likelihood of injunctive relief,

and other key case outcomes.

ADDITIONAL OBERSERVATIONS PERTAINING TO
TRADE SECRETS AND LABOR AND EMPLOYMENT
LITIGATION

One subset of labor and employment litigation in which
trade secret claims are relatively common surrounds
the departure or termination of sales personnel.
Because these employees are responsible for revenue
generation and have often spent years if not decades
cultivating, maintaining, and growing customer
relationships, their movement between firms is a
frequent antecedent of trade secret litigation.

In particular, when sales personnel join a competitor
of their prior employer, the potential for companies
to suffer damages due to the theft of trade secrets
significantly increases. Customer and contact lists,
pricing data, and supplier information are just a few
categories of information whose acquisition by a
competitor can potentially drive loss of accounts,
price erosion, and other potential forms of loss.

As a result, companies have become increasingly
proactive in the pursuit of claims when they perceive
a risk to their market share, customer base, and
competitive advantage, both to recover for any harm
and to disincentivize their remaining employees to act
similarly.

Noncompete law is also evolving. Though largely
outside the purview of this report, the limitation of
situations in which noncompetes are enforceable
leaves plaintiffs to consider whether, absent a signed
document on which to build their case, they are likely to
clear the hurdles placed before trade secret plaintiffs.

Illinois and New York have passed litigation meant to
reduce the enforceability of noncompete clauses for
lower-level employees.™ Other states have enacted
legislation to limit the restrictiveness of noncompetes,
particularly related to geographical and time-duration
limitations.™ At the extreme end of the spectrum,
California, North Dakota, and Oklahoma generally
prohibit all forms of noncompetes.'

Furthermore, certain industries have been the target
of similar noncompete legislation. Hawaii enacted
a law in 2015 that banned most noncompetes in



technology positions, while Rhode Island enacted a law

in 2016 that prevents restrictions of any kind related to
the ability of a physician to practice medicine.” In 2018,
several states passed laws which limit noncompete
agreements. lllinois, Maine, Maryland, New Hampshire,
Rhode Island, and Washington have all enacted laws which
ban noncompetes for workers who do not meet income
requirements.'®

The status of noncompete agreements continues to

be challenged through courts and federal rule making
bodies. In 2021, a Hawaii court struct down a real

estate company’s noncompete agreement, stating that
protection from competition is not a legitimate purpose
for the noncompete.” In January 2023, the FTC released
a proposed rule banning noncompete clauses, stating
that they suppress wages, hamper innovation, and block
entrepreneurs from starting new businesses.'® After

an extended public comment period, the FTC received
around 27,000 public comments and will consider
changes to the rule based on those comments.

On April 23,2024, the FTC announced its ban on non-
compete clauses for employment contracts. The new rule
forbids employers from entering into new non-compete
agreements with workers and also requires employers

to inform any current and past workers that their non-
compete agreements are unenforceable.”

The new rule will go into effect 120 days after it is
published in the Federal Register. The existing non-
compete agreements for certain senior executives making
more than $151,164 and who are in policy making positions
may remain in effect. According to the FTC, existing
noncompetes for senior executives that can remain in
force under the new rule make up less than 0.75% of all

workers. Also, purchasers of a business can generally still
enter and enforce non-compete agreements as part of a
sale of a business entity.?°

Trade secret laws and non-disclosure agreements
("NDAs") may play a larger role for employers impacted by
the FTC's ban. Trade secret law and NDAs may allow firms
to protect their IP and other investments without having
to use, or being able to enforce, non-competes. The

FTC was explicit about this in its guidance, stating that
“trade secret laws and [NDAs] both provide employers
with well-established means to protect proprietary and
other sensitive information.” The FTC further noted that,
“researchers estimate that over 95% of workers with a
non-compete already have an NDA."

While the FTC's new rule was scheduled to go into effect
prior to the publication of this report, it was set aside

in federal court in August 2024 and its future remains
uncertain.

12 James Witz and Abiman Rajadurai, “What Employers Should Know About New Ill. Noncompete Law,” Littler Mendelson PC, Law360, September 2016.
13 David S. Aimeling and Tony Beasley, “The Shifting Junction of Trade Secret Law and Noncompetes,” 0'Melveny & Myers LLP, August 2016.
14 John Skelton, James Yu and Dawn Mertineit, Webinar: “Enfarcing Trade Secret and Noncompete Pravisions in Franchise Agreements,” Seyfarth Shaw LLP,

June 2016.

15 David S. Almeling and Tony Beasley, “The Shifting Junction of Trade Secret Law and Noncompetes,” 0'Melveny & Myers LLP, August 2016; Erik Weibust and Andrew
Stark, “Two New England States Pass Legislation Restricting Physician Noncompetes,” Seyfarth Shaw LLP, August 2016.

16 Andrew Boling, William Dugan and Colton Long, “The Delicate Nuances In New State Noncompete Laws,” Baker McKenzie, Law360, Becember 2019

17 "Trending Topic: Non-Compete Agreements,” Hawaii Employees Counsel. June 2022.

18 https://www.ftc.gov/news-events/news/press-releases/2023/01/ftc-proposes-rule-ban-noncompete-clauses-which-hurt-warkers-harm-competition

19 Dan Papscun, “FTC Expected to Vote in 2024 on Rule to Ban Noncompete Clauses,” Bloomberg Law, May 2023.

20 Defend Trade Secrets Act of 2016.
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In-Depth Research and
Analysis of Trade Secret
Litigation Trends

Given the enactment of the DTSA and the increase in trade secret issues related to
labor and employment litigation, we conducted a comprehensive study on trade secret
litigation in federal court.

20

Stout performed substantive in-depth
research into 328 federal matters covering
the prior 32-year period, from 1990 to 2022.
We focused our research on only those trade
secret cases that had advanced to a verdict
or settlement and had a measurable outcome.
The ensuing discussion on the data is a result
of this set of cases exclusively. For more
information on our research methodology, see
Appendix I.

In addition, we discuss our insights on certain
trends in trade secret litigation during the
past few years that we have observed through
research, monitoring, and marketplace
exposure. These include litigation-related
trends, a broad assessment of the types of
trade secrets at issue, industry trends, and
case-specific matters through 2022.



TYPES OF TRADE SECRETS AT ISSUE

Federal trade secret laws cover any type of information
that constitutes a trade secret to a particular business,
so long as it meets the requirements of independently
derived economic value and reasonable efforts to
maintain secrecy. For the purposes of this study, we
categorized the information at issue in each case into
six classifications of trade secrets:

Business Relationships Designs

Methods/Processes Products

Financial Information Marketing Information

The most commonly asserted categories of trade
secrets have varied over time. Trends in recent years
are consistent with the increasingly data-driven nature
of the U.S. economy.

Cases involving trade secrets relating to software,
including source code and methods documented

and maintained electronically, are growing quickly
relative to other filings. This type of information is
readily misappropriated via email, jump drives, data
scraping, or other electronic means and is made
increasingly possible through improper access to
company information maintained on cloud platforms.
Algorithms, and programing processes and interrelated
connectivity technologies are also being protected as
trade secrets more frequently.

Trade secrets related to business relationships such as
customer lists, supplier relationships, and proprietary
pricing strategies are also typically maintained
electronically.

This type of company-specific information is frequently
protected as a trade secret, though the increased
frequency in employee turnover that began during the
Great Recession?! has led to the theft of trade secrets
being more actively pursued through the litigation
process. This category of trade secrets has been the
most active in federal courts in recent years.

Although claims involving know-how and
manufacturing processes as well as designs and
blueprints are still being filed, business relationship-
based trade secrets, such as those previously cited, have
begun to play a more significant role in trade secret
litigation. Given the evolution of patent law and other
issues discussed throughout in this report, it appears
that companies developing and maintaining know-how
and manufacturing innovations may opt to protect
their information via trade secrets as opposed to, or in
conjunction with, patents. This will likely lead to an
increase in litigation for these types of trade secrets in
the future.

21 The Great Recession officially began in Becember 2007 and ended in June 2009. The Financial Crisis Inquiry Commission, “Final Report of the National
Commission on the Causes of the Financial and Economic Crisis in the United States,” January 2011. The Great Resignation began in March 2021. Bureau of

Labor Statistics, “The ‘Great Resignation’ in perspective,” July 2022.
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Examples of these trends and the results of our research pertaining to
the type of trade secrets are summarized in Figure 2.

FIGURE 2:
Case Activity by Type of Trade Secrets at Issue

TYPE OF TRADE SECRETS NO. OF % OF  EXAMPLES

CASES TOTAL"

Business Relationships 143 44% | Customer Information, Vendor Information, Employee
Information, Supplier Information, Suscriber Information, Client
Information, Reseller Lists, Policy Holder

Design 97 30% | Designs, Drawings, Products in Development, Engineering,,
Formulas, Recipe, Instructions, Source Code, Programming,
Research and Development, Mold Designs, Plans,
Ingredients, Diagrams

Methods and Processes 90 28% | Data Processing, Manufacturing, Development, Training, Palicies,
Business Practices, Construction Supplies, Company Handbook,
Training, Operation Manuals, Technology Information, Technigues,
Business Models

Product 92 28% | Software, Hardware, Purchasing Inventaories, Equipment,
Computer Files, Parts Lists, Toals, Technology

Financial Information 45 14% | Price Lists, Sales, Project Quotes, Business Forecasts, Financial
Data, Material Costs, Cost of Goods, Compensation Plans

Marketing Information 37 11% | Strategies, Trends, Industry Trends
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% of the cases studied included multiple types of trade secrets
as part of the allegedly misappropriated information

Business relationships represented the largest type of
trade secrets at issue, occurring in 44% of all cases
studied. These metrics align with our experience in
trade secret litigation. Business relationship trade
secret cases were followed by those pertaining to
designs, methods/processes, and products, all at
approximately 30%.

Also of note, in 42% of the cases studied, multiple
types of trade secrets were included as part of the
allegedly misappropriated information. Often, the
categories of financial information and business
relationships overlap, resulting in matters in which
customer lists, proprietary pricing, and other
marketing and financial records are at issue in some
combination, and have contributed to the increase

FIGURE 3:

in litigation in these categories. Additionally, certain
types of trade secret cases are on the rise, partially
due to the trend of increasing employee mobility and
reliance on technology (Figure 3). This distribution
over time is consistent with the general assumption
that most trade secret owners have historically
chosen to protect their technical and clearly definable
information through trade secrets. However, the
various types of information being protected as trade
secrets have significantly expanded during the last
decade as companies shifted to greater reliance on
electronically stored information.

Portion of Cases by Type of Trade Secrets Over 32-Year Period

(Out of 328 Cases researched]
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TRENDS IN TRADE SECRET CLAIMS

Among other observations, misappropriation claims
increasingly have not been the only claims at issue.
Nearly all trade secret misappropriation claims we
reviewed were accompanied by other claims, including
breach of contract (such as confidentiality agreements
and restrictive covenants), tortious interference,
conversion, and/or other claims. Frequently, plaintiffs
seek a temporary restraining order or preliminary
injunction in addition to damages. As shown in

Figure 4, the accompanying causes of action that
most frequently appeared in these cases were
contract claims, tortious interference, unfair/deceptive
practices, fraud, and claims relating to other classes of
IP, such as patents and trademarks.

Trade secret claims are also increasingly brought as
companion claims in certain types of litigation beyond
those related to breach of contract and/or labor

and employment suits. One such area is franchisor/

franchisee litigation. As discussed previously, certain
states have pursued action or changed laws related

to the enforceability of noncompetes for low-level
employees, and in many instances franchises were the
basis for such actions.?2 However, beyond this specific
noncompete issue, when a franchisor terminates its
franchisee or when a franchisee decides to leave the
franchised system due to nonrenewal or other reasons,
the opportunity for theft of trade secrets arises.

There have also been several instances where theft of
trade secret claims are brought in conjunction with
other IP-related claims, such as patent, trademark,
and copyright infringement. The fact that this seems
to occur most often in the technology and software
industries is unsurprising. With the DTSA now in
place, we expect it to occur more frequently in other
industries as well.

22 James Witz and Abiman Rajadurai, “What Employers Should Know About New Ill. Noncompete Law,” Littler Mendelson PC, Law360, September 2016.
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FIGURE 4:

Claims Accompanying Trade Secret Misappropriation

(Out of 328 cases researched]

ACCOMPANYING CAUSE OF ACTION

NO. OF CASES

PERCENTAGE OF TOTAL

Contract Claims 237 72.5%
Tortious Interference 163 49.8%
Unfair/Deceptive Practices 119 36.4%
Fraud Claims 104 31.8%
Breach of Responsibility / Fiduciary Duty 104 31.8%
Conversion 70 21.4%
Infringement 77 23.5%
Unjust Enrichment q7 14.4%
Conspiracy 40 12.2%
Defamation/Disparagement 11 3.4%

Trespass 4 1.2%

Emotional/Mental Distress 1 0.3%

Other 93 28.4%
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Medical Device/Pharma Development

Companies developing medical device
technology and pharmaceuticals are
likewise experiencing an increase in claims
of trade secret theft. These are often filed
in conjunction with breach of restrictive
covenants claims and frequently seek
temporary restraining orders, as employees

with deep technical knowledge and
research are lured away by competitors.

Computer Technology/
Programmers/Developers

The same scenario applies with designers
of computer technology platforms,
programmers, and the like. Additionally,
depending on when the theft of a trade
secret is identified, the suit may only
ommence when it becomes known
at the alleged thief has used similar
code in a product available in the

Automotive

In the automotive industry, there has been
a significant increase in both trade secrets
and breach of contract (for example,
nondisclosure, nonuse, and noncompete
agreements) litigation involving foreign
suppliers to Tier 1 U.S. auto-parts
manufacturers. Similarly, foreign-owned
suppliers have been establishing U.S. sales
and research and development centers
that hire away talent (with the individuals’
inherent knowledge of protected
information and trade secrets) from
domestic suppliers.

Professional Services Industries

The largest increase in theft of trade
secret claims is among professional
services. Often these are companion
claims to breach of contract claims related
to restrictive covenants dealing with
nonsolicitation of customers, suppliers, or




As illustrated in Figure 5, 24% of trade secret cases
reviewed involved companies in the industrials sector.

This is not unexpected, as the GICS codification system

includes many diverse industry groups under the

industrials sector code, such as aerospace and defense,

building products, construction and engineering,
machinery, and transportation infrastructure.?®* Other
notable industries with high percentages of the
overall caseload included the information technology,
consumer discretionary, and healthcare sectors.

However, the industrials sector has seen a marked
decline over time. Alternatively, the information
technology, consumer discretionary, and healthcare
sectors experienced steep increases in the number of
cases in the 2005-2009 timeframe and have become
relatively stable thereafter (see Figure 6). In recent
years, the lines between sectors have become less
distinct as information technology becomes more
integrated with other sectors. We expect this reliance

on information technology to result in increased federal

trade secret litigation in the sector in upcoming years.

FIGURE 6:

FIGURE 5:
Case Activity by Industry Sector
(Out of 328 Cases researched]
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23 These include capital goods, commercial and professional services, and transportation companies.
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FIGURE 7:
Mean Damage Awards by Industry
($ in millions USD]

Consumer
Staples

Information Financials

Technology

Consumer
Discretionary

*Data range 2018-2022

Healthcare

Materials

Telecom
Services

Industrials Energy

*These represent the aggregate awards for all causes of action -- rather than solely trade secret misappropriation -- resulting from cases with a

trade secret claim.

Other than geographical stratification, we also assessed
the damages based on industry sector. As illustrated

in Figure 7, the sector with the largest mean damages
award, at $28.5 million, was information technology,
which was also one of the most frequently litigated
sectors, as discussed previously (though median awards
differ materially in some industries).

Following information technology, a cluster of industries,
with average awards between $10 million and $12
million, includes financials, consumer staples, consumer
discretionary, and healthcare.

Our examination of the average damages awards by
industry aligns with our experience that rapidly growing
industries, particularly information technology, have
seen increasing damages awards. As this sector has
gradually favored trade secret litigation as a means to

preserve its private business information over other forms

of IP protection, more trade secret lawsuits are filed.
Consequently, high-profile, high-stakes cases arise out of
the increased filings, leading to higher damages awards.

The continued success of companies in this sector to
claim sizable trade secret victories, coupled with the
more consistent litigation process of the federal court
system, may spur further growth in trade secret litigation
in the information technology sector in coming year.

stout.com / 29



TRENDS IN FILING JURISDICTIONS FIGURE 8:
Case Activity by Court Circuit [Post-DTSA)

When examining the jurisdictions of claims, trade
secret filings have historically been concentrated in a

small number of jurisdictions. For example, over half of 8th
the cases in our research came out of just four circuits,
the 5th, 9th, 10th, and 11th (see Figure 8). This trend
remains consistent both before and after the passing
of the DTSA.

GEOGRAPHIC LOCATION OF CIRCUIT COURT
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Figure 9 further breaks down jurisdictions into district
courts and identifies the top 15 district courts by
case filings. The results reinforce the perception

that the vast majority of federal trade secret cases
are filed in a concentrated group of district courts.
For instance, 23% of the cases were handled by just
five individual district courts. The state of California
alone was responsible for nearly 12% of trade secret
case filings (approximately 10% in the Central and
Northern Districts, as shown below, and the balance in
the Southern District), with Texas, New York, Florida,
lllinois, and Pennsylvania rounding out the top 50%,
each with between 5% and 9%.

FIGURE 9:
15 Most Active District Courts [Trade Secret Decisions]

Historically, plaintiffs in federal trade secret cases
were perhaps favoring certain jurisdictions, such as the
Eastern District of Texas, Northern District of lllinois,
and the District of Colorado. This apparent targeting of
certain venues is called “forum shopping,” which also
occurred frequently in other IP-related matters when

a plaintiff selects a venue based on factors including
speed to trial, the court's experience with the type of
litigation, and the perception of probable outcomes.?*
It is possible that forum shopping may have historically
occurred in federal trade secret matters. However,
based on analysis of cases filed after the DTSA, trade
secret case filings are occurring more around large
population centers including California, Illinois, and
New York.

NO. OF CASES
DISTRICT COURT CIRCUIT PRE-DTSA POST-DTSA TOTAL % OF TOTAL

Central District of California o 9th 420 430 . 910 5.9%
Northern District of lllinois 7th 326 _ 424 . 750 4.3%
Southern District of New York ® ond 255 4e7 682 4.5%
Northern District of California ® | 9th 226 376 602 3.9%
District of New Jersey ® 3rd 238 317 | 556 3.6%
Middle District of Florida | o 11th 22b | 290 | 516 _ 3.4%
Eastern District of Pennsylvania = @ | 3rd 233 | 270 | 508 | 3.3%
Southern District of Texas ® Sth 204 295 . 499 3.3%
Southern District of Florida ® | 11th 203 289 . h9e 3.2%
Northern District of Georgia ® 11th 188 229 q17 2. 7%
Southern District of Ohio Bth 167 240 | 407 2.7%
Northern District of Texas ® Sth 175 211 . 386 2.59%
Eastern District of Virginia 4th 168 199 367 2.4%
District of Colorado 10th 133 234 | 387 2.4%
District of Massachusetts o st 141 191 332 2.2%
All Other Districts 3,295 4,221 | 7,516 49.1%
Total Cases 6,599 8,703 15,302

24 Forum shopping in patent litigation has been diminished due to changes in case law (TC Heartland LLC v. Kraft Food Brands Group LLC, Supreme Court of the

United States, May 22, 2017, No. 16-341).
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TRENDS IN TRADE SECRET DAMAGES

Damages were awarded in 86% of trade secret
cases that went to trial, with monetary damages
totaling approximately $5.4 billion from 2017 to
2022. The thirteen largest awards for cases that
included a trade secret claim were all over $100
million each. Three awards included trade secret-
specific damages components in excess of $100
million, while ten cases that included trade secret
damages awarded aggregate damages of over
$100 million.

We note that these awards do not include

any data for state court cases. For example, in
Pegasystems Inc. v. Appian Corporation, Appain
was awarded $2 billion in damages. (Details of
this case and other trade secret cases with large
damages award can be found in Appendix II.)

We found extensive trade secret damages
awarded after the implementation of the DTSA.
The $5.4 billion in total damages cited above

resulted from just 189 monetary award rulings,
with a damange award mean of $28 million.

The states with the largest damages award mean
are shown in Figure 12. Among the top 15 states,
only three states, lllinois, Arkansas, and Texas, had
a mean damages award above the national mean
post the enactment of the DTSA (Figure 12).

In our last trade secret report issued in 2020, we
found that the damages award mean for trade
secret cases was $21.4 million. The damages
award mean increased to $28 million from 2017
to 2020. Overall, our data suggests that while on
average trade secret cases have increased, these
means are being driven by a handful of large
verdicts. We also recognize that large verdicts,
over a $100 million, are becoming more frequent.

Note: median awards differ materially in some states



FIGURE 10:

10 Largest Federal Trade Secret Awards [2017-2022)

Enhanced Damages*

Total Damages

Total
Syntel Sterling Best Shores
Mauritius Limited v. The $ 284,855,192 $ 284,855,192 $ -|$ 284,855,192
Trizetto Group, Inc. et al
Epic Systems Corporation v.
Tata Consultancy Services $ 140,000,000 $140,000,000 $ 721646 | $ 140,721,646
Limited et al
Motorola Solutions, Inc. et al v.
Hytera Communications $ 135,800,000 $ 135,800,000 | $ 136,300,000 $ 359,647,992 [ $ 631,747,992
Corporation Ltd. et al
Miller UK Ltd. et al v. Caterpillar,
S $ 49,700,000 | $24,900,000 $ 74,600,000 $ 1,000,000 | $ -[$ 75,600,000
CardiAQ Valve Technologies,
$ 70,000,000 | $ 70,000,000 $ 2950 | $ 41675154 | $ 111,678,104

Inc. v. Neovasc Inc. et al
Zest Labs Inc et al v. Wal-Mart
s $ 60,000,000 | $ 60,000,000 $ 5,000,000 | $ 50,000,000 | $ 115,000,000
Patriot Rail Corp. v. Sierra

g $ 22,282,000 $ 22,282,000 $ 30,544,465 | $ 52,826,465
Railroad Company
ResMan, LLC v. Karya Property 20,800,000 20,800,000 11,490,000 120,000,000 152,290,000
Management, LLC et al $ ! ’ $ ! ’ $ ! ! $ ! ’ $ " ’
Comet Technologies USAInc. | ¢ 5 500,000 $ 20,000,000 $ 20,000,000 | $ 40,000,000
etalv. XP Power LLC ! ! ’ ’ ’ ’ ’ ’
Proofpoint, Inc. et al v. Vade
S $ 13,495,659 $ 13,495,659 $ 480,000 | $ 100,004 [ $ 14,075,663

ecure, Incorporated et al

Total $ 643,850,851 | $ 47,182,000 [ $ 150,800,000 | $ 841,832,851 $ 136,300,000 | $ 17,972,950 | $ 622,689,261 | $1,618,795,062
Share of Total TS Damages by o o o o
Recovery Type 76% 6% 18% 100%
Share of All Damages by o o o o o o o o
Recovery Type 40% 3% 9% 52% 8% 1.1% 38% 100%

*Enhanced Damages Includes Attorney Fees, Punitive Damages, Enhancements for Willfulness, and Pre-Judgment Interest

FIGURE 11:

Top 10 Damage Awards (2017-2022] - Cases with Trade Secret Claims

Total
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FIGURE 12:
Average Damage Awards by State [Post-DTSA)
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TRENDS IN TIME TO RESOLUTION

One area of interest was the mean time to resolution
(MTTR) for the cases that resulted in trials (Figure

13). Based on the cases studied, the time required to
resolve federal trade secret lawsuits averaged 3.6 years
from the initial filing of a complaint to the eventual
outcome at trial.> This MTTR was rather consistent
from 2012 through 2018, with the yearly mean varying
between three years and three years, seven months.
However, since 2018, the mean has spiked, reaching
its peak of over four and a half years in 2022. This
recent increase in the length of cases may be due to
the increasing complexity of the trade secret issues
being adjudicated (the effects of the COVID-19
pandemic on court activity may also have played a role
in this increase). It is important to note that the MTTR
declined slightly toward the average in 2021.

This is an area to watch in the coming years to
determine if there will be a return to the three-year,
seven-month norm, or if trade secret litigators should
expect four or more years to be the new standard.
One of the hallmarks of the DTSA is to have readily

25 This analysis does not incorporate additional time due to appeals.

$40.0
$30.0
Study Average:
§20.0 $13.2M
l o

applicable and consistent federal court decisions,
which should theoretically shorten the MTTR of
matters, but the data does not reflect this result.

From case to case, the time to resolution varies widely,
ranging from one year to over ten years, including
appeals. Similar to damage awards, there does not
appear to be a clear link between state-wide caseload
and MTTR. In our study, many of the states with the
largest caseloads had shorter means than the national
mean, implying that even when a court handles a
disproportionate number of cases, time to trial is not
adversely affected. For example, as illustrated in Figure
14, trade secret cases tried in Texas were resolved 6%
faster, 3.4 years on average, than the national average
of 3.6 years. California had an average of 3.3 years, and
Florida had an average of about 2.7 years. In fact, of the
five most active districts, only New York, at 3.7 years,
experienced a longer average than the national mean.
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FIGURE 13:
Average Length of Case by Year Terminated
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FIGURE 14:
Average Time to Resolution for Most Active States
(Cases Terminated 2010-2022]
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TRENDS IN CASE RESOLUTIONS

One interesting finding to emerge from this study
was the proportion of trade secret judgments in
favor of the plaintiffs. As portrayed by Figure 15,
plaintiffs fared well when bringing trade secret
claims to trial, earning a judgment in their favor
85% of the time. Defendants received a favorable
verdict in only 15% of cases. This ratio has
increased since the last time we issued this report
in 2020, when our findings showed that 68% of
cases were found in favor of the plaintiff.

FIGURE 15:
Proportion of Trade Secret Court Rulings by Prevailing Party

This figure excludes cases resulting in a settlement.

Furthermore, trade secret cases were judged in
favor of the plaintiffs more often than in other

IP cases such as patent trials. When looking at
patent cases tried over the same period, plaintiffs
were successful at trial 73% of the time, much
more often than Defendants, but less often than
in trade secret trials.

- For Plaintiff



FIGURE 16:
Patent Cases v. Trade Secret Cases - Percent of Trials Won by Plaintiff

- Trade Secret
- Patent

APPEALS TRENDS

The decision of the district court is rarely the final
stage of a trade secret case. Often, trade secret
decisions are appealed. Of the trial cases that resulted
in large damages award in the district courts, many
were later appealed. In addition, many of the top ten
damages award cases were lowered or overturned.
Thus, the largest awards may not stand up to the
scrutiny of higher courts.
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APPENDIXI:

RESEARCH METHODOLOGY AND LIMITATIONS

Stout’s analysis for this report includes federal trade
secret cases decided during the 1990-2022 period.?®

For the prior versions of this report, we conducted
a search using the Lexis Advance® database for
U.S. district court cases identified by Lexis as those
pertaining to trade secret claims.?” This resulted in a
population of over 10,800 cases filed in the 29-year
period between January 1, 1990, and June 30, 2019.
As this population contained cases at every stage
of the litigation process from initial complaint filing
to final court rulings, we narrowed the study to only
those cases that had advanced far enough to have a
measurable outcome.

We used Lexis Advance’s Jury Verdicts and
Settlements database, a comprehensive summary of
reported judicial decisions, resulting in 639 cases, and
focused on this set of cases to examine. Our analysis
was performed on a standardized and comparable
basis, demonstrating observable trends and unique
findings in federal court trade secret litigation for
matters in which a verdict or publicly available
settlement information was found over the 29-year
period.

In this report, we have expanded our data sets to
include cases that went to trial through December
31,2022, through the use of Lex Machina. Similar to
previously collected data, we reviewed corresponding
dockets in order to eliminate duplicate cases and those
cases that did not truly relate to trade secret claims

or counterclaims, resulting in 327 unique trade secret
cases in the final study. Removing cases that resulted
in a settlement with no publicly disclosed data resulted
in a population of 217 cases making up the damages
and nonmonetary awards section of our analysis, other
than in certain instances where a different sample

26 Although there have historically been some significant trade secret decisions made at the state level, the current condition of
the state court databases and availability of complete information varies widely state to state and is not consistent. Our focus
on federal court cases allowed for a more uniform and comparable analysis than inclusion of cases on state court dockets.

27 As the dataset is an extract from the third-party LexisNexis databases, the findings herein are limited to any inherent
limitations on LexisNexis regarding identifying cases and attributing them as relating to trade secrets

was considered for a particular reason as previously
described.

In addition to the analysis of specific cases, we also
used Lex Machina to research trade secret cases filed
from 2010 through 2022. This data allows us to analyze
certain case characteristics for the over 15,000 cases
filed during that period. While we have relied heavily
on the accuracy of information as coded by these
data providers due to the large volume of cases, we
have also analyzed motions, orders, verdict forms, and
other qualitative primary sources to provide further
insights on certain cases as previously described.
Where our interpretation of such cases has deviated
from coded information, we have relied upon our own
interpretations.

CASE STATISTICS

For each case in the study, we identified and tracked
over 45 different characteristics across multiple
informational categories of the lawsuit. This includes
items such as jurisdictional information, background of
the parties, the nature of the trade secret(s) at issue,
and related causes of action or counterclaims.

Our research also captured information pertaining
to the use of experts, settlements and judgments,
damages and other awards, and post-trial results.
In this report, our research and results have been
summarized to highlight notable observations and
augment our ongoing monitoring of the trends in
trade secret litigation. In this report, our research and
results have been summarized to highlight notable
observations and augment our ongoing monitoring
of the trends in trade secret litigation, and augment
our ongoing monitoring of the trends in trade
secret litigation.
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APPENDIXII:

RECENT LARGE VERDICTS IN TRADE SECRET CASES

The below summarizes various large damages cases in which verdicts were received

after the issuance of Stout’s previous 2020 trade secret report.

VERSATA In 2004, Versata Software, Inc. entered into a 15-year license agreement with Ford
SOFTWAREINC. V. Motor Co. in which Versata licensed Ford software to manage the configuration of
FORD MOTOR CO., vehicle components during assembly. In 2014, Ford ended the contract, saying it had
FEUI'JE;:'I?:-I_?\G%.FBEB developed its own software. In 2015, Versata filed a complaint against Ford, and on
26, é022] ' ) October 27, 2022, a federal jury ruled in favor of Versata Software Inc., finding Ford
Motor Company guilty of misusing and disclosing confidential information, reverse-
engineering the software for its own use, using the software without a license, and
misappropriating Versata's trade secrets. The jury awarded Versata $82.3 million for
breach of contract and $22.4 million for misappropriation. The case is currently pending
appeal.
ZEST LABS, INC. Zest Labs began developing its “Zest Fresh” solution, a solution for reducing fresh
ETAL. V. food waste. Over the course of multiple years, ending in 2017, Zest Lab worked with
g’g’xm‘(t\RT INC Walmart to demonstrate the Zest Fresh solution. During this time, Zest Labs shared its

4:18-CvV-00500-JM

proprietary information with Walmart. Months after Walmart ended the relationship,
it announced a similar system to Zest Fresh. Zest Labos claimed that Walmart
misappropriated trade secrets, proprietary information, and know-how related to its
Zest Fresh technology for Walmart's own benefit. On August 1, 2018, Zest Labs filed
misappropriation of trade secrets and breach of contract claims against Walmart.
On April 9, 2021, a federal jury ruled in favor of Zest Labs, ordering Walmart to pay
$60 million in reasonable royalties for trade secret misappropriation, $50 million for
punitive/willfulness damages, and $5 million for breach of contract.



RESMAN, LLC V.
KARYA PROPERTY
MANAGEMENT, LLC
ETAL. E.D.TEX.
4:19-CV-00402-
ALM

ResMan is a property management software company whose customer, Karya Property
Management, LLC, in breach of its contractual obligation to ResMan, provided a third-
party software consultant, Scarlet InfoTech, Inc. d/b/a Expedien, Inc., unauthorized
access to ResMan'’s proprietary software platform for the purpose of copying ResMan’s
platform and creating a directly competitive software product. On June 3, 2019,
ResMan filed a complaint against Karya and Expedien for breach of contract, tortious
interference with contract, violation of the Computer Fraud and Abuse Act (CFAA),
and declaratory judgment pursuant to 28 U.S.C. § 2201. On October 1, 2019, ResMan
amended the complaint to include violation of the Defend Trade Secrets Act (DTSA)
and violation of the Texas Uniform Trade Secrets Act (TUTSA). On March 18, 2021, a
federal jury ordered Karya and Expedien each to pay ResMan $45,000 for contract
damages, Expedien to pay ResMan $11.4 million and Karya to pay ResMan $9.4 million in
lost profits damages, and Expedien to pay ResMan $50 million and Karya to pay ResMan
$4.0 million in punitive/willfulness damages.

PEGASYSTEMS INC.

V. APPIAN
CORPORATION
ET AL. D.MASS.
1:19-CVv-11461-
PBS

In May 2020, Appian Corp., a cloud computing firm located in McLean, Virginia, filed
suit against Pegasystems Inc., a Massachusetts-based software firm, and an individual,
Youyong Zou, alleging that beginning in 2012, over the span of eight years, Pegasystems
utilized multiple methods to gain access to Appian’s trade secrets to better compete
against it. Specifically, Appian alleges that Pegasystems paid Zou, an employee of a
government contractor using Appian software, for access to the back end of Appian
software. Additionally, Appian alleges that Pegasystems employees used false identities
to gain access to trial versions of Appian’s software and that Pegasystems obtained
further access through its partners in India. Appian brought claims under the Virginia
Computer Crimes Act and the Virginia Uniform Trade Secrets Act. A Fairfax County jury
ruled against Pegasystems for violating both the Virginia Uniform Trade Secrets Act and
the Virginia Computer Crimes Act and awarded Appian $2.0 billion in damages. The jury
also ruled that Zou owed Appian $5,000 in damages for computer fraud in violation of
the Virginia Computer Crimes Act. This is estimated to be the largest amount in Virginia
State Court history. Pegasystems appealed the decision to the Court of Appeals of
Virginia.

The damages award was overturned on appeal in July 2024, though Appian has
indicated that it plans to file its own appeal.
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COMET
TECHNOLOGIES
USAINC. ETAL. V.
XP POWERLLC

This case was filed on September 11, 2020, in the U.S. District Court for the Northern
District of California. Comet claimed that XP Power had stolen trade secrets related

to technology like radio frequency generators and matching networks, technology
which Comet sells to customers in the semiconductor industry. The complaint alleged
that XP Power began working on similar technology in 2017, hiring away key personnel
from Comet who had access to the company’s trade secrets. A jury awarded Comet
compensatory damages on two of the four trade secrets for a total of $40 million in
damages, split evenly between $20 million in compensatory damages and $20 million in
punitive damages.

MOTOROLA
SOLUTIONS, INC.
ETAL.V. HYTERA
COMMUNICATIONS
CORPORATION
LTD. ETAL.)

This case was filed on March 14, 2017, in the U.S. District Court for the Northern District
of Illinois. Motorola claimed that Hytera, a Chinese competitor of Motorola, stole trade
secrets related to its digital two-way communication systems, which Motorola sells to
thousands of public safety organizations, emergency response teams, transportation
and logistics organizations, and others in the U.S. and worldwide. The complaint alleged
that Hytera hired personnel from Motorola who had access to and extensive knowledge
of Motorola’s proprietary technologies. In this matter, Motorola was ultimately

awarded $135.8 million in compensatory damages under the DTSA, $136.3 million in
compensatory damages under the Copyright Act, and $271.6 million — the maximum
available — in punitive damages.



CODA This case was filed on August 9, 2015, in the U.S. District Court for the Northern District

DEVELOPMENT of Ohio. Coda alleged misappropriation of trade secrets related to Coda’s Self-Inflating
3%3051;2}”? TIRE Tire (SIT) technology, among other claims. Coda claimed the parties had discussed

&' RUBBER confidential and proprietary information related to the SIT technology in the interest
COMPANY ET AL of potentially pursuing a joint project, at which point Goodyear proceeded to patent

the SIT technology without Coda’s knowledge or consent. The jury ruled in favor of
Goodyear on five out of 12 trade secrets on which Coda alleged misappropriation.
Goodyear was awarded $2.8 million in compensatory damages and $61.2 million in
punitive damages. The $2.8 million amount was notably less than the between $89
million and $246 million that Coda’s lawyers asked for. Additionally, the $62.1 million in
punitive damages was expected to be significantly limited to $8.4 million under Ohio
law.

Coda filed for appeal on October 6, 2017. The Court of Appeals vacated and remanded
the trial on February 22, 2019. On March 31, 2023, Goodyear won a reversal of the

$64 million verdict. Judge Sara Lioi ruled that four of the five trade secrets for which
damages had previously been awarded were not specific enough to be considered
protectable trade secrets, and that the fifth was “no secret at all” because the concept
was not new in 2009. Counsel for Coda said that Coda was disappointed with the
decision and plans to appeal.
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SYNTEL STERLING
BEST SHORES
MAURITIUS LTD. V.
TRIZETTO GROUP,
INC.

Plaintiff Syntel filed a breach of contract claim against defendant TriZetto, a software
developer and design company focused in heathcare administration software, in

the Southern District of New York. TriZetto then countersued, alleging that Syntel
misappropriated trade secrets and infringed copyrights related to TriZetto's Facets, a
software geared specifically to health plan administration.

In October 2020, the jury found in favor of TriZetto on all claims. With respect to
TriZetto's counterclaims, the jury found that TriZetto possessed trade secrets that were
misappropriate by Syntel in violation of federal law and New York state law and that
Syntel infringed on TriZetto's copyrights.

Trizetto proposed two damages theories for the trade secret claims: (1) Syntel's unjust
enrichment in the form of “avoided costs” and (2) TriZetto's “lost profits” in the form of a
reasonable royalty.

The jury awarded TriZetto $285 million for misappropriation of trade secrets under
federal law; $142 million for misappropriation of trade secrets under New York Law; and
$59 million for copyright infringement. It also awarded $570 million in punitive damages,
which was not apportioned.

After trial, Syntel filed a motion for Judgement as a Matter of Law and a new trial.
In May 2021, the District Court issued a final judgment denying Syntel’s motion and
awarding TriZetto the entire amount listed in the jury’s verdict.

The jury’s verdict was appealed to the Second Circuit. On June 1, 2023, the Second
Circuit affirmed the District Court in part and reversed in part and remanded. The
Second Circuit reversed the unjust enrichment award of avoided costs because its gain
was fully “addressed in computing damages for its calculation of actual loss.” It stated
that avoided costs (a form of unjust enrichment damages) is not available in addition

to lost profits, absent evidence that the value of the trade secrets was diminished as a
result of the misappropriation. Interestingly, the Second Circuit held that avoided costs
is still available for future cases concerning a defendant who has realized only modest
profits from its misappropriation of trade secrets but has nevertheless been enriched by
avoided costs in a larger amount at the expense of the trade secret holder.

The Second Circuit remanded the remaining issue as to the award based on TriZetto’s
reasonable royalty back to the District Court. The Second Circuit approved the District
Court's rulings on pretrial motions, confirming that an award of development costs

is not available in addition to lost profits without evidence that the misappropriation
diminished the trade secrets’ value.
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APPENDIX 111:
COMPARING THE UTSA AND DTSA

Much has been written about the DTSA and its specific
provisions since its introduction in 2016. Our focus is
not to reiterate what has already been published on
the topic, but to provide insight into how the DTSA is,
and can be, used by companies seeking trade secret
remedies. We have summarized certain key differences
between the UTSA and DTSA below.%

* The DTSA is less specific than the UTSA regarding the
"proper means” to obtain a trade secret

Damages can be trebled under the DTSA, as opposed to
doubled under the UTSA

* Preliminary Injunction can occur under both the DTSA and
UTSA, but under the DTSA it cannot prevent someone
from entering into an employment relationship and cannot
be in conflict with state law

Ex parte civil seizure rights are available under the DTSA in
extraordinary circumstances; they are not available under
the UTSA

* Under the DTSA, attorney’s fees can be awarded based on
“circumstantial evidence” that the trade secret litigation
was filed in bad faith; the UTSA does not reference
“circumstantial evidence”

STATE VS. FEDERAL JURISDICTION

Prior to the UTSA, trade secret law had been primarily
governed by state law. However, the UTSA was
adopted (in some form) by 47 states in addition to the
District of Columbia and Puerto Rico.?° Thus, differing
historical state governing laws and UTSA adoption at
the state level have resulted in varying interpretations
of trade secret law between jurisdictions.

For the three states that have not adopted the UTSA in
some form, New York trade secret law is based on case
law, court decisions, and precedents, rather than by
statute. In Massachusetts, trade secrets are protected
by a blend of statutory and common law. North
Carolina enacted its own trade secret statute in July
1981 — the North Carolina Trade Secrets Protection

Act (NCTSPA), which is based largely on the UTSA.*
The NCTSPA defines trade secret misappropriation

as "acquisition, disclosure, or use of a trade secret

of another without express or implied authority or
consent, unless such trade secret was arrived at by
independent development, reverse engineering, or
was obtained from another person with a right to
disclose the trade secret.” As with the DTSA, reverse
engineering is lawful under the North Carolina statute.
In contrast to the DTSA, the NCTSPA does not make
“knowledge or reason to know that the informationis a
trade secret” an element of misappropriation. However,
“knowledge or reason to know” significantly impacts
the remedies available under the state’s statute.”

Additionally, while both the NCTSPA and federal
statutes provide for injunctive relief to prevent the use
or disclosure of trade secrets, the NCTSPA states: “If
the court determines that it would be unreasonable to
enjoin use after a judgment finding misappropriation,
an injunction may condition such use upon payment of
a reasonable royalty for any period the court may deem
just."2

28 For additional comparison and contrasts hetween the DTSA and UTSA, see John Carson and Cameron Cushman, Lewis Roca Rothgerber Christie, “DTSA
Versus UTSA: A Comparison of Major Provisions,” Law 360, 2016; “Trade Secrets Laws and the UTSA: 50 State and Federal Law Survey,” Beck Reed Riden LLP,

Octoher 30, 2016.

29 Massachusetts, New York, and North Caralina did not adopt the UTSA in any form; “Trade Secrets Laws and the UTSA: 50 State and Federal Law Survey,” Beck

Reed Riden LLP, October 30, 2016.
30 N.C. GEN. STAT. §§ 66-152 to -157 (Supp. 1981).

31 Boh Meynardie, “Comparing Federal and North Caralina Trade Secret Protection,” Meynardie & Nanney, PLLC, May 9, 2016.

32 Naorth Carolina Trade Secrets Protection Act; Article 24, § 66-154.



The "knowledge or reason to know” requirement under
the NCTSPA also impacts potential damages. For
instance, no damages are available for use prior to the
time the defendant knew or had reason to know it was
a trade secret. If the defendant has materially changed
its position prior to knowledge, then it cannot be
enjoined, but it may be required to pay a royalty.3

While these are just a few examples comparing the
law in a state that did not follow the UTSA, these
differences attest to the continued relevancy of state
law and the important role the UTSA and individual
state laws continue to play in determining what
constitutes a trade secret and remedies regarding
the misappropriation of trade secrets. It is also worth
noting that in many states, trade secret case law
differs by county, creating increased complexity.

TRADE SECRET MISAPPROPRIATION

Another subtle but noteworthy difference between
the UTSA and DTSA concerns the misappropriation
of trade secrets. While the definitions of trade secret
misappropriation under the UTSA and the DTSA are
substantively identical,** with both defining “improper
means” as “theft, bribery, misrepresentation, breach or
inducement of a breach of a duty to maintain secrecy,
or espionage through electronic or other means,”*
they differ when it comes to which actions are
included under improper means.

Section 1(1) of the UTSA provides that proper
means include:

1| Discovery by independent invention

2 | Discovery by “reverse engineering,”
that is, by starting with the known
product and working backward to find
the method by which it was developed;
the acquisition of the known product
must, of course, also be by a fair and
honest means, such as the purchase of
the item on the open market for reverse
engineering to be lawful

3| Discovery under a license from the owner
of the trade secret

4| Observation of the item in public use or
on public display

5| Obtaining the trade secret from
published literature

Whereas DTSA § 2(b)(6) is broader, it is also
less specific, providing that improper means
“does not include reverse engineering,
independent derivation, or any other lawful
means of acquisition.”3®

33 Boh Meynardie, “Comparing Federal and North Carolina Trade Secret Protection,” Meynardie & Nanney, PLLC, May 9, 2016
34 "Trade Secrets Laws and the UTSA: 50 State and Federal Law Survey,” Beck Reed Riden LLP, October 30, 2018.

35 UTSA § 1[1); DTSA § 2[b)(6)(A).

36 James Morrisan, “Comparing the Defend Trade Secrets Act and the Uniform Trade Secrets Act,” Baker & Haostetler, LLP, May 17, 2016.
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Stout’s Trade Secret
Experience

At Stout, we focus on the damages aspects of trade secret litigation, which includes
ongoing analysis of the trade secrets landscape with particular attention to current and
evolving trends. Stout experts are leading authorities on quantifying financial damages
related to violations of restrictive covenants and trade secret misappropriation. We bring
an independent point of view, deep technical expertise, and a track record of credible
and compelling testimony in such matters. Our experts regularly work with in-house and
outside counsel, government agencies, and courts and mediators to provide analysis and
expert testimony on issues including:

* Lost profits resulting from lost sales, convoyed sales, and price erosion

* Financial gains due to alleged misappropriation

* Gains due to saved cost of development and head start

+ Reasonable royalties, including the determination of the proper royalty base and rate
* Forensic accounting and analysis pertaining to causational issues

* Economic market analyses

* Irreparable harm analyses

* Mitigation assessments

To learn more about our experience with Trade Secrets, visit

stout.com/en/services/trade-secrets-restrictive-covenants
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